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1. EJIb OCBOEHUMA JTUCIIUITJIMHbI

HucuuiuinHa «OCHOBBI  pa3paOOTKM  3allMIIEHHOIO IPOrpaMMHOro obecredyeHus |
KOMIIBIOTEPHBIX ~ CETei» BXOAUT B mporpammy OakamaBpmara «Data  Engineering,
IIPOrPaMMUPOBAHUE U KOMIIBIOTEDHOE MOJEIMPOBAHUE HHTEIUICKTYaIbHBIX CHUCTEM» IIO
HanpasiieHuto 27.03.04 «YnpaBiieHue B TEXHUYECKHX CHCTEMax» M M3ydaercs B 7 cemecTpe 4
Kypca. Jucuuniuuay peanusyer . JIucuuiuimHa cOCTOUT U3 3 pa3zienoB U 8§ TEM M HallpaBJICHA Ha
U3Y4EHHE OCHOBHBIX IPUHIMIIOB, METOJOB M TEXHOJIOTUH, HCIOJIB3YEMBIX JUIsI CO3AAHMS
0€30I1aCHBIX KOMITBIOTEPHBIX CUCTEM U 3alUThl UX OT BHEIIHUX U BHYTPEHHUX yrpo3. B pamkax
JIAHHOTO Kypca JaeTcss KOMIUIEKCHOE U3yueHHE acleKTOB pa3paboTKu Oe30macHON MporpaMMHON
U annapaTHoM cpelibl, METOA0B KPUITOrpa(uyeckoi 3aiuThl HH(POPMALIUU, CETEBBIX POTOKOJIOB
U TEXHOJOTMH, a TakK€ BOIIPOCOB 3alUThl MEPCOHAIBHBIX JAHHBIX U 0€30IIaCHOTO XpaHEHUsS

nHpopMaIuu.
[lenpt0 OCBOCHHSI JTUCIUIUIMHBI SIBIISIETCS. 3HAKOMCTBO CIIyIIATENe C COBPEMEHHBIMU
METOJaMHU ¥ TEXHOJIOTUSIMHU 00ECIICYCHUS 3aIIUThI KOMITBEOTEPHBIX CUCTEM OT YI'PO3, CBS3aHHBIX C

HCCAHKITUOHUPOBAHHBIM

JOCTYIIOM,

BpPEIOHOCHBIM

10, «xpaxelt KOH(UACHIUAILHON

nH(pOpMalUY U IPYTUMHU BUAAMHU KrOepartak.

2. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHMUS JUCHUITVIMHDI

OcBoenne aucuuIUInHbl « OCHOBBI Pa3pabOTKH 3aLIUIEHHOIO IPOrPaMMHOT0 00eCeueHHMsI
U KOMITBIOTEPHBIX CEeTei» HampaBieHO Ha (OPMHUPOBAHHE Y OOYYAIOMIUXCS CIEAYIOMINX
KOMIETEHIMH (4acTH KOMIETEHIH):

Tabnuya 2.1. Ilepeuenv komnemenyuil, opmupyemvix y 00V4arOWuxcs npu 0Cc60eHuu
OUCYUNTUHDBL (Pe3YTbmambl 0C80EHUS OUCYUNTIUHDL)

HNHaukaTopbl 10CTHKEHHS] KOMIIEeTeHIIUT
Hugp Komnerenuus A PEI A N
(B pamMKax JaHHOW JHCIUILIIHEI)
OIIK-6.1 3HaeT OCHOBHBIE aJTOPUTMBI U IIPOrPAMMBI,
COBpEMEHHBIE HH(POPMAIIMOHHBIE TEXHOJIOTUH, METOIBI M CPE/ICTBA
KOHTPOJISI, IMATHOCTHKH M yTIPABICHUS, IPUTOJHBIE IS
Crnoco0eH pa3zpabaThIBaTh U PO, A yrp > IPHroA o .
MPaKTHYECKOT0 IPUMEHEHUs B cepe cBoeH MpodecCHOHaIbHON
HCIIOJIB30BaTh AJITOPUTMBI U
MIPOTPaMMBI, COBPEMEHHBIE ACATEILHOCTH,
porp » COBP OIIK-6.2 YMeeT NpUMEHATH aJTOPUTMBI U IPOTPAMMBEI,
nH(pOpPMAIMOHHBIE TEXHOJIOTHH,
COBpEMeHHbIE HH(POPMAIIMOHHBIE TEXHOJIOTHUH, METO/IBI M CPE/ICTBA
METOBI U CPEICTBAa KOHTPOJI,
OIIK-6 KOHTPOJISI, IMarHOCTUKH U YIPABJICHUS, IPUTOTHBIC JUIS
JUAaTHOCTHUKY U YIIPABICHHUS, . .
MPaKTHYECKOTo IPUMEHEHUs B cepe cBoeit npodeccrnoHaibHOM
MIPUTOHBIE JUIS IPAKTUIECKOTO
. JIeSITEIIbHOCTH;
NpUMEHEHus B cdepe cBoei
N OIIK-6.3 VBepeHHO BiaeeT alrOpuTMaMy U U IpOrpaMMami,
npodeccHoHAIBEHOM
COBPEMEHHBIMH NH()OPMANMOHHBIMH TEXHOJIOTHAMH, METOAAMH 1
JeATeTbHOCTH .
CpeACTBaMH KOHTPOJIS, TUAarHOCTUKOM 1 yIpaBJICHHUEM,
MPUTOTHBIMH JUTS IPAKTHYECKOTO IIPHMEHEHUs B cpepe cBoei
npodeccHOHAILHOM e TeIbHOCTH;
ITK-10.1 3HaeT 0OCHOBHEIEC TOXOABI U METOBI COOpa U aHAIH3A
MCXOJHBIX JTAHHBIX JJIS pacueTa ¥ MPOSKTUPOBAHMS CUCTEM H
Crnoco0OeH MpUMEHATh CPEICTB aBTOMATH3AINY U YIIPABICHUS;
nHpopmannonHsle TexHoioruy, |[1K-10.2 YMmeer npumMeHITH HHPOPMALIMOHHBIE TEXHOJIOTHHU B
TIK-10 cO0JIFOIaTH OCHOBHBIE npodeccnoHaTLHOM AesTEIBHOCTH, COOMI0aTh OCHOBHBIE
TpeboBaHUs HHPOPMAITMOHHON | TpeboBaHMs HHPOPMAITMOHHOK 0€30MMaCHOCTH;
6e3omacHOCTH I1K-10.3 Brageet coBpeMeHHBIMHI HH(OPMATHOHHBIMA
TEXHOJIOTHSIMHU JUISl pacueTa ¥ MPOEKTUPOBAHUS CHCTEM M CPEICTB
ABTOMATH3aLMH U YIIPaBJICHUS;
CnocobeH pa3pabaTbIBaTh 1 ITK-7.1 3HaeT OCHOBHBIE MOJXO0/IBI K pa3paboTKe MPOSKTHBIX
K-7 AQHAIIU3UPOBATh MPOEKTHHIE penieHui no obecrneyeHno kKnoepoe30nacHoCTH NHHOPMALTMOHHBIX
penieHus o ooecneyeHnIo CHUCTEM;
KnbepOe30acHOCTH ITK-7.2 YMeeT aHanU3UpOBATh NPOEKTHBIE PELICHUS HA IPEIMET




I/IH}II/IKaTOPLI JOCTHIKCHHSI KOMIIETCHIINHN

Mudp Komnerennus N
(B pamMKax JaHHOW JAUCIMILIHHEI)
ABTOMATH3MPOBAHHBIX CUCTEM |o0ecreueHus KuOepOe30macHOCTH;
I1K-7.3 BnazneeT TeXHUKaMH peaan3alii IPOEKTHBIX pelIeHuil,
o0ecreynBarIIuX KHOepOe30macHOCTh aBTOMATH3HPOBAHHBIX
CHCTEM,;
ITK-8.1 3HaeT 0CHOBHBIE MTPOU3BOJCTBEHHO-TEXHOIOTHUECKHE
CriocoOeH opraHu30BaTh 9Tanbl Ipolecca CO3aHusl, COBEPILICHCTBOBAHUS U COMPOBOKICHUS
IIPOU3BOJCTBEHHO- MHPOPMAIMOHHBIX CUCTEM, IIPEAHA3HAYCHHBIX U1 aBTOMAaTH3aIINU
TEXHOJIOTUUECKYIO MTOANIEPKKY  |3a7au yNpaBJICHHUS,
MIPOLIECCOB CO3JIaHUs, [1K-8.2 YMmeeT opraHU30BBIBATh OCHOBHBIE IIPON3BOICTBEHHEIE U
K-8 COBEPIIEHCTBOBAHUSA U TEXHOJIOTHUECKHUE ITAIBI CO3AaHUs HH(POPMAIIOHHBIX CHCTEM,

COTIPOBOXKICHUS
MH()OPMALMOHHBIX CHCTEM,
aBTOMAaTH3UPYIOLIUX 3a1a4H

OPTraHU3aI[IOHHOIO U
MPOU3BOJICTBEHHOT'O yTIPaBJICHUS

ABTOMATI3UPYIOMINX 3a0a4l OPTaHU3alHOHHOTO U
TIPOM3BOJICTBEHHOTO yIIPABIICHIS,

[1K-8.3 Bnageet MeToaMH U MOAXO0IaMU JJIsl OPraHU3aINH
MIPOU3BOICTBEHHO-TEXHOJIOTHUECKON MOJAEPKKHU MPOIIECCOB
CO3/IaHMsI, COBEPILICHCTBOBAHUSI U COTIPOBOKACHUS
HH(POPMAIMOHHBIX CUCTEM;

3. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OII BO

Jucuunimza

«OcHOBBI  pa3pabOTKH 3AIIUIIEHHOTO MPOrPAaMMHOTO OO0ECIeYeHus: |

KOMIIBOTCPHBIX ceTei» OTHOCUTCA K 4qacCTu, q)OpMpreMOﬁ y4aCTHHUKaMH O6pa30BaTeHLHLIX

otHolreHnt Omoka 1

«JIMCITUTIIIMHBI

o0Opa3oBaHHs.

(Momynu)» 00pa3oBaTeNbHOM MPOrPaMMbl  BBICILIETO

B pamkax o0Opa3zoBaTenbHON MpOrpamMmbl BBICIIETO O0pa30BaHUS OOy4YAOIIMECS TaKXKe

OCBaMBaKOT

Apyruc JUCITUITIINHBI

u/nnv

IMIPAaKTHUKHU, CHOCO6CTBYIOHII/IG JOCTHIXCHHIO

3aIlJIAaHUPOBAHHBIX PE3YJIbTATOB OCBOCHUS IUCLUUIUIMHBI «OCHOBBI pa3pabOTKU 3aLIUILEHHOIO
IIPOrPaMMHOT0 O0ECTIEUEHUsI U KOMIIbIOTEPHBIX CETEM».

Tabnuya 3.1. Ilepeuenv komnonenmos OIl BO, cnocobcmeyiowux o0ocmudiceHuro
3aNIAHUPOBAHHBIX PE3YIbMAMO8 0CE0eHUsL OUCYUNTUHDL
IpexmecrBylommue Mocaenyromue
Mudg Haumenosanue HCPHZ:IHHHLI?,MOM JIM ncunnnnillil/nl:lou JIN
p KOMIIETEHI[HH e *Hy ’ A % Yy,
NPAKTUKH NMPaKTHKHU
CrnocoGeH pa3pabaTbiBaTh U
UCIIOJNIb30BaTh AJITOPUTMBI M | Hay4Ho-uccienoBarenbckas pabora
IporpaMMbl, COBPEMEHHBIC (HOHy‘IeHI/Ie TMCPBUYHBIX HABBIKOB
MHPOPMALMOHHBIE HAy4HO-UCCIIEI0BATEIIbCKON
TEXHOJIOTUH, METOIbI U paboTs);
OIK-6 cpencTBa KOHTPOJIS, Teopus aBTOMaTHIECKOTO [IpexaumiomMHas MpakTHKa;
JMarHOCTHKH U yIIPaBIICHUS, yTIpaBICHUS;
MPUTOTHBIE JJIS Wudopmarnka n
MPaKTHYECKOTO IPUMEHEHNUS POrpaMMHUPOBAHUE;
B cepe cBoeit MexaHnKa KOCMUYECKOTO 10JIETa;
poheCCHOHATBHOM
JIeSTeIIbHOCTH
Crnoco0OeH MpUMEHATh .
OcHOBBI HHPOPMALTMOHHON
MHPOPMALMOHHBIE
0€301acHOCTH U [peaaumiioMHas MpakTUKa,
TEXHOJIOTHH, COOII0IaTh o
IK-10 KHOepyCTOMINBOCTH; TexHonornueckas MpakTHKa;
OCHOBHEBIE TpeOOBaHHUS
o IIpoexTHas mpakTHKa;
nHGOPMATMOHHON
Oe3omacHOCTH
Crocoben pa3zpabaTeIBaTh U OcHOBBI HHPOPMALTMOHHON
K-7 aQHAJIM3UPOBATh IIPOCKTHHIE 0e301acHOCTH U

penieHus o ooecneyeHnto
KnbepOe30nacHOCTH

(OCHOBEI TEXHOJIOTHUECKHUX YIrpo3 u

KnOepycTOHIMBOCTH;




IIpenmecTBylomme ITocnenxyrommue
HIngp Hanvenosanue HHCEI/IZ:[JII/IHLI?,MOI;II)’JIH, nncunnnnfl)lil/;loaynn,
KOMIIETEHIIUH . %
NMPaKTHKH MPAKTHKH
aBTOMAaTU3UPOBAHHBIX KrOepOe30MacHOCTH;
CHCTEM [IpoekTHAs MpaKTHKa;
CriocoOeH opraHu30BaTh
MPOU3BOJICTBCHHO-
TEXHOJIOTHIECKYIO
MTOIAEPKKY IPOIIECCOB
CO3aHus,
K-8 COBEPIICHCTBOBAHUS U
COTIPOBOXKICHHUS

MH()OPMALMOHHBIX CHCTEM,
aBTOMAaTH3UPYIOLIUX 3a1a41
OPTraHU3aI[IOHHOTO U
MPOU3BOJICTBEHHOT'O
yIpaBJICHUS

* - 3aMOJIHACTCS B COOTBETCTBUM ¢ MaTpuueit komnereniuii u CYII OIl BO
** - 3JIeKTUBHBIC AUCIMIUINHBI /TIPAKTUKH




4. OFBEM JJVCHUILJIMHBI U BUbI YYEBHOH PABOTHI

OO11ast TPYJA0EMKOCTh TUCHUIUTHHBI « OCHOBBI Pa3pabOTKU 3alMIEHHOTO MPOrPaMMHOI0 00ECICUeHHsI U KOMIIBIOTCPHBIX CETEi» COCTaBJISIET
«3» 3a4eTHBIC CIUHUIIBI.

Tabnuya 4.1. Buowl yuebHOU pabomvl no nepuooam O0cC8OeHUs 00PA308amMeNbHOU NPOSPAMMbL 8blCUe20 00pa308aHus OJisi OYHOU (DOopMbl
00yueHus..

Buja yuye6Hoii padoThI BCEI'O, ak.u. CeMec7T pCbD)
Konmaxmmnas paboma, ax.u. 12 12
Jlexrmn (JIK) 36 36
JlabopaTopHusie pabots (JIP) 36 36
IpakTnueckue/cemunapckue 3auatus (C3) 0 0
CamocmosmenvHas paboma 0by4aowuxcs, ax.u. 36 36
Konmponw (sx3amen/3auem ¢ oyenxou), ax.u. 0 0
O01masi TPYI0€MKOCTh THCHHILTHHBI aK.4. 108 108
3a4.e1. 3 3




5. COAEPKAHUE JUCIUIIJINHBI

Tabauya 5.1. Codeporcanue oucyuniunsl (Mo0yis) no euoam y4ebHou pabomol

Bun
Homep | HammeHnoBanmue pazaesa .
Copep:xanue pa3aesia (TeMbl) yuyeoHoM
pasaena AUCHHUILTUHBI «
padoThl
11 [TpuHOUIBI pa3pabOTKH U MPOEKTHPOBAHUS TIK
3aluIeHHoe ' 3aIUAIICHHOTO TPOrPaMMHOTO 00eCTICUSHUSI.
POTPaMMHOE Bunp! yrpo3 6€30macHOCTH B KOMIIBIOTEPHBIX CETSIX
Pazgen 1 1.2 JIK
obecrieueHne n W 3alIHTa OT HUX
KOMITBIOTEPHBIE CETH 13 Mertons! mudpoBanus HHGOPMALIH U OLIEHKA TIK
' 6€3011acHOCTH CHCTEMBI
Hactpoiika u nepegaya JaHHBIX 110 IPOTOKOILY
ITpOTOKOIBI 3AIIUTEI 2.1 JIP
p TIHTBL FTP-FTPS
CETEBBIX COEANHEHUH U ™
Paszen 2 | METOTOMOHH 3ALIHTEL 29 Hacrpoiika 1 nepenaya JaHHBIX O IPOTOKOJIY P
' HTTP-HTTPS
JAHHPIX TIpH pagoTe ¢ OCHOBHBIE IPUHIUIIBI Ay TCHTH()UKAIIMN 1
CETBIO. 2.3 DU yrer ! JIK
ABTOpPU3AIIMH [10JIb30BaTENICH B CHCTEME
IIpaBuia opranusanuu 3.1 Or11eHKa YSI3BUMOCTH CHCTEMBI JIK
Pasnen 3 nH(OpMaLMOHHOI
6e30M1aCHOCTH U 3allUTa OT 3.2 IIpoBenenue TecTUpOBaHUS Ha IPOHUKHOBEHUE JIP
KrOepaTak

* - sanonmstercs Tonbko 1o QUHOM dopme obyuenns: JIK — nexyuu; JIP — nabopamopuvie pabomui; C3 —

CeMUHAapCcKue 3anAnusl.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHME JUCHUIIJIMHBI

Tabnuya 6.1. MamepuaneHo-mexnuueckoe obecneuerue OUCYUNIUHbL

Tun aynuropuu

OcHaleHue ayuTOpuU

Cneuunajau3upoBaHHoOe
yueOHOe/1abopaTopHoe
odopynoBanme, I1O u
MAaTepHaJIbl JIs1 0CBOEHHS
AMCUMILTNHBI
(nmpu HeOOXOAUMOCTH)

JlexunonHas

Aynuropus JUisi IPOBEICHUS 3aHATUI
JIEKIIMOHHOTO TUTIA, OCHAIICHHAS
KOMIUIEKTOM CIEIUAIN3HPOBAHHON MeOenu;
JIOCKOM (9KpaHOM) U TEXHHYECKUMU
CpeICTBAaMU MYJIbTUMENINA MTPE3CHTAIIMIA.

KomnerorepHslit
KJ1acc

KommnsrorepHslii kinacc 1i1s IpoOBEICHUS
3aHATHN, TPYNIOBBIX U MHANBUIyaJIbHBIX
KOHCYJIbTallMi, TEKYIIEr0 KOHTPOJIS U
IIPOMEXYTOYHOM aTTeCTallii, OCHAILEHHAs
MEepPCOHAIBHBIMU KOMIIBIOTEPaMU (B
KoJu4decTBe 15 miT.), mockoii (3KpaHoM) u
TEXHUYECKUMHU CPEICTBAMU MYJIbTUMEANA
[IPE3CHTALMM.

Jns
CaMOCTOSITEIbHON
paboTHI

AyauTopus ISl CaMOCTOSATEILHON paOOThI
o0yyaromuxcs (MOXKeT UCIOIb30BATHCS IS
MIPOBEJICHUS] CEMUHAPCKUX 3aHATHI U
KOHCYJIbTAIMi{), OCHAIlIEHHAs KOMIJIEKTOM
CHIeIUaTU3UPOBAHHON MeOen 1
KoMibroTepami ¢ gocrynoM B OUOC.

* - ayIUTOpHS AJIsl CAMOCTOSTENIbHOI paboThl 00yyaronuxcs ykasbiBaercs OBA3ATEJIBHO!




7. YAEBHO-METOJUYECKOE 1 UHO®OOPMAIIMOHHOE OBECIIEYEHHUE JUCHUILIJINHBI

OcHosHas numepamypa.
1. "Computer Networking: A Top-Down Approach” by James Kurose and Keith Ross.
2. "Cryptography Engineering: Design Principles and Practical Applications"” by Bruce
Schneier, Niels Ferguson, and Tadayoshi Kohno.
3. "Securing the Clicks Network Security in the Age of Social Media™ by Gary Bahadur,
Jason Inasi, and Alex de Carvalho.
4. "Threat Modeling: Designing for Security" by Adam Shostack
Jlononnumenvuasn tumepamypa:
1. "Building Secure Software: How to Avoid Security Problems the Right Way™" by John
Viega and Gary McGraw.
2. Network Security Essentials: Applications and Standards" by William Stallings.
3. "Intelligent Networked Teleoperation Control" by Xiaodong Liu and Muhammad
llyas.
Pecypcuvl ungpopmayuonno-menekommynuxkayuonro cemu « Mnmepremy:
1. ObC PYIH u croponnue DbC, Kk KOTOPBIM CTYI€HThl YHUBEPCUTETA UMEIOT TOCTYII
Ha OCHOBAHHH 3aKJIIFOUYCHHBIX JOTOBOPOB
- DnekTpoHHo-6mbnuoTeunas cucrema PYJIH — 9bC PY JIH
http://lib.rudn.ru/MegaPro/Web
- OBC «YuuBepcurerckas Ondmmorexa onnain» http://www.biblioclub.ru
- OBC IOpaiit http://www.biblio-online.ru
- OBC «KoncynbranT cryaenray www.studentlibrary.ru
- OBC «Tpounkuit MOCT»
2. ba3sl JAHHBIX U ITIONCKOBBIC CUCTEMbI
- BHGKTpOHHHﬁ (bOH,Z[ HpaBOBOﬁ u HOpM&THBHO-TCXHH‘lGCKOﬁ AOKYMCHTallun
http://docs.cntd.ru/
- mouckoBas cucreMa SAuaekc https://www.yandex.ru/
- mouckoBas cuctema Google https://www.google.ru/
- pedeparuBHas 6a3a nanubpix SCOPUS
http://www.elsevierscience.ru/products/scopus/
Yuebno-memoouueckue mamepuanvt 013 camocmosmenvhol pabomsl 00y4AOWUXCcs npu
0CBOEHUU OUCYUNTUHBL/MOOYAA ™!
1. Kpr J'IeKI_II/Iﬁ 10 JUCHUITIINHE «OCHOBEI paBpa6OTKI/I 3alMUIICHHOTO IMTPOrpaMMHOT'0
o0OecrieueHrs U KOMIIBIOTEPHBIX CETEI.

* - Bce y4eOHO-METOAMYECKHE MaTepUallbl Ul CaMOCTOATENBHOM paboThl 00yJaromuxcs
pasMelarTcs B COOTBETCTBUU C JIEHCTBYIOIUM MOPAIKOM Ha cTpaHule auciuminasl B TYHUC!

8. OIEHOYHBIE MATEPHUAJIbI U BAJUVIBHO-PEUTUHI OBAS CUCTEMA
OLHEHUBAHUA YPOBHA CO®OPMHUPOBAHHOCTHU KOMIIETEHIUHN 110
JUCIUIIVIMHE

OneHouHble MaTepuanbl U OaUIbHO-pEHTHHIOBas cUcCTeMa® OLEHHBAHUSA YPOBHS
c(OpMHUPOBAHHOCTH KOMMETEHIMHA (YaCTH KOMIIETEHIIMH) MO UTOraM OCBOEHUS JHCHUIUIMHBI
«OcHOBBI Pa3pabOTKH 3aIIMIIEHHOTO MPOTrPaMMHOIO 00ECHeueHUs] M KOMIBIOTEPHBIX CeTei»
npejcTaniensl B [Ipunoxenun k Hactosiei Paboueit mporpamMmme TUCHUIUIMHEIL.

* - OM u BPC dopmupyroTcst Ha OCHOBaHUHU TPeOOBaHMI COOTBETCTBYIOIIETO
JIOKaJIbHOT0 HOpMatuBHOro akta PY JTH.
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/f,’://’ CanrbikoBa Onbra
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Jonoxcnocmo, BYIT Tloonuce Damunus 1. 0.
PYKOBOJIUTEJIb BYII:
¢ Pazymubiit FOpuit
3aBenyronuii kageapoit HuxonaeBuu
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