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1. EJIb OCBOEHUMA JTUCIIUITJIMHbI

Jucuumnuza «OcHOBBI HH()OPMALIMOHHON 0€30MacHOCTH U KUOEpyCTONYMBOCTHY BXOJIUT B
nporpaMmMmy  OakanmaBpuata  «Data  Engineering,  WHTEJUIEKTyallbHBIE  CHCTEMBl |
kuOepOe3onacHocTh» 1o HampasieHuio 27.03.04 «YmpapiieHHE B TEXHHUYECKHUX CHUCTEMax» M
uszydaercs B 6 cemectpe 3 kypca. Hducrumiuny peanusyer Kadempa mMexaHukM u MpoLECCOB
yrpaieHus. JucuumimHa coctouT u3 13 pasznmenoB m 32 TeM W HampaBlieHa Ha W3Y4YECHHUE

OCHOBHBIX

BHUI0B BO3MOKHBIX

nH(pOpPMaMOHHOM 6€30MacHOCTH
[lenpro OCBOCHMS AUCIMILTAHBI SBJSICTCS TMOJyYCHUE 3HAHHWMA, YMEHUN, HABBIKOB U OIBITA
JeSTeIbHOCTH B 00J1acTH oOecrieueH s H(HOPMAIIMOHHON 0€301acCHOCTH M 3alUThl HHpOpMaIiu

TEXHOJIOTMYCCKUX

yrpo3 ®  CIOCOOOB  oOecreueHus

2. TPEBOBAHMA K PE3YJIBbTATAM OCBOEHUMA JUCIHUITJIMHDbI

OcBoeHnue
KHOEpyCTOMYUBOCTH

JUCHUITIIMHBI

KOMITETCHITMH (4aCTH KOMITCTCHIIHH ):

«OCHOBEI
HaIpaBJIE€HO Ha

nH(pOpMaAITHOHHOM 0€30MacHOCTH u
dbopMupoBaHHEe Yy OOYyYarONIMXCS  CICAYIOIIUX

Tabnuya 2.1. Ilepeuenv komnemenyuil, opmupyemvix y 00V4arOWuxcs npu 0c60eHuu
OUCYUNTUHDBL (Pe3YTbmambl 0C80EHUS OUCYUNTIUHDL)

HHZ[HKaTOp]:I JAOCTHIKCHHUS KOMIIETCHIIMHA

Hugp Komnerenuus N
(B paMKax JaHHOH THCUUTUIMHEI)
OIIK-5.1 Onpenensiet uenu Juist pelieHns 3a1a4 pa3BUTHS HAYKH,
TEXHUKU ¥ TEXHOJIOTHH B 00JIACTH YIIPaBICHUS B TEXHUIECKAX
Croco0eH pemraTh 3a1a4u
a3BUTHS HayKH, TEXHUKU U cucTeMax,
p YEH, OIIK-5.2 3naer u vcnonb3yeT METOIbl I PEILICHUS 3a1a4
TEXHOJIOTHHU B 00J1aCTH N
Pa3BUTHS HAYKH, TCXHUKH U TEXHOJIOTUH B 00JaCTH YIPBICHUS B
YIPaBJICHUS B TEXHUIECKUX
OIIK-5 TEXHUUYECKHUX CUCTEMax C y4eTOM HOPMATUBHO-IIPAaBOBOIO
CHUCTEeMaXx C Y4eTOM HOPMATHBHO- o
peryIupoBaHus B Chepe MHTCIUICKTyaIbHONU COOCTBEHHOCTH;
MPaBOBOI'O PEryJIMPOBAHUS B
. OIIK-5.3 ObecnieunBaeT pelieHue 3aa4 pa3BUTHsI HAYKH, TEXHUKH
chepe UHTEIEKTYTbHON
1 TEXHOJIOTHH B 00J1aCTH YIPABICHUS B TEXHHYCCKHX CHCTEMaX C
COOCTBEHHOCTH
y4eTOM HOPMATHBHO-IIPABOBOTO PEryIUPOBaHUs B cepe
HHTEIUICKTYaJTbHOH COOCTBEHHOCTH;
IIK-10.1 3HaeT oCHOBHEIE MTOXOABI U METOBI COOpa U aHAIH32a
HCXOJHBIX TAaHHBIX JJIS pacueTa U MPOSKTUPOBAHHS CUCTEM U
Cnoco0eH IIPUMEHSTh CpEJICTB aBTOMAaTH3AllMH U YIIPABJICHHUS;
2
nHpopmannonHsle TexHoiorun, |[1K-10.2 YMeeT npuMeHITh HHPOPMAIMOHHBIE TEXHOJIOTHU B
TIK-10 CcOOJIF0IaTh OCHOBHBIE po¢eCCHOHANBHOM NesITeTPHOCTH, COOIOAaTh OCHOBHBIC
TpeOoBaHus HHOOPMAIIHOHHOK | TpeOoBaHuUs HHPOPMAIIMOHHOMN 0E30MaCHOCTH;
6e30macHoOCTH ITK-10.3 Bnaseet coBpeMeHHBIMU HH()OPMALIMOHHBIMH
TEXHOJIOTHUSIMH JJISl pacueTa U MPOCKTUPOBAHUS CUCTEM U CPEIICTB
aBTOMATH3AIIMU M YIIPABJICHUS,
I1K-7.1 3HaeT OCHOBHBIE TIOAXOJIBI K Pa3paboTKe MPOEKTHBIX
pelieHui no obecrneyeHuro kndbepoe30nacHoCTH HHHOPMALTMOHHBIX
CrnocoGeH pa3pabaTbiBaTh U
CHCTEM;
AHATU3UPOBATD MIPOCKTHHIC
[IK-7.2 YMmeer aHanM3UpOBATh NPOCKTHBIC PEIICHUS Ha MIPEIMET
IK-7 pelIeHust Mo o0ecneyeHnto

KnbepOe3onacHOCTH
ABTOMAaTH3MPOBaHHBIX CHCTEM

obecrieueHnst KnOepOe30IacHOCTH;

I1K-7.3 BnaneeT TeXHUKaMH peanu3alii IPOEKTHBIX PEIIeHU],
obecrieunBarOIMX KHOepOE30MacHOCTh aBTOMAaTH3MPOBAHHBIX
CUCTEM;

3. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OII BO

JucuuImHa

«OCHOBEI

IporpaMmabl BBICHICTO O6paBOBaHI/I}I.

nH(OPMALIMOHHOKW  O€30MacHOCTH U KHUOEpPYyCTONYHUBOCTH
OTHOCHUTCA K 00g3areliIbHOW dYactu Oioka |1

«Jluctumumael  (MomynH)»  00pa3oBaTeNbHON




B pamkax oOpa3oBarenbHOM HpoOrpaMMbl BbICHIETO OOpa30BaHUS OOYydaIOIIMECs TaKKe

OCBaMBAIOT JpYyrue AUCHMIUIUHBI  W/UIU
3alUIAHUPOBAHHBIX ~ PE3YJIbTATOB  OCBOCHHS
0€30MacHOCTH U KUOEPYCTOMYUBOCTH.

MPAKTUKH,
NUCHUIIINHEI

CIIOCOOCTBYIOIIHE
«OCHOBEI

JOCTHKECHHIO
MH(POPMALIMOHHOM

Tabauya 3.1. Ilepeuenv xomnonenmos QOI1 BO, cnocobcmsyrouux 00CMUNICEHUIO
3ANIAHUPOBARHbLX pe3)1bmamoe OC60€HUA ()ucuunﬂuﬂbl
[pexmecTByrommue IMocaenyrommue
g Hauvenosanue IIHCIP;I/II:[JII/IHBI;IMOI;II JIH ﬂncunnnnllli)lr,l/ﬁloz[ JIHA
P KOMIIETEHI[HH > yam, 2 yJiu,
NPAKTUKH MPAKTHKH
CriocoOeH pelniath 3a1a4u
Pa3BUTHSI HAYKH, TEXHUKU U
HayuHo-uccnenoBarenbckas pabora
TEXHOJIOTHH B 00J1aCTH TexHoMOrMYeCKas MPaKkTHKA;
(mony4eHue NepBUYHBIX HABHIKOB
YIPaBICHUS B TEXHUYECKUX . [pegaumioMHas MpaKkTUKa,
HAY4HO-UCCIIEA0BATENbCKON
OIIK-5 CHCTEMaX C Y4ETOM AGOTEI); [IpaBoBBIE OCHOBBI
HOPMATHBHO-TIPABOBOTO P ’ HCKYCCTBEHHOTO UHTEIUICKTA;
TeopeTuueckasi MEXaHHKa,;
peryJupoBaHusi B cepe
MHTEIUICKTYaIbHON
COOCTBEHHOCTH
OcHOBBI pa3paboTKu
Cnoco0eH NpUMeHsTh
3aIUIICHHOTO MPOrPaMMHOTO
nH(pOpMaLMOHHbIE
obecrieyeHus U
TEXHOJIOTUH, COOII0NATh .
I1K-10 KOMITBIOTEPHBIX CeTell;
OCHOBHBIE TpeOOBaHUS
N IIpoexTHas npakTuka;
HH(DOpMALHOHHOH IIpennaumnimomMHas mpakTHKA;
0e30MmacHoCTH p p ;
CmocoOeH pa3pabaTbIBaTh U OCHOBHI pa3paboOTKH
aHaJIM3UPOBATH MPOCKTHBIC 3alIUIIIEHHOTO TPOrPaMMHOTO
OCHOBBI TEXHOJIOTHUECKHUX YTPO3 U
pelieHust 0 00EeCIEUCHUIO obecrieueHus u
MK-7 KHOepOe30MacHOCTH; .
kubepOe30MacHOCTH KOMITBIOTEPHBIX CETEH;
ABTOMATH3HUPOBAHHBIX [IpoekTHast MPaKTHKA;
CHCTEM

* - 3aMONHSAETCS B COOTBETCTBUH ¢ MaTpuiei kommnerenuii u CYII OI1 BO
** - 3JIeKTUBHbIC AUCLMIUINHBI /TIPAKTUKH




4. OFBEM JJVCHUIJIMHBI U BUbI YYEBHOMN PABOTHI

OO0mmas TpyA0eMKOCTh TUCHUTUTHHBI « OCHOBBI MH()OPMAIIMOHHOM O€30MaCHOCTH U KHOEPYCTOMYUBOCTHY COCTABIISIET «S5)» 3a4ETHBIX SAMHMII.
Tabauya 4.1. Buowvl yuebHol pabomvl no nepuooam 0C80eHUs 00pA308AMENbHOU NPOSPAMMbL BbICULIE20 00PA308AHUS 01 OYHOU Hopmbl

00yuenus.
Buja yue6Hoii padoThI BCEIO, ak.u. CeMeCGT pCeD)
Konumaxmmnas paboma, ax.u. 72 72
Jlexuuu (JIK) 36 36
JlaGopartopusie pabotsl (JIP) 36 36
IMpaktuueckue/cemunapckue 3ansatus (C3) 0 0
Camocmosmenvras paboma 0by4arowuxcs, ax.u. 81 81
Koumponw (sx3amen/3auem c oyenkou), ax.u. 27 27
OO01Iasi TPYT0EMKOCTh THCIHILTAHBI aK.v. 180 180
3a4.ell. 5 5

OOm1ast TPyA0EMKOCTh AUCHUILTUHBI « OCHOBBI HH(OPMAIIMOHHON 0€3011aCHOCTH M KHOEPYCTOHYNBOCTIY COCTABIISIET «5)» 3a4E€THBIX €TIHHII.
Tabnuya 4.2. Buowl yuebHOU pabomvl no nepuooam 0C80eHUs 00PA308AMENbHOU NPOSPAMMbL 8blCULe20 00PA308aHUSL 01 3A0UHOU DHOpMbl

00yueHusl.
Bun yueOHoii padoThI BCEIO, ak.u. 8 Cemectp(-b1) 9
Konumaxmmnas paboma, ax.u. 32 14 18
Jlexkuuu (JIK) 18 8 10
JlaGoparopusie pa6otsl (JIP) 14 6 8
IMpaktuueckne/cemunapckue 3austust (C3) 0 0 0
Camocmosmenvhas paboma 06y4arowuxcs, ax.u. 135 85 50
Koumponw (sx3amen/3auem ¢ oyenkoul), ax.u. 13 9 4
Oomasi Tpy10eMKOCTh T CIHUNIUHbI aK.4. 180 108 72
3a4.e. 5 3 2




5. COAEPKAHUE JUCIUIIJINHBI

Tabauya 5.1. Codeporcanue oucyuniunsl (Mo0yis) no euoam y4ebHou pabomuol

Homep
pasgena

HaumenoBanue paznena
JMCHUILIHHBI

Copep:xanue pa3aesia (TeMbl)

Bun
yueOHoit
padoThI*

Pazgen 1

CymHOCTb, 321244 U
POOIEMBI
nHpopManMOHHON
6e3omacHOCTH

11

Beenenwne. Pons napopmannu B
KHU3HEACATEIBHOCTH COBPEMEHHOTO O0IIECTBA.
PasButne nHpOPMATMOHHOM HHAYCTPHH.
OOBeKTHBHASL HEOOXOAUMOCTE HH(GOPMAITHOHHO
0€3011acCHOCTH U 3alIUThl HH)OPMALIUH.

JIK, JIP

1.2

Omnpenenenne nHpopmauuu. JJoKkyMeHTHPOBaHHASL
nHpopManus. DIEKTPOHHOE COOOIIEHNE. AKTHBBI.
Pecypcel. YPaznuunbie onpeaeneHus
nH(pOpPMaMOHHOH 0€30MaCHOCTH, 3aIHUTHI
uHpOpMaNuu, KHOepOEe30MacHOCTH,
KubepycroiynBocTHy

JIK, JIP

13

CoBpeMeHHas TOCTAaHOBKA 3a1a4YH 3alIUThI
unpopmanun. JHazHaueHue U CTPyKTypa
JMCUHIUTHHEL. PeKoMeHyeMast OCHOBHAS 1
JOTONHUTENbHAS TuTepaTypa. VHTepHeT-
ucrounnky. CHEHUaIUCTHI 0 06ECIICUCHIIO
uHPOPMAIMOHHO Oe30macHoCTH. JINIEeH3UPOBaHHE
JIeATEILHOCTH M0 00ECIICYCHUIO HHPOPMAITHOHHON
Oe3omacHoCTH.

JIK, JIP

Paznen 2

IToHsTHE HAIMOHAILHOM
0€30MMacHOCTH, BUIbI
0€30I1acHOCTH.
Hudopmanmonnas
6e3omacHocTs PO

21

Oprassbl, 00ecrieynBaroue HalMOHAIBHYIO
6e3omacHoCcTh PD, 11enu, 3a1a4n.

JIK, JIP

2.2

HaunonansHaeie nntepecs PO B nndopmannonHoit
chepe. [IpHopuTeTHBIC HAPaBICHUS B 00JaCTH
3amuThl HHQopManuu B PO.

JIK, JIP

2.3

TenpeHunu pa3Butus HHPOPMALMOHHOM MOTUTHKH
roCyJ1apCTB M BeIOMCTB. I'ocyiapcTBEHHAas TaliHa.

JIK, JIP

Paznen 3

MexnyHapoaHas,
HalMOHAJIbHAS U
BEIOMCTBEHHAs
HOpMAaTHBHAs MPaBOBast
6a3a B obmacTu
nHpopMaMOHHOH
0e30I1acHOCTH

3.1

OOmmme nonoxenus. KoHuenryanbHbIe TOKYMEHTHI
B 001acTH HH(POPMAIIMOHHOH 0€30MaCHOCTH.
Baxmneiimme enepanbHble HOpMaTHBHbIE
NIPaBOBbIE aKThl. 3aKOHBI, KACAIOIINECS OXPaHbI
HHTEIJIEKTyalbHOI coOcTBeHHOCTH. [Tonoxkenus
I'paxxaanckoro kogekca P® no 3amure
nHpOpPMALIUH.

JIK, JIP

3.2

MexnaynaponHoe cotpyaaudectBo. Komekc 06
aJMUHHUCTPATUBHBIX MPABOHAPYIICHUSX.
YTONOBHBIH KOJEKC U 3aIIKTa HHPOPMAIHH.
OCHOBHEBIE MMO3aKOHHBIE aKThI B 00J1aCTU
UH(OPMALMOHHO 6e301macHOCTH. YKa3bl
IIpe3unenta PO, nocranosnenus [IpaButenbcTBa
P®, BemoMcTBeHHAsT HOpMaTHBHAA 0a3a.

JIK, JIP

Paznen 4

VYTpo3s! HHPOPMAITMOHHON
0€3011aCHOCTH.
VYipasiieHUEe pUCKaMHU.

4.1

ITonsitue yrpo3sl. Buael yrpos. Xapakrep
TIPOUCXOKACHHS YIPO3: YMBIIIIEHHBIE (DaKTOPBI,
ecTecTBEHHbIE (PaKkTOphl. VICTOUHUKH yrpo3.
{Mozenp yrpo3 ¥ MOJENb HAPYIIUTEIs
nH(popMannoHHOH Oe30nacHOCTH.

JIK, JIP

4.2

OO1mas xapakTepHuCTHKa aHaJIN3a, OLEHKH U
ynpasienust puckami. [lIkansl. OnieHka Ha OCHOBE
BBISBIIEHUS c1aboro 3BeHa. OLeHKa PUCKOB Ha
OCHOBE PACCMOTPEHHS 3TANlOB BTOP)KEHUS.
[IporpaMMmHbIe CpelCTBa, UCTIOIB3YEMbIE IS
aHaJIN3a PUCKOB.

JIK, JIP

Pazgen 5

HNudbopmanmoHHbie U
ABTOMATH3UPOBAHHBIC
CHUCTEMBI

5.1

Omnpenenenns napopmarmonHoit (MC) u
aBTOMaTH3MpOoBaHHOU cucTeMsbl (AC) 00paboTKH
unpopmanuu. 'OCTe1 Ha AC. Tunosbie BUIBI
ctpykTypbl AC. Buzsl Bo3aeiicTBus Ha
nHdopmanuio B UC u AC. Yrpo3sl O6e3011acHOCTH

JIK, JIP




Homep
pasaeaa

HaumenoBanue pasnena
AUCHUILIUHBI

Coaep:xanue pasaesa (TeMbl)

Bun
y4eOHoi
padoThr*

AC 1 ux KIacCU(UKaIus.

5.2

Mepsl IPOTHBOJICHCTBHS YIpo3aM 0€3011aCHOCTH
AC. Ysa3sumoctu AC. IIpHHIKIBI HOCTPOEHUS
cucremsl 3amuTel AC. ABTOMAaTU3UPOBaHHbIE
CHCTEMBI YIIPABICHUS TEXHOJIOTHUECKIMHU
nponeccamu (ACY TII).

JIK, JIP

Paznen 6

TexHn4eckue KaHaJbI
yTe4KH MH(POpMaUN

6.1

TexHuueckue KaHajbl yTeuKkd HHHOpMALIUH
(TKYWN) u cioco0Os! ux mepekpoitus. [laccuBHas n
AKTHBHAsI 3aIIUTa OT YTEYKH HH(OpMALIUH O
TeXHUYeCKUM KaHanam. OnpezereHue,
kiaccuukanus u obmias xapakrepuctuka TKYU.

JIK, JIP

6.2

BusyanpHbIe 11 aKyCTHYCCKHE KaHAIBL. 3alnuTa
nHpOpMaUH B TeIe(OHHBIX KaHaNaX. 3alInuTa OT
MOOOYHBIX NEKTPOMATHUTHBIX U3TYYCHUH U
HaBoAoK (ITDMUH). Texunueckue 3aKkJIaKy.

JIK, JIP

6.3

Crioco0b1 ooHapysxenust TKYU. Crioco0b! u
meToab! nepekpoitust TKYU. TpeboBanus k
BBIOOPY U 000pyRoBaHMIO oMerneHui it AC
00pabOTKHU TaHHBIX IO YCIOBHSM 3aILUTHI OT
TKVYU. IloHsiTHE KOHTPOIUPYEMOH TEPPUTOPUH U
METO/IBI OlIpeAeeHus ee pazMepoB. OcoOeHHOCTH
3aIIUTHI IEPCOHATBHOM BEIYUCINTEIHHON TEXHUKU
OT yTEeUKH HH(OpMauK 0 TEXHUIECKHM KaHaIaM.

JIK, JIP

Pazpen 7

TexHuueckue cpeacTa
obecrieueHus
0e301macHOCTH 00LEKTA.

7.1

OrmpeieNieHue ¥ OCHOBHBIC LIS 3aIUTHI
COBPEMEHHBIX 00BEKTOB. TeXHHMYECKHE CPEeACTBA
o0ecIeueHHs 3aIUTHl 00BEKTa: ONpeleieHHE,
cucTeMHasl Kiaccudukaius, ooumi ananms.
Texnuueckue Cp€aCTBa U CUCTEMbI OXpPaHbI
TEPPUTOPUH, 3NAHUN U IOMELICHUM.

JIK, JIP

7.2

TexHuueckue cpecTBa HAOIIOACHUS U KOHTPOJIS 32
NEepEeMEILEHUEM JII0JEN U NTpeAMETOB. TexHuueckue
CpE/ICTBA M CUCTEMBI OTO3HABAHMS JIFOJICH.
TexHuueckue cpeicTBa U CUCTEMBI yIIPABICHUS
JOCTYNIOM Ha TEPPUTOPHIO, B 3AaHHS U IIOMEIICHH,
K CpeacTBaM 00pabOTKU M XpaHCHHS HHPOPMAIIIH.
MeTtobl BBIOOpa TEXHHYECKHX CPENCTB, O0LIHe
CBEICHHMS O PHIHKE TEXHUYECKHX CPEICTB
obecrieyeHHst 6€30MaCHOCTH.

JIK, JIP

Paznen 8

Mertoapl KOHTPOIIS
JIOCTyTa K MHpOpMaIuu

8.1

Mertop! HACHTH(OUKANN U Ay TeHTH(OUKAINN
noJsib3oBarenei. Merton naposiei. buomerpuueckast
ayreHTH(UKaIwsI. CiocoOb! pa3rpaHUYCHHS
JOCTyTIa, METOJIbl M CPEACTBA UX PEaIU3aLUU.

JIK, JIP

8.2

Kpatkast xapakTepuCTHKa COBPEMEHHBIX CPEJICTB
pasrpaHuyeHHs AoCTyna. MareMaTHuecKue MoJIeNn
yHpaBieHus 10cTynoM K nHpopmanuu. CyObeKTHO-
00BEKTHAs! MOJIEJIb IOCTYIIA.

JIK, JIP

8.3

[TonmuTuka 6€30MacHOCTH U MOAETH JOCTYIIA.

OnekTpoHHbIE Kitoun. VneHTnpukannoHHble
KapToukH, Openoku. Tursl kaprouek. Enunas
OuomMerpuueckas cuctema Poccun.

JIK, JIP

Pazngen 9

BpenonocHsle porpaMMbl

9.1

Bpenonocusie 3aknanku (B3): onpenenenue,
pa3HOBHAHOCTH. Paspymaromue neicTeus
3axsafiok. CHCTeMBl pa3rpaHUuEHHsl JOCTYIIA U
3amutel oT B3. [penynpexkaeHue 1 MUHUMU3ALMS
MOCHEACTBYI Bo3aeiicTeus B3.

JIK, JIP

9.2

Kpatkast xapakTepuCTHKa Mep 3aIlUTHI: IPAaBOBHIE,
aJIMUHUCTPATUBHBIC M OPTaHU3ALMOHHBIE,
amnmapaTHO-TIporpaMMHbIe. KoMIeioTepHBIE
Bupychl. Kmaccuduxanms

JIK, JIP




Homep
pasaeaa

HaumenoBanue pasnena
AUCHUILIUHBI

Coaep:xanue pasaesa (TeMbl)

Bun
y4eOHoi
padoThr*

9.3

OcHOBHBIE KaHaJbl PacIpOCTPAHEHUS BUPYCOB U
JPYTUX BPEIOHOCHBIX mporpamm. CpenctBa 00phObI
C BUpyCaMU: KpaTKasi XapaKTepHUCTUKa MOMYJISIPHBIX
aHTUBUPYCHBIX nporpamm.JCpencTa 3alUTHl OT
konrpoBanusl. [IpuMepbl CpeCcTB M TEXHOJIOTHIY

JIK, JIP

Paznen
10

OCHOBBI 0€30I1aCHOCTH
CETEBBIX TEXHOJIOTHUH

10.1

Baenenne B Internet u Intranet. Crioco0s1
HalaJeHus Ha CeTH U 3allJUTa OT MEXKCETEBOI0
noctyma. OcoOSHHOCTH AJIS pa3IHIHBIX yPOBHEH
moxenu [ISO/OSI.

JIK, JIP

10.2

TexHOIOTHN MEKCETEeBIX 3KpaHOoB. OyHKIIH MD.
@DopMHIpOBaHKE TOTUTHKN MEKCETEBOTO
B3auMoJeHCcTBUS. Kputepun oLeHKN MEXCETEBBIX
9KPaHOB

JIK, JIP

10.3

ITocTpoeHue 3aluIIeHHBIX BUPTYaJbHBIX ceTel
VPN. Cpeacrsa obecrieuenus 6e3onacuoctd VPN,
Y[3amuTa Ha KaHATHLHOM U CEAaHCOBOM YPOBHSIX.
Iporokoner PPTP, L2TP, SSL/TLS, SOCKS.
YBamura Ha cereBoM ypoBHe. [Ipotokon IPSEC.g

JIK, JIP

10.4

be3onacHOCTh yAalneHHOro AOCTyMa K JIOKaIbHOU
ceTH. LleHTpanu30BaHHBIA KOHTPOIb. Y IPaBJICHUE
JOCTYTIOM TIO CXEM€ OJHOKPATHOTO BXOA C
aBTopm3anueil. {TexHomornu oOHapyKEHHS aTak.
Knaccudukanms cuctem oOHapyKeHUS 1
npenotepamierns atak (IDS/IPS). Yrpo3ssl u
YSI3BUIMOCTH OECIPOBOJIHBIX CETEH.g

JIK, JIP

Paznen
11

OpraHn3annoHHO-
IIpaBoOBOE OOECIIeYCHUE
3alIUTH HHPOPMALIUH
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CyIIHOCTh M POJIb OPraHU3AMOHHO-IIPABOBBIX
aCreKToB MH(POPMAIIIOHHOW 0€30MaCHOCTH.
HopwmaruBHas npaBoBasi 6a3za nHpOpManOHHOH
6e3omacHoctu. 3akoH P® “O6 nndpopmanumy,
UH()OPMALMOHHBIX TEXHOJIOTHUSIX U O 3alIHUTe
unpopmarun”. Buabl n kareropun HHGOPMaHK
OTPaHUYEHHOT0 I0CTYyTA: TOCYJapCTBEHHAS U
Ipyrue Bunbl TailH. 3akoH P® “O rocynapcTBeHHON
taiiHe”, “O koMMepueckol Taiine”, “O
NEPCOHANBHBIX TaHHBIX’, “O HAMOHAJIBLHOU
IaTexHoi cucreme”, “O 0e301MacHOCTH
KPUTHYECKOI HHPOPMaMOHHON HHPPACTPYKTYPHI
Poccuiickoit @eneparun’. ['ocygapcTBeHHas
cHcTeMa JIMIIEH3UPOBaHUs U cepTH(uKamuu
JEeSITeIbHOCTH B 00JIACTH 3aIIUTHI HHPOPMALIUH.
Va3 I[pesunenra PO “O mepax 1mo coOroaeHUI0
3aKOHHOCTH B 00J1aCTH pa3paboTKH, IPOU3BOJICTBRA,
peanu3aliy ¥ SKCILTyaTaliuy MU(PPOBaIbHBIX
CPEJICTB, a TaK)Ke NMPEOCTABICHHS YCIIyT B 001acTn
ummdposanus uaGopMarmn”’. 3akoH PO “006
AeKTPOHHOH IH(POBO# moamucH”. YTOIOBHO-
IIPaBOBOE PErYJIMPOBaHME 3aIUTHI HHGOopMannu. g

JIK, JIP

Paznen

CraHgapTsl
nHPOPMATMOHHOM
0e30macHOCTH

121

Hcropuueckuii ouepk pa3sBUTHSA 3apyOesKHBIX
CTaH/apTOB MH(OPMALIMOHHOW 0€3011aCHOCTH.
I'OCT P UCO/MO3K 15408-2002, xax
AyTEHTHYHBIN BapHaHT OOIINX KPUTEPHEB
6e3onmacaoct UT. OyHKIIOHANBHBIE TPEOOBaHUS
6e3omacHocTr. TpeGoBaHUS TOBEPHS K
6e3onacuoctu. Crangaptsl ISO/IEC 17799: 2002
(BS 7799:2000).

JIK, JIP

12.2

CraHnapTsl 110 MEHEHKMEHTY HH(pOPMaIMOHHON
6e3zomacuoctu ISO/IEC 27001-27040. Hemenkune
crangaptsl BSI. Crannapter SysTrust, SCORE,
GIAC.qCrannapTs! Juis 6€CIIpOBOJHBIX CETEH.

JIK, JIP




Homep | HammeHnoBaHue pa3nena
pasaeaa JUCIHUILITHHBI

Bun

Coaep:xanue pasaesa (TeMbl) yueOHOM

padoThr*

OrtedecTBEHHbIE CTaHAAPTHl HHPOPMAIIHOHHON
6e3zomacHoctu. CtangapTel obecrieueHune
nH(OpMaMOHHOH 0€30MacHOCTH OpraHu3alui
6aHKoBCcKOM cucTeMbl Poccuiickoit denepanuu.
I'OCT P 57580.1-2017 u TOCT P 57580.2 —
2018.9CrargapTs! nHGOPMAITMOHHOH 0€301IacHOCTH
B UHTeprere (IETF, RFC).q

Ceptudukanus u
Pasnen |arrecranms B obnactu
13 nH}popManMOHHON

0e30macHoOCTH

Hasnauenue u o0mias XxapakTepuCTHKA.
Hob6poromnpHas ceptudukanusi. O0s3aTenpHOE

NIPOKIUH, BBO3UMOM U3-3a rpaHulsl PO.
Ceprudukanys Ha perioHaILHOM U
MEXAYHApOJAHOM YPOBHSIX.

13.1 JIK, JIP
MIOJTBEPKACHUE COOTBETCTBHS. [leKIapiupoBaHye
cootBeTcTBUsA. O0s3aTenbHas cepTUHUKAIIS.

[IpoBenenne cepTuUKATNOHHBIX UCIIBITAHHN]:
TIPUHLIMIBI TPOBEJICHUS UCTIBITAHUH, TOKYMEHTBI
13.2 cepTH(UKaNNOHHBIX HcnbiTannil. CepTudukarms JIK, JIP

* - zanonasercs Toapko o OUHOM dhopme odyuenust: JIK — nexyuu, JIP — rabopamopnsie pabomoi; C3 —
APAKMU4ecKue/CeMunapCrue 3aHsimusl.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCHUIIJIMHBI

Tabnuya 6.1. MamepuaneHo-mexnuueckoe obecneuerue OUCYUNIUHb

Tun ayauropun

OcHaleHue ay1uTOpUH

Cneunajau3upoBaHHoOe
yueOHOe/1adopaTopHoe
o0opynoBanme, I1O u
MaTepHuaIbl 1JIs1 0CBOECHHS
AUCHUTLTUHBI
(mpu HeOOXOAUMOCTH)

JlexunonHas

Aynutopus JUis IPOBEICHUS 3aHATUH
JIEKIIMOHHOTO TUTIA, OCHAIIICHHAS
KOMIUIEKTOM CIEIUATU3UPOBAHHON MeOenu;
JIOCKOM (9KpaHOM) U TEXHHYECKUMU
CpeICTBAMU MYJIbTUMENINA MTPE3CHTAIIHIA.

KomnerorepHsiit
KJ1acc

KommnsrorepHslii knacc st IpOBEICHUS
3aHATUH, TPYNIOBBIX U UHAUBUIYAJIHBIX
KOHCYJIbTalli, TEKYIEr0 KOHTPOJIS U
IIPOMEXYTOYHOH aTTeCTalliy, OCHAIIEHHAs
MepPCOHANIbHBIMU KOMIIBIOTEPAMH (B
konuyecTBe [Ilapamerp] mt.), gOocKoit
(?3KpaHOM) U TEXHUYECKUMU CPEACTBAMU
MyJIbTUMEANA IPE3CHTALUH.

Jlst

CaMOCTOSITEIILHOU
paboTHI

AyIuTOopHs Ui CaMOCTOSTENIbHOW PaboThI
oOydJaroruxcst (MOXKET UCIIOIh30BaThCS NS
MIPOBE/ICHUS] CEMUHAPCKUX 3aHATUH U
KOHCYJIBTaINi1 ), OCHAIIEHHAsI KOMIUIEKTOM
CTeLMANIN3UPOBAHHON MeOenu U
KoMnbroTepamu ¢ gocrtynom B OUOC.

* - ayTUTOpHS AJIS1 CAMOCTOSTENIbHOM padoThl 00yyaronuxcs ykasbiBaercs OBA3ATEJIDBHO!

7. YYEBHO-METOJNYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHUE JUCIAIIJINHBI




Ocnoenas numepamypa:

1. Mamok A.A., [Tazusun C.B., [Toroxxun H.C. Benenue B 3amuTty nHpOpManuu B
aBTOMAaTU3UPOBaHHBIX cucTeMax — M.: ['opsiuas nunus-tenexkom, 2001r.,-148 c.

2. benos E.b., Jlocs B.I1., Memepsikos P.B., llenynanos A.A. OcHOBBI
nHpopManmoHHOM 6e3omacHocTH. Y4ueOHoe mocodue 11t By30B, M.: ['opsiuas munus — Tenekowm,
2006. - 544 c.

3. TuxonoB B.A., Paiix B.B. Undopmarninonnas 6€30nacHOCTh: KOHIICTITyaJIbHBIC,
MIPABOBEIE, OPraHU3AIMOHHBIC M TEXHUYECKHE aCIeKThI: yuel. mocobue. — M.: 'emmoc APB,
2006.- 528 cTp.

4. ansrun B.®. MadopmarmonHas 0e30macHOCTh KOMITBIOTEPHBIX CHCTEM U CETeH:
yueOH. [Tocobue .- M.: U]l « DOPYM»: UHDPA-M,2008.-416 c.

5. Moore T., Pym D., loannidis C., Economics of Information Security and Privacy,
Springer, 2010, - 320 c.

6. Obecneuenne nHpopMaMOHHOH Oe3omacHocTH Ousneca, [lox pen. Kypumno A 1.,
Anprinna [Ta6aumeps, 2011, - 392 c.

7. bonnapes B.B. Beenenne B uHGOpMaImoHHYIO O€30IMaCHOCTh aBTOMATHU3UPOBAHHBIX
cucteMm (2-e uznanue). — M.: MI'TY um. H.O. baymana. 2018. — 252¢

8. Opranu3anmoHHO-TIPaBOBOE oOecreueHne HHPOPMAIIMOHHOW 0€30TaCHOCTH. IO/
penaknuenn A.A. Anekcanapona, M.I1. CeiueBa — M.: MI'TY um. H.O. baymana. 2018. — 292c.

9. Mamok A.A. OCHOBBI IOJINTUKU OE30IaCHOCTH KPUTUYECKUX CUCTEM
uHpopManmoHHOW HHPPACTPYKTYpbl. — M.: ['opsiuast muHus — tenekom, 2018. — 314c¢
Jononnumenvnasn numepamypa:

1. Topokun A.A. OCHOBBI HHKEHEPHO-TEXHUYECKOM 3amuThl nHopmanuu. — M.: Och-
89, 1998.-336 c.

2. esstaun I1.H., Muxansckuii O.0., [IpaBuxos JI.1., llep6akoB A.I1O., Teopernueckue
OCHOBBI KOMITBIOTEPHOM Oe3omacHocTu, — M: Paauo u cBs3b, 2000. -192 c.

3. [Tspun B.A., Ky3emun A.C., CmupnoB C.H. be3onacHoCTb 251eKTpOHHOTO OU3HECA. —
M.: I'emnoc APB, 2002. — 432 c.

4. CupiTHUKOB A.A. JIuneH3upoBaHue u cepTuUKams B 00JaCTH 3alTUThI
uHpopmanuu. — M.: 'ennoc APB, 2003.- 192 c.

5. Cob6ones A.H., Kupumios B.M. ®usudeckrie OCHOBBI TEXHUYECKUX CPENICTB
obecnieuenust ”HGOpPMAIMOHHOM Oe3omacHocTH: YuebHoe nmocooue. — M.: 'enuoc APB, 2004.-
144 c.

6. CtpenbiioB A.A. [IpaBoBoe obecnieuenue nHpopmarmoHHon 6ezomnacHoctu Poccuu:
TEOPETUYECKUE U METOI0JIOTHYeCKUE OCHOBBL. — MuHck.: BEJIJIIT®OH/L, 2005.-304 c.

7. Wymckuit A.A., lenynanoB A.A. CucteMHBIH aHanu3 B 3amuTe nHopManuu: Yueo.
nocooue. — M.: I'emnoc APB, 2005.- 224 c.

8. Cemxun C.H., bensixoB 2.B., I'pedener C.B., Kozauok B.. OcHoBHI
OpPTaHU3aIMOHHOTO o0ecreueHus: HHPOPMAITMOHHOM 06e30MmacHOCTH 00BEKTOB HHPOPMATH3AIIH:
Yueb. nocobue. — M.: I'enmnoc APB, 2005.- 192 c.

9. AcraxoB A. HckyccTBo ynpaieHuss HHPOPMALMOHHBIMU puckamu. — M.: JIMK
ITpecc, 2010. - 312 c.

Pecypcwi ungopmayuonno-menexomMmyHuKayuoHHou cemu « Anmepnemy»:
1. O9bC PYIH u croponnue 3bC, Kk KOTOPBIM CTyA€HTBI YHUBEPCUTETA UMEIOT JOCTYII
Ha OCHOBaHMWU 3aKJIFOYEHHBIX JI0OTOBOPOB
- DnekTpoHHO-0mbMoTeunas cucrema PYJIH — ObC PY JIH
http://lib.rudn.ru/MegaPro/Web
- OBC «YuuBepcuteTckas 6ubianoreka onnain» http://www.biblioclub.ru
- OBC IOpaiit http://www.biblio-online.ru
- OBC «KoHcynbpTaHT cTyneHTay www.studentlibrary.ru
- OBC «Tpounxkuit MmocT»
2. ba3bl TaHHBIX U TOUCKOBBIE CUCTEMBI



- OJIEKTPOHHBIN (POH]T TPABOBOW M HOPMATUBHO-TEXHUYECKOHN TOKYMEHTAIIUNH
http://docs.cntd.ru/

- morckoBas cuctema Snnekc https://www.yandex.ru/

- mouckoBas cucreMa Google https://www.google.ru/

- pedepatuBHas 6a3a manabix SCOPUS
http://www.elsevierscience.ru/products/scopus/
Yuebno-memoouueckue mamepuanvt 0isi cCAmMoCmosmenbHol pabomul 0OVHAOWUXCA NPU
0CB8OEHUU OUCYUNTUHBL/MOOYIS*:

1. Kypc nexuuii no aucuurummae « OCHOBBI HH(DOPMAITMOHHONW 0€3011acCHOCTH U

KHOEepyCTOMYNBOCTHY.

* - Bce y4eOHO-METOINYECKUE MATePUANIBI JJII CAMOCTOSTEIBHONH PabOThl 00ydJaromuXCst
pa3MeIarTCs B COOTBETCTBUU C ICUCTBYIOIIMM HOPsAIKOM Ha cTpaHulle guciuuruimasl B TYUC!

8. OHUEHOYHBIE MATEPHAJIbI U BAJIJIbHO-PETUHIOBASI CUCTEMA
OLIEHUBAHUSI YPOBHS C®OPMHMPOBAHHOCTH KOMIETEHIUIA TIO
JTUCHUIIIMHE

OneHouHble MaTepuanbl U OaUIbHO-pEHTHHIOBas cUcTeMa® OLEHUBAHUSA YPOBHS
c(OpMUPOBAHHOCTH KOMIETEHUMN (YaCTH KOMIIETEHLIMH) IO UTOraM OCBOEHUS JIUCLUIUIMHBI
«OcHOBbl MHGOPMALIMOHHON 0€30IaCHOCTH M KUOEpYCTOMYMBOCTH»  IPEICTABICHBI B
[Tpunoxenuu k HacTodAwel Paboueli mporpaMMe AUCHMIIIMHBL.

* - OM u BPC ¢popmupyroTcs Ha OCHOBaHUM TPeOOBaHUI COOTBETCTBYIOIIETO
JIOKaJIbHOTO HOpMaTuBHOro akra PY J1H.
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Bapdonomeer Anekcanp

JlouieHT AnekceeBud
Jonoxcnocmo, BYIT Tloonuce Damunus 1. 0.
PYKOBOJUTEJIb BYII:
Paszymusiii FOpuit
3aBenyromuii kadeapoit HukonaeBuu
Jonoscnocmo BYIT Tloonuce Damunus U.0.
PYKOBOIMUTEJIb OII BO:
Pasymusii FOpuit
ITpodeccop Hukonaesnu
Honxcnocmo, BYTT Ioonuce Damunus U.0.
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