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1. HEJIb OCBOEHUSA JUCHUIIJIMHBI

Hucuumuinna  «MHCTpyMeHTanbHBIE CpEACTBa  aHANW3a PUCKOB  HMH(MOPMAIIMOHHOMN
0e30macHOCTH» BXOJAWT B MPOrpaMMy MAaructpatypbl «YIpaBieHHEe HH(POPMAIMOHHON
6e3onacHocThio» 1o HampasieHuio 10.04.01 «uadopmarnmonnas 6€30MacHOCTE» U U3ydaeTcs B 3
cemectpe 2 Kypca. Jucuuruinny peanusyetr Kadenpa npukiaaHoro HCKyCCTBEHHOIO MHTEIUIEKTA.
JlucuuImHa COCTOUT U3 5 pas3zAeiioB U S5 TEM U HAIIpaBJICHA HA U3YYCHUE ® ITOHATUI
TEXHOJIOTUU aHaJIM3a PUCKOB UH(OPMALIMOHHON Oe3011acHOCTH; * HOPMAaTUBHOI'O
o0ecrieYeHus aHaJTN3a PUCKOB;, * COBPEMEHHBIX METOJUK OLEHKH pPUCKOB, IPHHIHUIIOB
MOCTPOCHHSI CHUCTEM YIIPABIICHUS PHCKaMH WH(POPMALMOHHON OE€30MacHOCTH W TPUKIATHBIX
CPEICTB aBTOMATHU3AIMH [TPOLIECCa aHAIN3a PUCKOB.

[lenbo OCBOEGHUS NUCLUILUIMHBI SBJISETCS - IPUOOPETEHUE CTYyACHTaMU 3HaHWW, YMEHHUH U
HaBBIKOB B 00JIaCTH MOATOTOBKU O TIPOBEJICHUS OIICHKH PUCKOB MH(POPMALIMOHHON 0€30MacHOCTH
aBTOMAaTU3MPOBAHHBIX CHUCTEM; - OCBOEHHE IUCIUIUIMHAPHBIX KOMIIETEHIMI MO MPUMEHEHHUIO
KOMIUIEKCA MEpOINpHUATHM B CHCTeMEe 3alluThl HH(OpPMAalMM Ha OCHOBE TEXHOJOTUU
MIPOrHO3UPOBAHUS, OLIEHKU U 00pabOTKH pUCKOBUH(POPMAIIMOHHOMN 0€30I1aCHOCTH.

2. TPEBOBAHMUSA K PE3YJIbTATAM OCBOEHUSA JUCIHUITJIMHBbI

OcBoenue mUCIUILTHHBI «IHCTpyMEHTAIbHBIE CPECTBA aHAIN3a PUCKOB HH()OPMAITMOHHOMH
0€30macHOCTH» HAmpaBJIeHO Ha (OPMHpPOBAHHWE y OOYUYAIOMUXCS CIAEAYIOMHUX KOMITETCHITHI
(4acTu KOMIeTeHInH):

Tabauya 2.1. Ilepeuenv xomnemenyutl, Gopmupyemvix y o00y4arowuxcsi npu 0C80eHUU
OUCYUNTUHDBL (Pe3YTbMAMbl 0C80EHUSL OUCYUNTIUHDBL)

I/IHI[I/IKaTOPLI JOCTHIKCHHUS KOMIICTCHIIMUA

Mudp Komnerenumus .
(B paMKax JTaHHOW JMCUUIIIIMHBI)

Crioco0eH OleHUBaTh YPOBEHb
[IK-1 6€30MaCHOCTH KOMITHIOTEPHBIX
CHUCTEM H CEeTel

[IK-1.3 IIpoBOANT HHCTPYMEHTAIBHBI MOHUTOPUHT
3aIIMIIEHHOCTH KOMITBIOTEPHBIX CUCTEM U CETeH;

[IK-3.1 O6ocHOBBIBaET HEOOXOIUMOCTD 3AIUTHI HHYOPMAIMY B
aBTOMAaTHU3MPOBAHHOM CHCTEME;

[1K-3.2 Omnpepensier yrpo3bl 6€30MacHOCTH HHPOPMAIIHH,
00pabaTrIBaeMOil aBTOMAaTH3UPOBAHHOM CHCTEMOI;

[IK-3.3 MogenupyeT 3aiiiieHHbIe aBTOMAaTH3NPOBAHHEIE
CHCTEMBI C LIEJIBI0 aHAIN3a UX YSA3BUMOCTEH U 3 PeKTHBHOCTH
CPEJICTB U C0c000B 3alTUThl HHGOPMAITHIH;

CniocobeH (hopMupoBaTh
TpeOOBaHUS K 3aIUTE
nH(popManyy B
aBTOMAaTHU3MPOBAHHBIX CHCTEMAX

I1K-3

3. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OII BO

JucuuruinHa  «VHCTpyMeHTanbHbIE CpEACTBa aHANW3a PUCKOB  HMH(OPMAIMOHHOMN
0€30IaCHOCTH» OTHOCHUTCS K 4acTH, (GOPMHUPYEMON yYaCTHUKaMU 00pa30BaTENbHBIX OTHOIIEHUM
6moka 1 «lucuumnuuHsl (MOIyN)» 00pa3oBaTeIbHOM NMPOrpaMMBbl BBICIIETO 00pa30BaHUs.

B pamkax oOpa3oBaTesbHOM HporpamMMbl BbICHIETO OOpa30BaHUS OOydarOIIMECs TaKKe
OCBaMBAIOT  JApPYrMe JUCHMIUIMHBI W/WIM  TPAKTHUKH, CIIOCOOCTBYIOIIME  JOCTHKEHHUIO
3aIIAaHUPOBAHHBIX PE3YJIbTaTOB OCBOCHMS JUCHUILIUHBI « IHCTpyMeHTalbHbIe CpeACTBa aHAIH3a
PHUCKOB HH(OPMAIIMOHHOM 6€30MacHOCTH.

Tabnuya 3.1. Ilepeuenv komnonenmos OII BO, cnocobcmeyowux O00CMUNCEHUIO
3anIaHUPOBAHHBIX PE3VIbMAMO8 0C80EHUsL OUCYUNTUHDBL




HanMeHoBanme IpexmecTByomUE Mocaenyromue
Hudp KOMITETEHIIH JUCUMIJIMHBI/MOIYJIH, AUCHUITHHBL/MOIYJIH,
MPaKTHKH* NMPaKTUKH*
Cucmemvl 0OHapysIceHUs
Crioco0eH OLleHUBATh emopoiceHun **,
K-1 YpOBEHb OC30MACHOCTH Memooul viagneHus u ananusza [IpenauriioMHast MPaKTHUKA;
KOMITBIOTEPHBIX CUCTEM U UHYUOEHMO8 UHDOPMAYUOHHOU
cereit bezonacnocmu**;
[MpeaaunaoMHas MPaKkTHKA,
Ipaxmuueckue acnexmot
ayouma uHpOpMayuoHHoU
bezonacnocmu™*;
Cucmentsl oBHaADVOICCHI Obecneuenue nenpepbi6HOCMU
Crioco6eH (hopMHpOBATH P . busneca*™,
emopoiceHull **;,
e00BaHMsI K 3aIUTe Meoucoyrnapoomwie acnekmol
Memooul vis6neHUs u aHanu3a
[K-3 UH(pOpMAIIIH B . npomueooeticmaus
UHYUOEHMO8 UHDOPMAYUOHHOU
ABTOMATU3UPOBAHHBIX Gesonachocmu™™: KubepnpecmynHocmu u
cucTeMax ’ Kubepmeppopuzmy**;

Mesicoynapoono-npasosoe
pe2yauposanue 8 obaiacmu
UHGOpMayUOHHOU
bezonacrocmu™**;

* - 3aMoHseTCs B COOTBETCTBUH ¢ Marpulieid komnerenuuii u CYIT OIT BO

** - 3JICKTUBHBIC AUCIUTUINHBI /TIPAKTHKH




4. OFbEM JVCHUIJIMHBI U BU/Ibl YYEBHOM PABOTHI

OOmast TpyA0eMKOCTh TUCHUILTUHBI «HCTpyMEHTaJIbHBIE CPEJICTBA aHAM3a PHCKOB WH(GOPMAIMOHHOW OE30MACHOCTH» COCTABIIET «4»
3a4eTHBIC CAMHHMIIBI.

Tabauya 4.1. Buowvl yuebHol pabomvi no nepuooam 0C80eHUs 00pA3068amMeNbHOU NPOSPAMMbL 8blCULE20 00PA308aHUsL 0Nl OYHOU (HopMbl
00yueHusl.

Buna yueOHoii padoThI BCET O, ax.u. CeMecsT pCeD)
Konmaxmmnas paboma, ax.u. 68 68
Jlexumu (JIK) 34 34
Jla6oparopubie pa6otsi (JIP) 0 0
I[Ipaktrueckue/cemunapckue 3ausatus (C3) 34 34
Camocmosimenvhas paboma 06y4arowuxcs, ax.u. 40 40
Konmponw (3x3amen/3auem c oyenxou), ax.u. 36 36
O0u1as Tpy10eMKOCTh AUCIHUILINHBI aK. 4. 144 144
3a4.ell. 4 4




5. COAEPKAHUE JUCIUIIJIMHBI

Tabnuya 5. 1. Cooepoicanue oucyuniunsl (MoOyis) no eudam y4eoHou pabomuol

Homep
pa3nena

HaumeHoBanue pa3jeJia
JUCHUNIUHBI

Conep:xanne pasneiia (TeMbl)

Bun
y4ueOHoM
padoThr*

Paznen 1

AmHanm3 puckoB B 00acTi
UH(pOPMaLMOHHOM
0e301macHOCTH

1.1

Wudopmanmonnas 6e30macHOCTh Onu3Heca.
IIpo6reMbr 000CHOBAHUS CTOMMOCTH
KOPHOPAaTHBHOW CHCTEMBI 3aIUTHl HHQOPMAIIUH.
Ciy»0b1 HH()OPMAIIMOHHOMN 0€30TTaCHOCTH.
OcHoBHBIE (D)YHKIIMH CIIEIMAINCTOB,
OTBETCTBEHHBIX 32 MH()OPMAIIOHHYFO
6e3omacHOCTh. OCHOBHBIE ATAIBI PaOOTHI IO
o0ecrieueHHIo pexxumMa HHPOpMaluOHHOMH
6e3omacHocTu. [locTaHoBKa 3a1a4n aHaM3a
puckoB. HanmoHamsHbIe 0COOCHHOCTH 3aIIHUTHI
MHpOpMaLIKH.

JIK, C3

Pasznen 2

CranaapThl ynpaBiIeHUS
puckamu

2.1

HanpoHanbHble CTaHAaPThI YIPABIECHUS PUCKAMHI
nHpopMmannonHoit 6e3onacHoctu: 'OCT P
HNCO/MBK cemeiicts 17799, 27000, 13335, 13569,
18044, 18045. MexyHapOoaHbIE CTaHIAPTHI
ynpasnenus puckamu: CobiT, ITIL, BSI, COSO,
SAST70, NIST-800. O630p OCHOBHBIX CTAHIAPTOB.
BenoMcTBEHHBIE U KOPIIOPATUBHBIE CTaHAAPTHI
yIpaBlieHUs] pUCKaMH HH(POPMAIIMOHHOM
0e30I1acHOCTH

JIK, C3

Paznen 3

TexHonornun aHaanuza
PpHUCKOB

3.1

Bormpocs! aHasm3a PUCKOB U YIIPABICHUS UMH.
Wnentudukanms puckoB. OLEeHHBaHUE PHCKOB.
KauecTBeHHbIC U KOMYECTBEHHBIC METOIUKH
OLICHKH PHCKOB. BBIOOp 0MyCTUMOrO ypOBHSI
pucKoB. BbIGop KOHTpMED 1 OLIEHKA UX
a¢dpexTuBHOCTH. PazpaboTka KOpropaTUBHOM
METO/IMKU aHAIIN3a PHCKOB.

JIK, C3

Paznen 4

CpencTBa aHANMN3a PUCKOB

4.1

HuctpymenTtapun 6azoBoro ypoBHs. Cpenctsa
MIOJIHOTO aHan3a pUcKoB. KoMIUIeKC OlleHKH
puckoB «I'PU®». MeToauKu U UHCTPYMEHTHI
CORAS, CRAMM, Babel Enterprise, RiskWatch.
OxkcneptHas cuctema «Aanl apmy.

JIK, C3

Paznmen 5

VYnpasienue
WH(POPMAITMOHHBIMH
PHCKaMH

51

OCHOBHBIE 3JIEMEHTHI YIIPaBJICHHS PUCKAMH
nH(popManHOHHBIX cucTeM. CHCTeMa yIpaBIeHAS
UH(QOPMAMOHHBIMH PUCKAMH

JIK, C3

npaKmuquKue/ceMuHapCKue 3AHAMUA.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHUE JUCHUIIJINHbI

* - 3anonHsercs Tonbko 1o OQUHOWM dopme obyuenns: JIK — aexyuu; JIP — nabopamopuvie patomul; C3 —

Tabnuya 6. 1. Mamepuansho-mexuuyeckoe obecneyerue OUCYUNTUHBL

Tun ayauropuu

OcHamenue ayuTopuu

CrnenuaJn3upoBaHHOe
yueOHOe/1adopaTopHoe
odopyanosanmue, 10 n
MaTepHaJIbl 1J151 0CBOEHHS
AUCHUILTHHBI
(mpu He00X0AMMOCTH)

Jleximmonuas

AynmuTopus Ui IPOBEACHUS 3aHATUI
JEKIIMOHHOT'O THUIIA, OCHAIIICHHAS
KOMIUIEKTOM CHEIMaIU3UPOBAHHON MeOenu;
JIOCKOM (3KpaHOM) M TEXHUYECKUMHU
CpeACTBaMU MYJIbTHUMEANA IPE3CHTAIUH.




AyauTopus ISl TPOBEACHUS 3aHATUN
CCMHUHApPCKOI'0 TUIIa, T'PYHIIOBBIX U
UHAUBUAYAJIbHBIX KOHCyJIBTaI_II/IfI, TCKYLICTO
KOHTPOJIS U POMEKYTOUYHOM aTTeCTAlUH,
OCHalll€CHHas1 KOMIIJICKTOM
CIeIMaTU3UPOBAHHON MeOen U
TCXHUUYCCKUMHU CPECACTBAMU MYJIbTUMEAHNA
IIPE3CHTALMN.

CeMmuHapckas

AyIITOpHS JUIS CAMOCTOSTENIHONW PadOTHI
oOy4Jaronuxcsi (MOXKET UCIIOJIb30BATHCA JIIS
MPOBEACHUS] CEMUHAPCKUX 3aHIATUN U
KOHCYJIBTAIMi{), OCHAIIEHHAS] KOMILIEKTOM
CreIUaTU3UPOBAHHON MeOeH U
KoMmIbroTepami ¢ joctynoM B OMOC.

Hns

CaMOCTOSITEIILHOU
paboThl

* - ayMTOPUS ISl CaMOCTOSATENIbHON paboThl oOydaromuxcs ykaspisactes OBA3ATEJBHO!

7. YYEBHO-METO/MYECKOE U UTH®OPMALIMOHHOE OBECIIEYEHUE TUCHUIIJIUHBI

OcHnogenas numepamypa:

1. [Terpenxo C.A. YnpasieHue HHPOPMAIIMOHHBIMU PUCKaMHU. DKOHOMUYECKH
onpaaanHas 6e3omacHocTh / [lerpenko C.A., Cumonos C.B. - M. : Komnanus AitTwu ; JIMK
ITpecc, 2005.

2. ActaxoB A.M. HckyccTBO ynpasieHus: HHGOpPMAIMOHHBIMU puckaMu -M.: JIMK
IIpecc, 2010.

3. 3erxna I[1. /1., Kanmuaua M.O. Ynpasnenue naGopMaimoHHON 0€301MacHOCTHIO
KoMIboTepHBIX cucteM. - CII6. : 3n-Bo [lonmurexH. yH-Ta, 2012.

4. Kypuno A.Il., Munocnasckas H.I'., Cenatopos M.IO., Toncroit A.1. Ynpasnenue
puckamu uHpopMaImoHHou 6e3onacHocTH. - M. , 2011.

5. Kaymmana M. O. Teopus 1 cucTteMbl yrpaBiieHus HHPOPMAIIMOHHOM 0€301MacHOCTHIO.
AHanu3 puckoB HHGOPMAIIMOHHON Oe30macHOCTH : J1ad. mpakTukyM / M. O. Kanunaun. - CII0. :
N3 n-Bo IonutexH. yn-ta, 2010
Jlononnumenvnas numepamypa:

1. ®enepanbublii 3aKk0H Poccuiickoit @eneparuu ot 27 utoist 2006 r. Ne 149-D3 "O6
nHpopManry, THPOPMAIIMOHHBIX TEXHOIOTUSIX U 0 3auuTe nadopmanuun". [IpuHsaT
I'ocynapcrennoit Jlymoit 8 uronst 2006 roga.

2. TOCT P UCO/MDBK 13335-2007 "UudopmarmonHas TexHojorus. Meroapl u
cpencTBa obecrieueHus: 6e3omacHocTu".

3. TOCT P UCO/M3K 27001-2006. « ubDOopMaIiMOHHBIC TEXHOJIOTHH. METOIbl 3alllUTHI.
CucremMbl MEHEKMEHTA 3alIUThl HHGopMaruu. TpeOoBaHU.

4. TOCT P UCO/M3K 18045 «upopmannoHHas TEXHOIOTUA. MeToIbl U CpeicTBa
obecrniedeHuns: 6€30MacHOCTH HHPOPMAITMOHHBIX TEXHOIOTUI».

5.TOCT P UICO/M3K 17799-2005 «UupopmanmonHas texnonorus. [Ipakrnyeckue
MpaBUJIa yIpaBiIeHUs HHPOPMAIIMOHHOM 0€30MaCHOCTHIO.

6. TOCT P UCO/M»K 13569-2007. «®unancoBbie yciyru. Pekomenaanuu mo
MH(POPMAIIMOHHOM 0€301acCHOCTHY.

7. TOCT P UCO/MDK 18044-2007 «MupopmaronHast TexHosiorusi. MeToas! 1
cpencTBa obecreueHus: 6e30macHocTd. MeHeIKMEHT HHIIUIEHTOB HH()OPMAIIMOHHON
6€301acHOCTI.

8. Mamok A.A. NndopmanronHast 6€30macHOCTh: KOHIENTYyalIbHbIC U
METO/IOJIOTMYECKHE OCHOBBI 3aIuThl HHMopManuu. M.: ['opsiaas Jlunus - Tenekom, 2004.

9. Benos E.b., Jlocs B.I1., Mewepsikos P.B., llenynanoB A.A. OcHOBbI
nH(pOPMALMOHHOM Oe30macHoCTH: Y4eOH. mocodue st By3oB. M: I'opsiuas nunus - Tenexowm,




2006. - 544 c.
Pecypcor unghopmayuonno-menekommyrnukayuonnou cemu « Mumepremy:

1. O9bC PYJIH u croponnue ObC, Kk KOTOPBIM CTYJEHTBHl YHUBEPCUTETA UMEIOT JOCTYII
Ha OCHOBAHUH 3aKJIIOYCHHBIX JJOTOBOPOB

- OnexrponHo-oudbnuotTeunas cucrema PYJIH — ObC PYIH
https://mega.rudn.ru/MegaPro/Web

- OBC «YHuBepcuterckas oubnmoreka onnaitay» http://www.biblioclub.ru

- OBC Opaiit http://www.biblio-online.ru

- OBC «KoncynbranT cryneHtay www.studentlibrary.ru

- OBC «3nannym» https://znanium.ru/

2. ba3pl TaHHBIX U TIOUCKOBBIE CHCTEMBI

- Sage https://journals.sagepub.com/

- Springer Nature Link https://link.springer.com/

- Wiley Journal Database https://onlinelibrary.wiley.com/

- Haykometpuueckast 6a3a nannubix Lens.org https://www.lens.org
Yuebno-memoouueckue mamepuanvl 0nisi CAmMOCMOAMENbHOU padomuvl 00YUAOWUXCSL NPU
0CBOCHUU OUCYUNTUHBL/MOOYAA ™!

1. Kypc nexumii no aucuumuinie « MTHCTpyMeHTaIbHbIE CPEACTBA aHAIN3a PUCKOB
nH(OPMaLIMOHHON OE30MTaCHOCTH.

* - Bce yueOHO-METOIMYECKUE MaTepuabl Uil CaMOCTOATEIbHOW paboThl 00yJarOmUXCs
pPa3MENIarTCsl B COOTBETCTBUU C ACUCTBYIOIIUM MOPSAIKOM Ha ctpaHulle auciuiuiiHsl B TYUC!



PA3PABOTYHK:

baym Banentuna
BiiagumupoBHa

Honxcnocmo, BYIT

PYKOBOJIUTEJIb BYII:

3aBenyromuii kadenpoit

Ioonuce

Damunus 1.0.

IMononpko IlaBen
Muxaitnosuu [M]
3aBeAyomuii kadeapoun

Honxcnocmo BYII Iloonuce Damunus U.0.
PYKOBOJIUTEJB OII BO:
Honocnocmo, BYIT Tloonuce Damunus U.0.



