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1. EJIb OCBOEHUMA JTUCIIUITJIMHbI

Jucnunuaa «Basic of Development of Secure Software and Computer Networks» Bxoaut
B Iporpammy OakamaBpuara «MaremMaTHYecKue METO/Abl MEXaHHMKH KOCMHYECKOIro IMoJjieTa |
aHajM3a reonH(OPMAITMOHHBIX JaHHBIX» 10 HampasiaeHuto 01.03.02 «[Ipukiangnas maTeMaTuka U
uHpopMaTuKa» U usydaercs B 7 cemectpe 4 kypca. Jucuunnuny peanusyer Kadenpa mexanuku
U IPOLECCOB yIpaBieHud. JlucuurmHa cocTOMT M3 3 pa3zenoB M 8 TEM M HalpaBieHa Ha
U3Y4EHHE OCHOBHBIX IPUHIMIIOB, METOJOB M TEXHOJIOTUH, HCIOJIB3YEMBIX JUIsI CO3AAHMS
0€30MacHbIX KOMIBIOTEPHBIX CUCTEM U 3aIIMTHI UX OT BHEIIHUX U BHYTPEHHUX yrpo3. B pamkax
JAHHOTO Kypca JaeTcsi KOMIJIEKCHOE M3Y4YEHHUE aCIEeKTOB pa3paboTKH Oe30MacHOi MporpaMMHOR
U anmapaTHoOM cpeibl, METOJ0B KpUNTOrpaduyecKon 3auThl HH(POpPMALIUU, CETEBBIX MPOTOKOJIOB
U TEXHOJOTMH, a TakK€ BOIIPOCOB 3alUThl MEPCOHAIBHBIX JAHHBIX U 0€30IIaCHOTO XpaHEHUsS
nHpopMaIuu.

Llenbto OCBOEHMSI IUCLUIUIMHBI SIBJISETCS 3HAKOMCTBO CIIyIIAaTelel ¢ COBPEMEHHBIMU
METOJIaMHU ¥ TEXHOJOTUSMHU 00eCIeUeHHUS 3alUThl KOMIIBIOTEPHBIX CHCTEM OT yYTPO3, CBSI3AHHBIX C
HECAaHKIIMOHMPOBAHHBIM  JIOCTYNOM, BpenoHocHeIM [1O, kpaxkeld  KOH(pUICHIHATHLHON
nH(pOpMalLIUY U IPYTUMU BUIaMU KuOepaTak.

2. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHMUS JUCHUITVIMHDI

OcBoenne quctumiInHbl «OCHOBBI Pa3pabOTKH 0€30MaCHOT0 MPOTrPAMMHOIO 0OecreueHus 1
KOMIIBIOTEPHBIX ~ CETEW» HampaBlIeHO Ha (OPMHPOBAHHME Y OOYYAIOMUXCSA —CIEAYIOMINX
KOMIETEHIMH (4acTH KOMIETEHIH):

Tabnuya 2.1. Ilepeuenv komnemenyuil, opmupyemvix y 00V4arOWuxcs npu 0Cc60eHuu
OUCYUNTUHBL (Pe3YTbmambl 0C80EHUS OUCYUNTIUHDL)

HHZ[I/IKEITO]J]:I JOCTHIKCHHUS KOMIIETCHIIMHA

Hugp Komnerenuus N
(B pamMKax JaHHOW JHCIUILIIHEI)
[IK-5.1 3naer cyuiecTByolliee CUCTEMHOE U MPUKIIAJIHOE
poTrpaMMHOE 00ecTiedYeHre, METOIbI IPOCKTUPOBAHIS U
pa3paboTKH MPOrPaMMHOTO 0OeCIIeUeHUs, CTPYKTYp U 0a3 JaHHBIX,
CrocoOeH pa3pabaThIBaTh, MIPOTPaMMHBIX HHTep(eicoB. 3HaeT HOPMATHBHO-TEXHUIECKYIO
OTJIAXKHUBATh, IPOBEPSTH JIOKYMEHTALMIO JUIS pa3paboTKu MpOoTrpaMMHON JOKYMEHTAIMH Ha
paboTocnocoOHOCTD, I10;

Moaudumuposarh nporpammuaoe |I1K-5.2 YMeeT npumMeHITh METOABI U CPEACTBA MPOSKTHPOBAHUS
obecrieueHne; MPUMEHITh METObI | IPOTPAMMHOT0 00ecTieueH s, CTPYKTYp JaHHbIX, 0a3 TaHHBIX,
U CPEJICTBA MPOEKTUPOBAHUS MPOrpaMMHBIX HHTEP(EHCOB. YMeeT aHAIU3UPOBATh HOPMATHBHO-
MIPOTPAaMMHOTO 00ECIICUCHHS, |TEXHUYECKYIO JOKYMEHTALHUIO IS pa3pabOTKU MPOTrpaMMHON
pa3pabaTbIBaTh U COTIACOBBIBAThH |MOKyMeHTanuu Ha [10;
nporpamMMHyo gokyMeHnTanuto Ha |[1K-5.3 BiageeT 0CHOBHBIMU HaBBIKAMH TEXHOJIOTHSIMHU
IporpaMMHOe o0ecTieucHre pa3paboTKH, OTIAJKH, IPOBEPKU pabOTOCIIOCOOHOCTH U
MOTU(DHUKAIIMYA CHCTEMHOTO MPUKIIATHOTO MPOrPAMMHOTO
oOecrieueHHs, MOJCPHHU3AINN TEXHHUCCKIX PEIICHUH MO
paspabotke I10;

IIK-5

3. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OII BO

Hucuummuaa «OcHOBBI  pa3pabOTKu  0€30MacHOr0 MPOTPAMMHOTO  OOecTeueHus: u
KOMITBIOTEPHBIX CETeH» OTHOCUTCS K 4YacTd, (popMHupyeMol y4YaCTHHKaAMHU 0O0pa30BaTEIbHBIX
oTHomeHud Onoka 1 «/lucuunnuael (MOIynH)» 0Opa30BaTEIbHONW MPOTPAMMBI  BBICIIETO
oOpazoBaHws.

B pamkax o0pa3oBaTeNbHOM MPOTpaMMBl BBICIIETO OOpa30BaHUsI OOyYarolIuecs TakKe
OCBaWBAIOT JIPYT'He€ JWCHUIUIMHBI ~W/WIM  TPAaKTUKH, CIIOCOOCTBYIOIIHE  JIOCTHIKCHHUIO




3alJIaHUPOBAHHBIX PE3yJIbTaTOB OCBOEHUS IUCHUIUIMHBI «OCHOBBI Pa3pabOTKH 0e301acHOTo
IIPOrPaMMHOT'0 OOECTIEUEHUSI U KOMIIBIOTEPHBIX CETEM».

Tabnuya 3.1. Ilepeuenv komnonenmos OI1 BO, cnocobcmeyrowux 00CmMuiceHur
3ANIAHUPOBAHRHbLX PpE3)1bmamoe OC60E€HUA ducuunﬂuﬂbl
IIpenmecTByromme Ilocaenyomue
Mudg Hanwenosanue Hc{)lﬂz:lﬂﬂﬂbl?’MOm JI ncunnﬂniil/;lou JIA
P KOMIIETeHIIHH e *ﬂy i A . ¥,
NMPAKTHKHU NPAKTHKH
Cmocoben pa3pabateiBath, | HayuHo-mccienmoBartenbckas pabora
OTJIAKUBATh, IPOBEPATH (ToTydeHme epBUYHBIX HABHIKOB
paboToCIoCOOHOCTB, HAYYHO-HCCIIEI0BATENBCKOM
MoudUIMPOBaTh paboTs);
MpOTrpaMMHOE 00ECIICUCHHE; TexHOMOTHYECKAsI TPAKTUKA;
MPUMEHSTH METOBI 1 Ananu3 reonH()OpMaIOHHBIX
IIpennunioMHas NpakTUKa;
CpEeICTBa MPOCKTUPOBAHUS JIAHHEIX;
IIK-5 TexHonoruueckas MpaKTUKa;

MIPOTPaMMHOTO Wundopmarunka u
obecrnieueHus, MPOTPaMMUPOBAHHUE;

pa3pabatbIBaTh U Apxumexmypa KOMNbIOMEPHbIX
COTJIACOBBIBATH cemeu **;
MPOTrPaMMHY O Architecture of Computer

JOKYMEHTAIIHIO Ha Networks**;

IIpOrpaMMHOC obecreueHue

* - 3aMONHSACTCS B COOTBETCTBUH ¢ MaTpuieii kommnerenuii u CYII OI1 BO

** - 3JIeKTUBHBIC AUCIMIUINHBI /TIPAKTUKH




4. OFBEM JJVCHUILJIMHBI U BUbI YYEBHOH PABOTHI

O6mas TpynoeMkocTh aucuuiuinabl «Basic of Development of Secure Software and Computer Networks» cocraBnsieT «3» 3a4eTHBIC €IUHUIIBI.
Tabauya 4.1. Buowvl yuebHol pabomvbi no nepuooam 0C8OeHUs 00paA308amMenbHOU NPOSPAMMbL 8biCULIE20 00pPA308aAHUSL OJIs1 OYHOU (opMbl
00yuenus.

Buja yue6Hoii padoThI BCEI'O, ak.u. CEMec; pCeD)
Konumaxmmnas paboma, ax.u. 72 72
Jlexuuu (JIK) 36 36
JlaGopartopusie pabotsl (JIP) 36 36
IMpaktuueckue/cemunapckue 3ansatus (C3) 0 0
Camocmosmenvras paboma 0by4arowuxcs, ax.u. 36 36
Koumponw (sx3amen/3auem c oyenkou), ax.u. 0 0
OO01Iasi TPYT0EMKOCTh THCIHILTAHBI aK.v. 108 108
3a4.el. 3 3




5. COAEPKAHUE JUCIUIIJINHBI

Tabauya 5.1. Codeporcanue oucyuniunsl (Mo0yis) no euoam y4ebHou pabomol

Bun
Homep | HammeHnoBanmue pazaesa .
Copep:xanue pa3aesia (TeMbl) yuyeoHoM
pasaena AUCHHUILTUHBI «
padoThl
11 [TpuHOMIBI pa3pabOTKN U MPOEKTHPOBAHUS TIK
3aluIeHHoe ' 3aIIUIIICHHOTO MPOTPAaMMHOTO 00ECIICUCHMSI.
POTPaMMHOE Bunsl yrpo3 6€301MacHOCTH B KOMITBIOTEPHBIX CETSIX
Pazgen 1 1.2 JIK
obecrieueHne n U 3alIHTa OT HUX
KOMITBIOTEPHBIE CETH 13 Mertozas! mmdpoBaHns HHPOPMAIUN U OLICHKA TIK
' 6€30I1acCHOCTH CHCTEMBI
Hactpolika u nepegaya JaHHBIX 110 IPOTOKOILY
ITpOTOKOIBI 3AIIUTEI 2.1 JIP
p TIHTBL FTP-FTPS
CCTCBBIX COCHMHCHIH 1 Hacrpoiika 1 nepenaya JaHHBIX IO IIPOTOKOIY
Paznen 2 |MeTom0M0THH 3aIIUTHI 2.2 JIP
A A H HTTP-HTTPS
JaHHBIX IpH pabdoTe ¢ OCHOBHLIE P
HOBHBIC ITPHUHIIHIIBI TCHTHU(PHU nu 1
CETBIO. 2.3 DHHI yrer ! JIK
ABTOPU3AIIMH [10JIb30BaTEICH B CHCTEME
IIpaBuia opranusanuu 3.1 Or11eHKa ySI3BUMOCTH CHCTEMBI JIK
Pasnen 3 nH(OpMaLMOHHOI
6e30M1aCHOCTH U 3allUTa OT 3.2 IIpoBenenue TecCTUpOBaHUS Ha IPOHUKHOBEHUE JIP
KrOepaTak

* - 3anonasercs Tonpko mo OUHOMU dhopme obyaenus: JIK — nexyuu, JIP — rabopamopneie pabomsi; C3 —
npaKmuyecKue/CeMunapcKue 3aHamus.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHME JUCHUIIJIMHBI

Tabnuya 6.1. MamepuaneHo-mexnuueckoe obecneuerue OUCYUNIUHbL

Tun aynuropuu

OcHaleHue ayuTOpuU

Crnenmnanu3upoBaHHoOe
yueOHOe/1abopaTopHoe
o0opynoBanme, I1O u
MaTepHaJIbl 1151 0CBOCHHA
AMCUMILTNHBI
(mpu HeOOXOAUMOCTH)

JlexunonHas

Aynutopus JUis IPOBEICHUS 3aHATUI
JIEKIIMOHHOTO TUTIA, OCHAIICHHAS
KOMIUIEKTOM CIEIUANTU3UPOBAHHON MeOenu;
JIOCKOM (9KpaHOM) U TEXHHYECKUMU
CpeICTBAMHU MYJIbTUMEINA MTPE3CHTAIIHIA.

JlaGopaTopus

Aynuropus Juisl IpoBeieHus 1a00paTOPHBIX
paboT, UHIUBUYaTbHBIX KOHCYIbTAIIUMN,
TEKYILEro KOHTPOJISL U MPOMEKYTOUHON
aTTeCTaIluu, OCHAIIICHHAS KOMILIEKTOM
CIIeIUaTU3UPOBAHHON MeOeH U
000pyI0BaHUEM.

KomnerorepHslit
KJ1acc

KomnbroTepHbIi Ki1acc i1 MpOBEACHUS
3aHSATUH, TPYNHOBBIX U UHAUBUYAJIbHBIX
KOHCYJIbTAIIUM, TEKYIIETO KOHTPOJIS U
MPOMEXKYTOYHOU aTTeCTallU, OCHAIIEHHAs
TePCOHAIBHBIMUA KOMIIBIOTEpaMU (B
konuyecTse [[lapamerp] mit.), nockoi
(’KpaHOM) U TEXHUYECKUMHU CPEACTBAMU
MyJIbTUMEINA MPE3ECHTAIUH.

Hns

CaMOCTOSITEIbHOU

AyauTopus ISl CaMOCTOSATEILHON paOOThI
oOydaronuxcst (MOKET MCIOIb30BAThCS IS




paboThI MPOBEACHUSI CEMUHAPCKUX 3aHITUH U
KOHCYJIbTAIUi ), OCHAILIEHHAS! KOMILIEKTOM
CHEIMATM3UPOBAHHON MeOeH 1
KomnbroTepamu ¢ goctynom B DMOC.

* - ayauTOpHs U CaMOCTOATENFHON paboThl oO0ydatonixcs ykaspBaercss OBA3SATEJIBHO!

7. YAEBHO-METOJUYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHHUE JUCIUITIJINHBI

Ocnoenas numepamypa:
1. "Computer Networking: A Top-Down Approach” by James Kurose and Keith Ross.
2. "Cryptography Engineering: Design Principles and Practical Applications"” by Bruce
Schneier, Niels Ferguson, and Tadayoshi Kohno.
3. "Securing the Clicks Network Security in the Age of Social Media™ by Gary Bahadur,
Jason Inasi, and Alex de Carvalho.
4. "Threat Modeling: Designing for Security” by Adam Shostack
Jlononnumenvras rumepamypa:
1. "Building Secure Software: How to Avoid Security Problems the Right Way™" by John
Viega and Gary McGraw.
2. Network Security Essentials: Applications and Standards™ by William Stallings.
3. "Intelligent Networked Teleoperation Control" by Xiaodong Liu and Muhammad
llyas.
Pecypcwi ungopmayuonno-meneKomMmyHuKayuoHHou cemu « Mnmepnemy:
1. ObC PYIH u ctoponnue ObC, Kk KOTOPBIM CTYJEHTBI YHUBEPCUTETA UMEIOT JOCTYII
Ha OCHOBAHWH 3aKJIOYCHHBIX JOTrOBOPOB
- DnekTpoHHO-O0MOMMoTeunas cucrema PYJIH — ObC PYJIH
http://lib.rudn.ru/MegaPro/Web
- OBC «YHuBepcurerckas Oubnuorexa onnain» http://www.biblioclub.ru
- OBC IOpaiit http://www.biblio-online.ru
- OBC «KoncynbTaHT cTyaeHTa» www.studentlibrary.ru
- OBC «Tpounxkuii MmocT»
2. ba3bl TaHHBIX U TTOUCKOBBIE CUCTEMBbI
- DJIEKTPOHHBIN (POH]T TPABOBOM M HOPMATUBHO-TEXHUYECKON IOKYMEHTAIIUH
http://docs.cntd.ru/
- mouckoBas cuctema SAnnekc https://www.yandex.ru/
- nouckoBas cucrema Google https://www.google.ru/
- pedepatuBHas 60a3a nanasix SCOPUS
http://www.elsevierscience.ru/products/scopus/
Yuebno-memoouueckue mamepuanvt 051 cCAamocmosamenbHou pabomuvl 0OYUaAOWUXCSL NPU
0CB80CHUU OUCYUNTUHBL/MOOYIA*:
1. Kypc nexnuit mo muctmrmimae «OCHOBBI pa3paboTKH 0€30MacHOT0 POTPaMMHOTO
o0ecreyeHns U KOMITBIOTEPHBIX CETEi».

* - Bce yueOHO-METOANYECKHE MaTepHallbl Uil CaMOCTOATENbHOM paboThl 00yJaromuxcs
pa3MeIIalTcs B COOTBETCTBUHU € ACHCTBYIOLIUM NOpsiAKoM Ha cTpanule aucuuiuinasl B TYUC!

8. OIEHOYHBIE MATEPHAJIBI Y BAJUILHO-PEUTHUHTOBASI CHCTEMA
OLIEHUBAHMSI YPOBHSI C®OPMHUPOBAHHOCTM KOMIETEHIUI TIO
JTUCHUIJIMHE

OneHouHble MaTepuasibl U OaUIbHO-PEUTHMHIOBas cHCTeMa™ OICHUBAHUS YpPOBHS
c(OpPMUPOBAHHOCTH KOMMETCHIMN (YaCTH KOMIIETCHIIMI) MO0 WUTOraM OCBOCHUS UCIIUTUTMHBI




«OcHOBBI pa3pabOTKH 0OE30MacHOTO MPOTPAMMHOTO OOECIEYEHUs] M KOMITBIOTEPHBIX CETeH»
npezcrasiensl B [Ipunoxxennn k Hactosmei Paboueil mporpamMme JUCHUTUIMHEL.

* - OM u BPC dpopmMupyroTcss Ha OCHOBaHUHU TPeOOBAaHUN COOTBETCTBYIOIIETO
JIOKaJIbHOTO HOpMaTuBHOro akra PY J1H.
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