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PABOYASA NIPOTPAMMA JTUCHUIIJIMHBI
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OBECIIEYEHHMS M KOMIIBIOTEPHBIX CETEA
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1. EJIb OCBOEHMA JUCIIUITJIMHbI

Hucuummuaa «OCHOBBI  Pa3pa0OTKH  3alUINEHHOTO TPOTPAMMHOTO OOECTICUeHUsT U
KOMITBIOTEPHBIX CETei» BXOIUT B MporpamMMmy OakanaBpuata «MaTreMaTHdecKue METOIbI
MEXaHHKH KOCMHYECKOTO TOJIeTa M aHaiu3a TeOMH(OPMAIIMOHHBIX JAHHBIX» M0 HAIpPaBICHUIO
01.03.02 «IIpuxmamHas MareMaThka W WHGOpPMATHKa» W HM3ydaeTrcs B 7 cemecTpe 4 Kypca.
Jucuummuny peanu3yer Kadeapa MexaHUKU U TIPOIIECCOB YIpaBlieHUs. [IUCIIUIUIMHA COCTOUT U3
3 pa3znenoB U 8§ TEM M HaIpaBlieHAa Ha W3Y4Y€HHE OCHOBHBIX IMPUHIIUIIOB, METOJIOB M TEXHOJOTH,
WCIOJIb3YEMBIX JIJISl CO3/IaHUsI O€30MAaCHBIX KOMIBIOTEPHBIX CHCTEM U 3aIIHUTHI UX OT BHEIIHUX U
BHYTpEHHUX yrpo3. B pamkax naHHOro Kypca JaeTcsi KOMIUIEKCHOE HW3Y4YEHHE acIleKTOB
pa3paboTku Oe30macHOW MPOTpaMMHONM W alMapaTHON Cpelbl, METOJOB KpumnTorpaduueckoit
3auThl UH(OpPMAIMM, CETEBBIX IPOTOKOJIOB M TEXHOJOTHMM, a TakKe BOIPOCOB 3aIlIUThI
MEePCOHANBHBIX JJAHHBIX M 0€30MaCHOTO XpaHEHUS HHPOPMAITUH.

Llenpto OCBOGHMS TUCIUIUIMHBI SIBISETCS 3HAKOMCTBO CIyIIAaTeleil ¢ COBpEMEHHBIMU
METOJaMH M TEXHOJOTUAMH O00CCIIEYCHHS 3aIUThI KOMIBIOTEPHBIX CHCTEM OT YTPO3, CBA3aHHBIX C
HECaHKLIMOHUPOBAHHBIM  JOCTYNOM, BpenoHocHeiM [1O, kpaxkelh  KoH(MUICHIHATBHOMI
nH(OPMALIUY U IPYTUMH BUIaMU KHOEpaTak.

2. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHMUS JUCHUITVIMHbBI

OcBoenue aucuuIanHbl «OCHOBBI pa3padOTKH 3aLUIIEHHOIO POrPaMMHOI0 OOeCceueHus
U KOMIIBIOTEPHBIX CEeTei» HampaBieHO Ha (OPMHUpPOBAHME Yy OOYyYaroIUXCAd CIEAYIOIINX
KOMITETCHIINH (4aCTH KOMITETCHIINH ):

Tabnuya 2.1. Ilepeuenv komnemenyutl, Gopmupyemvix y 00yYAOWUXCL NPU OCBOCHUU
OUCYUNTIUHBL (Pe3VTbmambvl 0C80EHUS OUCYUNTIUHDL)

I/IHI[P[KaTOp])l JOCTHIKCHUS KOMIICTCHIUHN

Iudp Komnerenuus o
(B pamMKax JaHHOW JTHCIUIIIIMHBI)
[TK-5.1 3naer cymiecTByolee CUCTEMHOE 1 MPUKIIATHOE
MporpaMMHOE 00ecIiedeHre, METOIbI TPOCKTUPOBAHUS U
pa3paboTKu MPOrpaMMHOT0 oOecriedeHus], CTPyKTyp U 06a3 JaHHBIX,
CrocobeH pa3zpabaThIBaTh, MPOrpaMMHBIX UHTep(eiicoB. 3HAET HOPMATUBHO-TEXHHYECKYIO
OTJIAKUBATD, IIPOBEPATH JIOKYMEHTAIHIO U pa3pabOoTKH MPOrpaMMHOM TOKYMEHTALlUH Ha
paboToCIOCOOHOCTB, 1o;

Momudumpoath nporpammaoe |[1K-5.2 YMmeer mpuMeHATh METOIBI M CPENICTBA MPOSKTHPOBAHUS
oOecrieueHre; IPUMEHATh METOBI |IIPOTPAMMHOTO 00CECIIEeYCHHs, CTPYKTYpP JaHHBIX, 0a3 JaHHBIX,
U CpEJICTBA MPOCKTUPOBAHHUSA  |TIPOTPaMMHBIX HHTEP(PEHCOB. YMeeT aHaTH3NpOBaTh HOPMATUBHO-
MIPOTPAaMMHOTO OOECIICUCHHS, |TEXHUYECKYIO JOKYMEHTAIUIO IS pa3pabOTKU MPOTrpaMMHON
paspabaTbIBaTh M COTIACOBBIBAThH |AoKyMeHTaruu Ha [10;
nporpaMMHyIo gJokymeHTanuio Ha |[1K-5.3 BiageeT oCHOBHBIMU HaBBIKAMH TEXHOJIOTHSIMHU
MPOrpaMMHOE O00ecTieueHre pa3paboOTKH, OTIAKH, TPOBEPKH paObOTOCTIOCOOHOCTH H
MO}]I/I(I)I/IKaLII/II/I CHUCTEMHOTO ITPUKIIAAHOTO IIPOrpaMMHOTO
06GCHG‘ICHI/IH, MOACPpHU3AINN TEXHUYCCKUX pemeHHﬁ 1o
paspabotke I10;

IK-5

3. MECTO JUCHUIIVIMHBI B CTPYKTYPE OII BO

HucuumnuHa «OCHOBBI  pa3pabOTKH  3alUIIEHHOTO0 MPOTpaMMHOrO oOOecreueHus u
KOMIIBIOTEPHBIX CETEeW» OTHOCUTCA K YacTd, (opMHUpyeMOH y4yacTHHUKAMH 0O0pa30BaTENIbHBIX
oTHomeHud Onoka 1 «/lucuumianHel (MOIynH)» 00pa3oBaTEIbHOW MPOTrPaMMbI  BBICIIETO
o0Opa3oBaHUs.

B pamkax oOpa3oBarenbHOM HpOrpaMMbl BbICHIETO OOpa30BaHUS OOYdaIOIIMECs TaKKe
OCBaWBAIOT  JIpyrue AUCHUIUIMHBI ~W/WIM  TPAKTHKH, CIIOCOOCTBYIOIIME  JOCTHIKECHHIO




3aIJTAaHUPOBAHHBIX PE3yJIbTATOB OCBOCHHS AUCHUILTUHBI «OCHOBBI Pa3pabOTKU 3alIUIICHHOTO
MIPOrPaMMHOTO OOeCTieueHUsI U KOMITbIOTEPHBIX CETEH.

Tabauya 3.1. Ilepeuenv xomnonenmos QOII BO, cnocobcmsyrouux 00CMUICEHUIO
3AN1AHUPOBAHHbLX pe3)1bmamoe OC60€HUA aI/lCI/[I/H’lJlqul
IlpenmecTByrommue Iocaenywimue
g Hauvenosanne Plcpl/l)i[JII/IHbI;,MOm JIH HC nnnnill}ll,l/;auo JINA
p KOMIIETEHIINH FHCH *Hy ’ JRHCH *Ily ’
NPAKTHKH NMPAKTHKH
CrnocoOeH pa3pabateiBath, | HayuHo-mcciemoBatenbckas pabora
OTJIQKUBATh, IPOBEPATH (ToyueHNe MEPBUYHBIX HABBIKOB
paboToCOCOOHOCTD, Hay4HO-HUCCIIE0BATEIbCKON
MoudUIMPOBaTh paboTsl);
MPOrpaMMHOE 00eCIIeUeHHE; TexHoMOrn4YecKas nMpaKkTUKa;
MPUMEHSTH METOIBI U AnHanu3 reonH(pOPMAIHOHHBIX
[peaumioMHas MpakTUKa,
Cpe/ICTBa NPOSKTHPOBAHHUS JIaHHBIX; )
IK-5 TexHonornyeckas MpakTHKA;

MPOrPaMMHOTO Nudopmaruka u
obecneyeHus, MPOrpaMMUPOBAHUE;

pa3pabaTbIBaTh U Apxumexmypa KOMRbIOMEPHBIX
COTJIaCOBBIBATH cemen **;
MPOTPAMMHYIO Architecture of Computer

JOKYMEHTAIHMIO Ha Networks**;

POrpaMMHOE 00ecIeYyeHUE

* - 3aMONHACTCS B COOTBETCTBUM ¢ MaTpuuei komnereniuii u CYII OII BO

** - 3JIeKTUBHBIC AUCIMIUINHBI /TIPAKTUKH




4. OFbEM JUCHUILIVNHBI U BUJIbI YYEBHOM PABOTHI

OO6mast TpyJ0eMKOCTh JUCHUILIUHBI «OCHOBBI pa3paboTKU 3alUMIIIEHHOT0 MIPOrpaMMHOT0 OOECIeUeHUsI U KOMIIBIOTEPHBIX CETEH» COCTaBIsET
«3» 3a4ETHBIC €IUHULIBIL.

Tabauya 4.1. Buowvl yuebHoli pabomvl no nepuooam 0C80eHUs 00pA308AMENbHOU NPOSPAMMbL 8bICUIE20 00PA306aHUS ONs1 OYHOU GopMbl
00yuenus.

Bun yueOHoii padoThI BCETIO, ak.u. CEMec; pCE)
Konumaxmmnas paboma, ax.u. 72 72
Jlexuuu (JIK) 36 36
Jla6opartopHsie pabotsl (JIP) 36 36
IMpaktuueckue/cemunapckue 3ansatus (C3) 0 0
Camocmosmenvras paboma oby4arowuxcs, ax.u. 36 36
Koumponw (sx3amen/3auem c oyenkou), ax.u. 0 0
OO01mIasi TPYT0EMKOCTh THCIHILTAHBI aK.v. 108 108
3a4.e. 3 3




5. COAEPKAHUE JUCIUITVINHBI

Tabauya 5. 1. Cooepoicanue oucyuniunsvt (MOOYis) no 8udam y4ebHou pabomol

Bun
Homep | HammeHnoBaHue pasnena .
Conep:xanue pasaesa (TeMbl) yueOHOM
pasnesa AVCHUTILTAHBI %
padoThI
11 [TpuHIMTBI pa3paboTKU M NPOEKTHPOBAHMUS K
3anumeHHoe ' 3alIMIIEHHOTO IPOrPaMMHOT0 00ecTIeYeHHSI.
IPOrpaMMHOE Buapl yrpo3 6€301acHOCTH B KOMITBIOTEPHBIX CETSIX
Pazgen 1 porp 1.2 JIBL YTP p JIK
obecrieueHue u U 3alUTa OT HUX
KOMITBIOTEPHBIE CETH 13 Mertop! mudpoBanus HHPOPMAIHK U OLICHKA K
' 0€30I1aCHOCTH CUCTEMBI
Hacrpoiika 1 nepenaya JaHHBIX IO IPOTOKOIY
IIpoTOKOMBI 3aIUTEI 2.1 JIP
P . FTP-FTPS
CCTCBBIX COCIMTICHTHI 1 Hacrpoiika 1 nepenaya JaHHBIX O IPOTOKOIY
Paznen 2 |MeTomoNMOrHHM 3aMIUTHI 2.2 JIP
A HTTP-HTTPS
JAHHBIX NIpH padoTe ¢ OCHOBHBIE IPUHIINIIB AYTEHTH(OUKAINT 1
CeThIO. 2.3 PHHIL yrer H JIK
aBTOPH3ALMH M10TIH30BATENICH B CHCTEME
[IpaBuna opranuzanuu 3.1 OneHka ysI3BUMOCTH CUCTEMBI JIK
Pasien 3 HHPOPMALTMOHHOM
0€301IaCHOCTH 1 3alUTa OT 3.2 IIpoBeneHue TecTupoBaHusl HA IPOHUKHOBEHUE JIP
KuOepaTax

* - 3amonasercs Tonpko mo OUHOMU dopme obyuenust: JIK — nexyuu, JIP — rabopamopheie pabomsi; C3 —
npaxmuyecKue/cemunapcKue 3aHamusl.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUME JUCHUIIJINHBI

Tabnuya 6.1. MamepuaneHo-mexnuueckoe obecneuerue OUCYUNIUHbL

Tun aynuropuu

OcHamenue ayiuropuu

Crnenunanu3upoBaHHoOe
yueOHOe/1adopaTopHoe
odopynoBanue, [10 u
MaTepuabl 1J1s1 0CBOEHHS
AUCHUTLTAHBI
(mpu He0OXOAMMOCTH)

JlexumnonHas

KomnerorepHslit
KJ1acc

Jlist
CaMOCTOSITEIIbHON
paboThI

* - ayIUTOpHS AJIsl CAMOCTOSTENIbHOM paboThl o0yyaronuxcst ykaspiaercs OBA3ATEJIBHO!

7. YAEBHO-METO/JUMYECKOE 1 UHO®OOPMAIIMOHHOE OBECIIEYEHHUE JUCHUIIJINHBI

Ocnoenas numepamypa:

1. "Computer Networking: A Top-Down Approach” by James Kurose and Keith Ross.

2. "Cryptography Engineering: Design Principles and Practical Applications” by Bruce
Schneier, Niels Ferguson, and Tadayoshi Kohno.

3. "Securing the Clicks Network Security in the Age of Social Media™ by Gary Bahadur,
Jason Inasi, and Alex de Carvalho.

4. "Threat Modeling: Designing for Security” by Adam Shostack
Jlononnumenvuasn aumepamypa:

1. "Building Secure Software: How to Avoid Security Problems the Right Way" by John

Viega and Gary McGraw.

2. Network Security Essentials: Applications and Standards™ by William Stallings.




3. "Intelligent Networked Teleoperation Control" by Xiaodong Liu and Muhammad
llyas.
Pecypcwi ungopmayuonno-meneKomMmyHuKayuoHHou cemu « Mnmepremy:
1. ObC PYIH u croponnue 9bC, Kk KOTOPBIM CTYA€HTHI YHUBEPCUTETA UMEIOT JOCTYII
Ha OCHOBAaHMUH 3aKJIFOYCHHBIX JIOTOBOPOB
- DnekTpoHHo-0mommuoTeunas cucrema PYJIH — ObC PY JIH
http://lib.rudn.ru/MegaPro/Web
- ObC «YHuBepcurerckas 6ubimoreka onnaita» http:// www.biblioclub.ru
- OBC IOpaiit http://www.biblio-online.ru
- ObC «KoHcynapTaHT cTyeHTay www.studentlibrary.ru
- OBC «Tpounkuii mocT»
2. ba3bl JaHHBIX U TOMCKOBBIE CHCTEMBbI
- DIIEKTPOHHBIN (HOHJT TPABOBOK M HOPMATUBHO-TEXHUYECKOW JJOKYMEHTAITUU
http://docs.cntd.ru/
- mouckoBas cucreMa SHaekc https://www.yandex.ru/
- nouckoBas cucrema Google https://www.google.ru/
- pedeparuBHas 6a3a ganabeix SCOPUS
http://www.elsevierscience.ru/products/scopus/
Yuebno-memoouueckue mamepuansi 0151 CAMOCMOAMENbHOU pabOmMul 0OYUAOWUXCA NPU
0CB80EHUU OUCYUNTUHBL/MOOYIA*:
1. Kypc nexuuit no qucuumiuse «OCHOBBI pa3pabOTKH 3aIIMILEHHOTO IPOrPaMMHOTO
o0ecreueHns U KOMIBIOTEPHBIX CETEi».

* - Bce yueOHO-METOANYECKHE MaTepualibl Ul CaMOCTOATENbHOM paboThl 00ydaromuxcs
pa3MenarTcs B COOTBETCTBUHU € JEMCTBYIOUM NOPsAKOM Ha cTpanule aucuuiuinasl B TYHUC!
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