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1. HEJIb OCBOEHUSA JUCHUITJINHBI

JuctumuimHa «OCcHOBBI HH(OPMAIIMOHHON 0€30MacHOCTH U KHOEPYCTOHYHMBOCTH» BXOIUT B MPOTpaMMy
OakanaBpuara «Data Engineering, HHTEIUIEKTYyalbHbIE CUCTEMBI U KHMOEpOE30MaCHOCThY IO HAINPaBICHHIO
27.03.04 «VYmpaBieHue B TEXHHYECKHUX CHCTEMax» W u3ydaercsi B 6 cemecTpe 3 Kypca. Jucuumimny
peanmzyet Kadenpa MexaHUKH U IPOIIECCOB yIpaBieHus. Juciuminaa coctout u3 13 pa3znesnos u 32 tem u
HalpaBlieHa Ha U3y4YE€HUE OCHOBHBIX BUJIOB BOSMOXKHBIX TEXHOJIIOTHYECKHUX YIPO3 U CIIOCOO0B 00ecTiedeH s
UH(POPMAIIMOHHON OE€30MTaCHOCTH.

Lenbio OCBOCHHUS JUCHUIUIMHBI SBISETCS MMOJyuYeHHE 3HAHUN, YMEHHI, HAaBBIKOB M OIBITA ACATEIbHOCTH
B oOnacTu o0ecriedyeHnss ”HPOPMAITMOHHOW O€30MaCHOCTH U 3aIIUThl HHPOPMALIUH.

2. TPEBOBAHUA K PE3VJIBTATAM OCBOEHMUSA JUCIUIIVIMHbBI

OcBoenue quctuIIuHbl «OCHOBBI MH(OPMAIIMOHHON O€301aCHOCTH M KHOEPYCTOMYIUBOCTH
HaIpaBJICHO Ha (POPMHUPOBAHUE Y OOYUAIOMIUXCS CICTYIONTUX KOMIETEHITNN (4acTH KOMIIETEHITHH):

Tabnuya 2.1. Ilepeyenv komnemenyuii, popmupyemvlix y 00y4aouuxcs npu 0C80eHUuU OUCYUNIUHb
(pe3ynbmamsi 0C80eHUs OUCYUNTUHDL)

I/IH[IHKaTOle JAOCTHIKCHHUSA KOMIICTCHIIMHA

Hudp Komnerenuus .
(B paMKax JaHHOH JUCHHUILIMHBI)

CriocobeH peniarh 3aa4u pa3BUTHS HAYKH, OIIK-5.1 OnpenenseT menu A perieHus 3a1a4q
TEXHUKH M TEXHOJIOTUH B O0IaCTH yIIpaBICHHS Pa3BUTHA HayKH, TEXHUKH U TEXHOJIOTHIA B 00JIacTH
B TEXHHYECKUX CHCTEMAaX C yIETOM YIpaBIICHUS B TEXHIUECKNX CHCTEMAX;
HOPMAaTHBHO-IIPABOBOTO PETYIHPOBAHHS B OIIK-5.2 3HaeT 1 UCIOIB3YET METOBI AJIS PEIICHHS

cthepe MHTEIUICKTYaIbHON COOCTBEHHOCTH 3a1a4 pa3BUTHA HAyKH, TEXHUKH U TEXHOJIOTHH B
o0macTv ynpaBieHHs B TEXHIIESCKIX CHCTEMaX C
OIIK-5 Y4YETOM HOPMATHBHO-IIPABOBOTO PETYIUPOBAHUS B

c(hepe MHTEIIIEKTYyaTbHOM COOCTBEHHOCTH;

OIIK-5.3 ObecrieunBaeT pemeHue 3a1aq pa3BUTUS

HayKH, TEXHUKH W TEXHOJIIOTHUH B OOJIACTH yTIPaBICHUS B
TEXHUYECKHUX CHCTEMaX C YIETOM
HOPMAaTHBHO-IIPABOBOTO PETYINPOBAHIS B cepe
WHTEJUIEKTYaJIEHON COOCTBEHHOCTH;

CriocobeH mpruMeHsATh HHPOPMAITMOHHBIE TTK-10.1 3HaeT ocHOBHBIC TIOAXOABI M METOBI COOpa U
TEXHOJIOTHH, COOIONAaTh OCHOBHBIC aHaJIN3a MCXOMHBIX JAHHBIX JUIA pacdeTa u
TpeboBaHus HHPOPMAIMOHHON 6€30IT1aCHOCTH MIPOEKTHPOBAHMS CHCTEM H CPEICTB aBTOMATH3ALNHU U
YIpaBICHUS,

TTIK-10.2 BnameeT coBpeMeHHBIMU HH()OPMAITMOHHBIMHU
IK-10 TEXHOJIOTUSIMU JIJIS pacueTa U MPOEKTUPOBAHUS CUCTEM
W CPEICTB aBTOMATH3AINY 1 YIIPABIICHIS,
ITK-10.3 YMeeT npuMeHATh HHPOPMAITMOHHBIE
TEXHOJIOTHH B IPO(heCCHOHANBHON ACATENbHOCTH,
coOronaTh OCHOBHBIE TPEOOBaHUS HHPOPMAIIMOHHOM
0e301MacHOCTH;

CriocobeH pa3padarbiBaTh U aHATU3UPOBATh TTK-7.1 3raeT 0CHOBHEIE MTOIXOBI K pa3paboTKe
MIPOEKTHBIE PEIICHHS 10 00CCIICICHUIO TIPOEKTHBIX PEIICHUH 1o 00eCTICICHUTO

KrOepOe30MacHOCTH aBTOMATU3NPOBAHHBIX KrOepOe30macHOCTH HHPOPMAIIMOHHBIX CUCTEM;

CcHUCTEM [TK-7.2 YMmeet aHanu3uUpoOBaTh MPOCKTHBIEC PEIICHUS HA
npeaMeT obecriedeHust KnbepOe30nacHOCTH;

TTIK-7.3 Bnageet TeXHUKaMHU peau3aliii MPOSKTHBIX

pelIeHn i, 00ecTIeYNBAIOIINX KHOepOe301acHOCTh
aBTOMATH3MPOBAHHBIX CHCTEM;

IK-7

3. MECTO JUCHUIIJIMHBI B CTPYKTYPE OII BO




JucuurianHa

«OcHOBBI MH(OPMAIIMOHHOW O€30MacHOCTH W KHOEpyCTOWYMBOCTH» OTHOCHUTCS K

oOs3arennbHOM  uyacTu Omoka | «Jducuumimebl (MOAYnH)» 00pa30BaTeIbHON NpPOTrpaMMbl  BBICIIETO

o0Opa3oBaHws.

B pamkax o0pa3zoBaTenbHO MPOrpaMMbI BBICIIETO 00pa3oBaHHs OOYYaIONIUECs TAKKE OCBAMBAIOT
IpyTrue JAUCUUIUIMHBI W/WIW TPAKTUKH, CIOCOOCTBYIOIINE IOCTHKEHHIO 3aIUIAHUPOBAHHBIX PE3YIIETATOB
OCBOCHHSI TUCIUTUINHBI « OCHOBBI MHPOPMAITMOHHON 0€30IaCHOCTH U KHOEPYCTOMUHUBOCTH.

Tabnuya 3.1. Ilepeuenv komnonenmos OIl BO, cnocobcmayrowux 00CmudiceHuro 3anianupo8anHbix
Dpe3yIbmamos 0C80eHUs OUCYUNTIUHDBL

IIpenmecTBylomue ocaenyromue
Mudgp Haumenosanue uncll)mﬂnnnHLJMol)llly.}m, nncunnnnil[};llllsl:oaynn,
KOMIeTeHIHH . «
NPaKTUKH NPaKTHKH
CriocobeH pemaTs 3agaqn Hay4ano-uccnemnoBarenbckas TexHOMOTHMYECKAs IPAKTHKA;
pa3BUTHS HAYKH, TEXHUKA 1 pabora (Toy4yeHne IepBUIHBIX [IpenauruiomMHas IpaKTHUKa;
TEXHOJIOTHH B 00JacTH HaBBIKOB
YIpaBIICHHUS B TEXHIYECKUX Hay9HO-HCCIIeIOBATEIIHCKOM
OIIK-5 CHCTEMaX C YIETOM paboThI);
HOPMAaTHBHO-TIPABOBOTO OCHOBBI HCKYCCTBEHHOTO
perynupoBaHus B cdepe HMHTEIUICKTA;
HWHTEIUICKTYalbHOM Teopernyeckast MEXaHUKA,
COOCTBEHHOCTH
CriocobeH IpUMeHSTh OCHOBBI pa3pabOTKH
HHPOPMAITOHHBIE 3aIUIEHHOTO TIPOTPaMMHOTO
K-10 TEXHOJIOTHH, COOMIONATh o0ecriedeHns] 1 KOMIIBIOTEPHBIX
OCHOBHEBIE TpeOOBaHUS cereit;
HHGOPMAITTOHHOM IIpoekTHas npakTuka;
6e3omacHOCTH [IpenauruiomMHas paKTHUKa;
CriocobeH pa3padarsiBaTh U OCHOBBI TEXHOJIOTHIECKUX YTPO3 U OCHOBBI pa3pabOTKH
AQHAJIN3UPOBATH TIPOCKTHBIC Knbepbe30nacHOCTH; 3aIUIEHHOTO TIPOTPaMMHOTO
TIK-7 pENIeHHUs TT0 00eCTICICHUTO o0ecriedeHns] 1 KOMIBIOTEPHBIX
KkrOepOe30macHOCTH cereit;
ABTOMAaTH3HPOBAHHBIX CHCTEM IIpoexTHas mpakTHKa,;

* - 3aMONHSETCS B COOTBETCTBHM ¢ Marpuieil komnerenuuit u CYII OIT BO
** _ 3JIeKTHBHbIC AUCUUIUIHHBI /TIPAKTUKU




4. OFBEM JIJMCHUATLJIMHBI 1 BUJbI YYEBHOM PABOTHI

O0611ast TpyI0€MKOCTh TUCIUILTUHBI « OCHOBBI HH()OPMAIIMOHHOW 0€301TaCHOCTH U KHOEPYCTOMYHNBOCTHY COCTABIISET «S5» 3a4ETHBIX SIUHUIL

Tabnuya 4.1. Buowl yuebnou pabomvl no nepuodam 0ce0eHust 00paz08amenbHoOU NPOPAMMbL 8blCULe20 00PA308aHUsL OJisl OYHOU PopMbl 00)UeHUs.

Cemectp(-b1)

Buj yueoHoii padoTsi BCETIO, ak.u. 5

Konmaxmmuas paboma, ax.u 72 72
Jlexuuu (JIK) 36 36
Jlaboparopusie pabotst (JIP) 36 36

ITpakTrueckue/cemuHapckue 3aaaTus (C3) 0 0
Camocmosimenvras paboma o6yuaowuxcsi, ax.u. 81 81
Konmpono (ax3amen/3auem c oyenxoti), ax.u. 27 27
ak.y.| 180 180

O0mas Tpy10eMKOCTh JUCHHUIIMHBI AK.Y.
3a4.eq. 5 5

O6IJ_[a$I TPYAOCMKOCTb AUCHUIIIINHBI «OCHOBBI I/IH(l)OpMaI_II/IOHHOI\/’I 0e30ITacCHOCTH B KH6GPYCTOﬁqHBOCTH)> COCTAaBIISIET «5» 3a4eTHBIX CANHHNIL

Tabnuya 4.2. Buowvl yuebHoU pabomvl no nepuodam 0C80eHUs 00paA308amMeIbHOU NPOSPAMMbL 8blCULIE20 00PA308aHUS OISl 3A04HOU (hopMbl 00)UeHUs.

Cemectp(-b1)

Cemectp(-b1)

Bug yueOHoi padoThI BCEIO, ak.u. 7 3

Koumaxmmnas paboma, ax.u 16 8 8

Jlexkuynu (JIK) 8 4 4

Jla6oparopusie padbotsl (JIP) 8 4 4

ITpaxTudeckne/cemunapckue 3auarus (C3) 0 0 0
Camocmosmenvras paboma ooy4aowuxcs, ax.y. 155 64 91
Konmpono (sx3amen/3auem c oyenkot), ax.u. 9 0 9
ak.y.| 180 72 108

O611ast TPY10eMKOCTh AMCHUILTHHBI aK.Y.
3a4.el. 5 2 3




5. COAEP)KAHUE JUCLHUIIJINHBI

Tabnuya 5.1. Coodeporcanue oucyuniutvl (MoOYs) no eudam yuebHou pabomot ™

Bun
Homep HaumeHoBaHue pa3iena .
HaumeHoBaHMe TeMbI Conepixanune TeMbl y4ueoHOMI
pa3nena JTUACHHILTAHBI "
padoThI
Pons nH(pOpMay B COBpEeMEHHOM 00IIECTBE Kak KIIIOUEBOTO pecypca. Pa3surne
11 Boerene WHGOPMAITMOHHOW UHIYCTPHUH U ITUGPOBOI SKOHOMHUKH. OOBEKTHBHASI HEOOXOTUMOCTD TIK
’ obecrieueHrs HHGOPMAITMOHHOW OE30ITACHOCTH | 3aIIUTHI HHGOPMAITUH OT BHYTPEHHUX H
BHEIIHUX yTPO3.
Ornpenenenne HHGOPMAITHH.
JlokymeHTHpOBaHHAas
nHpopMaIus. DIEKTPOHHOE
cooOrnieHrne. AKTHBBI. Omnpenenenre HHPOPMAIMK KaK CBEICHUN HE3aBUCHMO OT ()OPMBI UX MPEICTABICHHUS.
CyIHOCTS, 3a]1a4¥ U TIPOOIIEMBI
Pasien 1 |mucpopmarontoi Pecypcel. Paznuunbie JloxkymenTrpoBaHHast HHQOpMAITUs Kak HHpOopMaIus, 3aQUKCUPOBAHHAS Ha MaTePUATLHOM
6e3on§cnocm 1.2 onpeeIeHUs HOCHTeNe. DIIEKTPOHHOE COOOIIeHHEe Kak HH(OpMAITUs, IIepeTaHHas C TTOMOIIBIO JIK
HH(POPMAITHOHHON 3IIEKTPOHHBIX CPE/ICTB CBSA3H. AKTHBEI M PECYpPCHI KaK OOBEKTHI 3auThl. [IpukianHse
0€30MMacHOCTH, 3aITUTHI onpeaeneHus HHPOPMAMOHHON 0€30MTaCHOCTH, 3alIUThHl HHPOPMAIIUN, KHOepOE30ITaCHOCTH.
nH(popMaIUH,
kubepOe30nacHoOCTH,
KHOepyCcTOHINBOCTAY|
CoBpeMeHHas MOCTaHOBKA 3a/1au 3alTUThl HHPOPMAIMK Kak 00ecIedeHne JOCTYITHOCTH,
CoBpeMeHHast TOCTaHOBKA L
1.3 [ETOCTHOCTH U KOHQHUAEHITMATbHOCTH. CIIeUaIrCThI 0 HHPOPMAIIMOHHON 0€30MTaCHOCTH: JIK
3a[a4¥ 3alIUTH HHOOPMAIHH
o0nacTu AeITeTbHOCTH U TPEOOBaHUSI.
Opransl, 06ecIieunBaoIIe
HAIMOHAIBHYIO 9 .
2.1 ! y Poitb 1 MecTO MHPOPMAITMOHHON 0E€30MTaCHOCTH B CHCTEME HAIIMOHAILHON 0€30TIaCHOCTH. JIK
6e3omacHocTh PO, niemnu,
3a1aqm.
ITonsiTHE HALMOHANBLHOM HaunonaneHbie H”HTEpECH
0€30MacHOCTH, BUJIBI P® B nHbOPMAITHOHHOK IIpuopuTeTHBIC HAaNIPaBICHUS B 00JacTH 3aUTh HH(popManuu B PO: obecnieucHue mpas
Paznen 2 |OezomacHocTH. 2.2 cepe. IIpuoputeTHBIe rpaXkaaH, pa3BUTHE OTEUECTBEHHBIX TEXHOIOT A, 3alIUTa OT JIK
Hudopmanuonnas HaIpaBJICHHUs B 00JacTh UH(POPMAITMOHHO-TICUXOJIOTHYECKUX BO3ICHCTBUI.
6e3omacHoCTh PO 3amuThl HHGopMaryu B PO.
TenaeHIM pa3BUTHSA
73 nHGOPMAIMOHHOM monuTHKY | [0cyapcTBeHHAs TaliHa KaK 3allMIaeMbIe TOCYapCTBOM CBEICHUS B 00JIACTH BOCHHOM, TIK
' rOCYAapCTB U BEJOMCTB. BHEIITHETIOJIMTHYECKOM, SKOHOMUYCCKON M UHOM IS TEIBHOCTH.
T'ocynapcTBennas raitHa.
OO01ue MoIoKEHMS.
KonuenryanbHble
MesxnyHapoaHasi, Hetrry
JIOKyMEHTHI B 001aCcTH N
HAIIMOHATIbHAS U HH(OPMAIHOHHOT OO11e MOJIMKEHHUS HOPMAaTHBHO-IIPABOBOTO PETYJIMPOBAHISI B 00JIaCTH UHPOPMAIIHOHHOM
BEJIOMCTBCHHAsI HOPMATHBHAS P . 6e3onacuoctr. KoHenTyansHble TOKyMEHTHI: JlOKTprHA HHGOPMAITMOHHON 0€30MacHOCTH
Paznen 3 3.1 6e3onacHocTr. Baxkueiimie . . JIK
npaBoBas 0a3a B o0nacTu (belIepaTbHbIC HOPMATHBHbIE P®, Crparerus HarmoHanpHOU O0e30macHoCcTH. BaxkHeiinme GenepaabHbIC HOPMATHBHEIC
UHPOPMAITHOHHON p p MPABOBBIC AKThI. 3aKOHBI, KACAIOIIUECS OXPaHbl HHTEIICKTYaIbHONH COOCTBCHHOCTH.
MIPaBOBBIC AKTHL. 3aKOHBI,
0e30macHOCTH

KacaloIuecs: OXpaHbl
HWHTEIUICKTYalIbHOM




Bun

Homep HaumenoBanmue pa3gena "
pasiena [ ——— HaumeHnoBaHue TeMbI Conepixanne TeMbl y4eOHoit
padoTer*
cobctBenHoCcTH. [TonoxxeHust
I’paxxnanckoro konexca PO
1o 3anure HHGOpMAaIuu.
MesxtyHapogHOe
corpynauyectBo. Kogeke 00
aJMUHUCTPATUBHBIX
MPABOHAPYIICHUSIX.
YToJI0BHBIH KOJEKC U 3a1uTa
nHdopmaruu. OCHOBHbIE MextyHapoIHOE COTPYJHUYECTBO B 00sacTi nHpopMaloHHoi 6e3onacHoct. Koneke 06
32 MTOJI3aKOHHEIC aKThI B aJIMAHUCTPATUBHBIX PABOHAPYIICHHSIX: OTBETCTBCHHOCTh 332 HAPYIICHUS B TIK
' oOmacTi MHPOPMAITMOHHON  |MH(BOPMAITMOHHOMN cdepe. YTOJIOBHBIN KOIEKC U 3aIIuTa HHGOPMALIUHU: COCTABEI
6e3omacHOCTH. YKa3bl npectyruieHuil. OCHOBHBIE IMOJ[3aKOHHBIC aKThI B 00JIACTH UHPOPMAIIMOHHOM OC30MaCHOCTH.
[Ipesunenra PO,
MTOCTAHOBJICHUS
IIpaBurensctBa PO,
BEJIOMCTBCHHAS
HOpMaTHBHas 0a3a.
TTonsiTHe yrpo3sl HHGOPMAITMOHHOW 0€30TaCHOCTH. BBl yIpo3: YHHUTOXKEHUE,
41 ToHsTHe yrposs MomuuKalus, OJIOKUpOBaHUE, XUIIICHHE HH(HOPMAITUH. XapakTep MPOUCXOXKICHUS YTPO3: K. TIP
Yrpo3bl HHGOPMATMOHHOU YMBIIUICHHBIE (PaKTOPHI U €CTECTBEHHBIE (PaKTOPEI. VICTOYHUKH yrpo3: BHEITHHE U ’
Paznen 4 |OesonacHocTH. YpaBicHUE BHyTpeHHHE. Mozienb yrpo3 1 MoAeh HapyIIuTess HHPOPMAIHOHHON 0€30I1acHOCTH.
pHUcKaMmu. OO0m1as xapakTepucTUKa [xamer orieHku puckoB. OlieHKa Ha OCHOBE BBISBICHHS c1aboro 3BeHa. OlieHKa pUCKOB HA
4.2 aHamn3a, OIeHKN U OCHOBE PacCMOTPEHHS ATANOB BTOpkeHUs. [I[porpaMMHbIe cpeicTBa IS aHAIN3a U JIK, JIP
YIpaBIECHUS pUCKAMU YIpaBIICHHUS PECKaMH.
Ornpenenenus
nHpopmarmonHoit (UC) u Tumnossle BUABI CTPYKTYPBI aBTOMaTU3UPOBAHHON crcTeMbl. Busl Bo3neiicTBus Ha
5.1 aBTOMAaTU3UPOBaHHON uHpopmaIuo B MHPOPMAIMOHHBIX CHCTEMAax U aBTOMaTH3UPOBAHHBIX CUCTEMAaX. YTPO3bl JIK, JIP
Paznen 5 Muopmannonmsie u cucteMmsl (AC) 06paboTkn 0€30MacHOCTH aBTOMATH3HPOBAHHBIX CHCTEM.
ABTOMAaTH3UPOBAHHBIE CHCTEMBI uEbopMATHR
59 Mepbl TPOTUBOACHCTBUS Vazsumoctu AC. [IpHHIHITBI TOCTPOCHUS CUCTEMBI 3aUThl AC. ABTOMaTH3upOBAHHbBIE K. TIP
’ yrpo3am 6e3onacHocti AC.  |cHCTeMBI yIpaBieHHs TEXHOIOTHYecKkuMu miporieccamu (ACY TII). ’
Onpenenenue, Texaudeckue kanansl yredku nHGopmanmu (TKYHW) u ciocodb ux nepekpoitus. [laccuBrast
6.1 KJTacCU(pUKAIUS 1 001Ias JIK, JIP
W aKTHUBHAS 3alUTa OT YTEUYKN HH(OOPMALINH 110 TEXHUIECKUM KaHAaJIaM.
xapakrepuctuka TKY .
3amuTa nHPopMaIH B TeIePOHHBIX KaHAIAX. 3aIIUTa OT TOOOYHBIX AIMEKTPOMATHUTHBIX
BusyansHble 1 akycTHUECKHE . N
Paszen 6 TexHuueckue KaHaabl yreuku (6.2 CAHALL M3Ty9eHUH 1 HaBOOK. TeXHWYIeCKHe 3aKIa K1 KaK CpeICTBa HeCAaHKIIMOHUpOBaHHOTO chéMa | JIK, JIP
uHpopmarmn MHPOPMAITHIH.
CrocoObl 1 METOIBI IEPEKPHITHS TEXHUISCKUX KAaHAIOB yTeuku nHpopMaruu. TpeOoBaHuUs K
6.3 Crioco0bl 0OHApY)KEHHUS BEIOOPY ¥ 00OPYIOBAHUIO TOMEIIEHHUH JIJIsl aBTOMAaTU3UPOBAHHBIX CHCTEM 00pabOTKH TIK. JIP
’ TKYU. JIAHHBIX 110 YCJIOBHSM 3aIIUTHI OT TEXHUIECKUX KaHAJIOB yTeuku nHpopmanwu. [Torstre ’
KOHTPOJIHPYEMOUN TEPPUTOPHUH.
Paszen 7 TexHUYECKHE CpecTBa 71 OmnpeneneHre u oCHOBHBIE | TexHHYeckue cpeacTBa obecneueHns 3anuTh 00bEKTa: OTpeieeHIe, CHCTeMHAs JIK, JIP

obecreueHnst 6€30MacHOCTH

LEIIN 3aIMUTBI COBPEMCHHBIX

KIaccuukanys, oot ananmm3. TexHIIecKne cpecTBa M CHCTEMBI OXPaHbI.




Bun

Homep HaumenoBanmue pa3gena "
HaumeHnoBaHue TeMbl Conep:xanue TeMbl yueOHoit
pasziesa AUCHHUTIIUHBI "
padoThI
00BEKTOB.
Texnudeckue cpeacTaa TexHn4eckue CpeAcTBa U CUCTEMbI ONO3HaBaHUs Mrofel. TexHuueckue cpeacTBa U CUCTEMBI
00BeKTa. 79 HaOJIIOICHUS ¥ KOHTPOJIS 32 |yIpaBJeHUs JOCTYIIOM Ha TEPPUTOPHIO, B 3aHHS M IOMELICHHsI, K CpefcTBaM 00pabOTKH 1 TIK. TP
' nepeMeIeHHeM JIIoAeH U XpaHeHus nHpopMamu. MeTos! BHIOOpa TEXHUYECKUX CPEJCTB, OOIINE CBEICHUS O PHIHKE ’
MPEMETOB. TEXHUYCCKUX CPEICTB 00eCIeUeHUs OE30MaCHOCTH.
Mertons! unentudukanuy 1 |MeTox naposieid: JOCTOMHCTBA U HelocTaTKu. bruomerpuyeckas ayTeHTH(GUKAIUS 110
8.1 ayTeHTU(UKALIH OTIIEYaTKaM MaJbLEB, palyXHOH 00oouke, rojocy. CriocoObl pa3rpaHUueHHUs 10CTyIa, JIK, JIP
MOJIb30BaTEIeH. METO/Ibl U CPEACTBA X Peanu3alui.
Mertozbl KOHTPOJIS IOCTyHa K Kparkas xapakrepucTuka
Paznen 8 A poA nocty P paKrep MareMaruueckie MOJIeNIN YIIPaBIeH st J0CTyNoM K nHpopmanuu. CyObeKTHO-00bEKTHAs
uHpopmarmn 8.2 COBPEMEHHBIX CPEJCTB JIK, JIP
MOJIEb JOCTYTIA.
pasrpaHMYeHHUs AOCTYyIA.
8.3 [MonnTrka Ge3onacHOCTH M | DJIEKTPOHHBIE KITIOYH, HACHTH()UKALMOHHBIE KapTOUKH, OperoKu. Tumbl kKapTouek: K. TIP
' MOJIe/b JOCTYyIIa. MarHuTtHele, cMapr-Kaptel, RFID. ’
BpenonocHsle 3aknaaku Paspymaroue geiictsust 3axnanok. CucTeMsl pa3rpaHUYCHHs AOCTyIA U 3aIUTa OT
9.1 (B3): onpenenenue, BPEIOHOCHBIX 3aKiIajok. [IpenynpexaeHne 1 MUHUMU3ALUS TOCIEICTBUI BO3AEHCTBHS JIK, JIP
Pa3HOBUIHOCTH. BPEJOHOCHBIX 3aK/IaJI0K.
Kparkast xapakTepuCcTHKa Mep 3aIlUThL: IPaBOBbIC, aIMUHUCTPATHBHBIC 1
Kparkas xapakrepucTuka P P p p 3ail p e P
9.2 OpraHM3alMOHHBIE, araparHo-IporpaMmHusle. KomnbioTepHsie Bupychl: kiaccudukanus o | JIK, JIP
Paznen 9 |BpemoHocHBIE IporpaMmbl Mep 3alLIHUThI
cpene oOuTanusi, criocoly 3apaskeHusl, AeCTPYKTHBHBIM BO3MO>KHOCTSIM.
OCHOBHBIE KaHAJIbI
9.3 pacnpoctpanenus BupycoB u [Cpencrsa 60pb0BbI ¢ BUpyCaMu: KpaTKasi XapaKTepPHCTHKA Oy ISIPHBIX aHTHBUPYCHBIX K. TIP
' JIPYTHX BPEIOHOCHBIX nporpamM. CpeacTBa 3amuThl OT KOMUPOBaHUs. [IprMepbl BpPeTOHOCHBIX MPOTPaMM. ’
IIPOTPaMM.
10.1 Beenenue B Internet u Cnoco0Obl HamaZieHust Ha CETH: MepexBar Tpaduka, HoJMEeHa JaHHBIX, 0TKa3 B 00CITyKUBAaHHH. K. TIP
’ Intranet. 3ammra oT MexceTeBoro nocrymna. OcoOCHHOCTH IS pa3anyHbIX ypoBHE#H monenu [ISO/OSI. ’
DyHKINY MEKXCETEBBIX 3KPAHOB: (DMIBTPALHS TAKETOB, IPOKCUPOBAHUE, TPAHCIISLIUS
TexHOMOruM MeXXCeTeBbIX .
10.2 OKDAHOB aapecoB. @opMmupoBaHUe NOTUTUKU MEKCETEBOTO B3auMoneiicTeus. Kputepuu ouenku JIK, JIP
P ' MEXKCETEBBIX IKPAHOB.
OCHOBBI 6€3011aCHOCTH CETEBBIX
Paznmen 10 TeXHOTOIMH T — CpencrBa obecnieyenust 6e3onacnoctn VPN. 3amyra Ha KaHaJIBHOM M CEAHCOBOM YPOBHSIX.
10.3 P . Iporokonsr PPTP, L2TP, SSL/TLS, SOCKS. 3ammura Ha cereBoM ypoBHe. [IpoTokon JIK, JIP
BUpPTyanbHbIX ceTelt VPN.
IPSEC.
IenTpanu3oBaHHbIH KOHTPOIb. YIPaBIEHHE JOCTYIIOM 110 CXEME OJHOKPATHOTO BXOAA C
Bbe3onacHOCTb ynaneHHOro .
10.4 . aBropuzanyell. TexHonoruu oOHapyxeHus arak. Kinaccudukanus cucreMm oOHapyXeHHS U JIK, JIP
JIOCTYTIA K JIOKaJIbHOM CETH. .
npenorspaitenus arak (IDS/IPS). Yrposs! 1 ys3BUMOCTH GECITPOBOIHBIX CETEH.
Hopmarusnas npaBoBast 6a3za nHpopMamoHHoi 6e3onacHocty. 3akoH PO “O06
uHpopmanyy, THPOPMALMOHHBIX TEXHOJIOTHSX U 0 3amuTe HHdopmarmu”. Bunst n
o —— KaTeropuu MHGOpMaLUHN OrPaHUMIEHHOTO J0CTYIIA: TOCYAAPCTBEHHAs! U IPYTHe BH/bI TAMH.
Oprasu3anuoHHO-IIPaBOBOE Y P 3axoH PD “O rocynapctBenHoil Taitne”, “O komMmepueckoil TaitHe”, “O nepcoHaNbHbIX
OPTaHHU3aIIOHHO-TIPAaBOBBIX v . . e .
Paznmen 11 |oOecmedeHue 3aIuThl 11.1 JaHHBIX”, “O HAIMOHAILHOW IUIATEXKHOM cucteMe”, “O 6e30MaCHOCTH KPUTUICCKOM JIK, JIP

uHpopmarmn

acrekToB HH()OPMaIMOHHON
0€301MacHOCTH.

uHpOpMaIoHHO# nHppacTpykTypsl Poccuiickoit @enepanun’. TocynapcTBeHHas cucrema
JMLICH3UPOBAHUS U CepTU(UKALNHI NEeITEILHOCTH B 00JIaCTH 3alUTH MHpOpMauK. YKa3
[Ipesnnenta PO “O mepax 1o coOIOIEHUIO 3aKOHHOCTH B 00J1acTH pa3paboTKH,
MPOU3BOJICTBA, PeATU3aLMK U SKCILTyaTanuy Mn(ppOBaIbHBIX CPEICTB, a TAKKE




Bun

Homep HaumenoBanmue pa3gena "
HaumeHnoBaHue TeMbl Conep:xanue TeMbl yueOHoit
pa3nea AUCHMITHHBI "
padoThI
IpeloCTaBIeHUs YCIyT B oonacTu mudpoBanus nHpopmanun”. 3akoH PO “O0 anekrpoHHOH
1QpoBoi nmoanucK”. YroJaoBHO- PaBOBOE PETYINPOBAHNE 3aLIUTHI HH(POPMALIUH.
HcTopuueckuii ouepk
pa3BUTHS 3apYyOCIKHBIX I'OCT P NICO/M3K 15408-2002, xak ayTeHTUYIHBIH BapHaHT OOIINX KPUTECPHECB
12.1 CTaHAapTOB 6e3onmacaoctn UT. @yrknmonansable TpeOoBaHUs Oe3omacHOCTH. TpeGoBaHuUs TOBEpHS K JIK
UH(POPMAITUOHHON 6e3onmacaoctu. Crargaptel ISO/IEC 17799: 2002 (BS 7799:2000).
Pasen 12 CrarnapTsl HHGOPMAITMOHHOMN 0€30MacHOCTH.
6e3omacHOCTH Hemeuxue crangaptsl BSI. Crangapts! SysTrust, SCORE, GIAC. Cranaaptsl aiis
CranaapTsl 0 MEHEPKMEHTY . .
N OecnpoBoAHBIX ceTell. OTeuecTBEHHbIE CTaHAaPTHl HHPOPMALMOHHOH 6€3011acHOCTH.
nH(pOpMaOHHON . N .
12.2 6esonacaocti ISO/EC Crannaptsl obecrieueHue HHPOPMAITMOHHON 0€30IMaCHOCTH OpraHu3aluil 0aHKOBCKOM JIK
cuctemsl Poccuiickoit @enepanuu. TOCT P 57580.1-2017 u TOCT P 57580.2 — 2018.
27001-27040. N
Crangapts! nH(popManmonHo# 6e3onacHoctr B MuTepuere (IETF, RFC).
13.1 Hasnauenue n obmias Jo6poBonbHas ceprudukanust. O0si3aTeIbHOE TOATBEPKACHHE COOTBETCTBUSI. TIK
Cepru¢ukamnys u aTTecTarys B ) XapaKTepUCTHKA. [HexnapupoBanue coorBercTBus. O0s3arenbHas cepTiuduKkays.
Pasnen 13 |obnactu nHbOpMaMOHHOM [IpoBenenue [IpuHIUIBI TPOBEACHUS UCIBITAHUN, TOKYMCHTBI CEPTH(QHUKAUOHHBIX UCTIBITAHUH.
0€30MacHOCTH 13.2 cepTH(UKAIMOHHBIX Ceprudukanys npoayKLUuH, BBO3UMOK U3-3a rpanunbl PO. Ceprudukanms na coorsercreue | JIK, JIP
UCIBITAaHUN TpeboBaHMsIM UH(DOPMAIMOHHON Oe30nacHOCTH. ATTeCTalust 00bEKTOB HH(POpMATH3AIHH.

* - zanonHsiercst Tonbko o OYHOU dopme o6yuenus: JIK — nexum; JIP — maboparopusie padotsl; C3 — npakTHuecKre/CeMUHAPCKHE 3aHATHSL.




6. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYHEHUE JUCIHHUIIVINHBI

Tabnuya 6.1. Mamepuanoho-mexnuyeckoe obecneuerue OUCYUNIUHBL

Crnenuaau3upoBaHHoe
y4yeOHOe/1adopaTopHOe 000pyI0BaHHE,
IO n maTepuaJibl 171 0CBOCHUS
AUCHMIUINHBI (IPH HE00X0IMMOCTH)

Tun ayiuropuu OcHaleHue ayTuTopuu

Aynutopus A71sl IPOBEIEHHS 3aHATHH JTEKIIMOHHOTO
THUIIA, OCHAIIIEHHAs] KOMIUIEKTOM
JlexunonHas CIeLMAIM3UPOBAHHOI MeOeIH; TO0CKOit (3KpaHoM) U
TEXHUYECKUMU CPEICTBAMU MYyIbTUMETNA
Ipe3eHTalHH.

KommnbrotepHbiii Ki1ace uist MpOBEASHUS 3aHATHIA,
TPYIIIOBBIX U HHIWBHUYAIBHBIX KOHCYIBTAIINH,

TEKYIIEro KOHTPOJISI U IPOMEKYTOUHON arTecTalu,
KommnbrotepHsiii kitacc OCHAIIICHHAS MTEPCOHATBHBIMHI KOMIBIOTEPAMHU (B
KosmdecTBe 14 1T.), 10CKOH (IKpaHOM) U
TEXHUYCCKUMU CPEIICTBAMU MYJIbTUMEIUA
Ipe3eHTalMH.

Ayauropust JuIsi CaMOCTOSITEbHON paboThI
oOyuaronuxcst (MOXKET UCTIONb30BATHCS IS
NPOBE/ICHUS CEMUHAPCKUX 3aHATHH U KOHCYJIbTaluii),
OCHAILIEHHAsi KOMITJIEKTOM CIIEeLHaIM3UPOBAHHOM
MeOenu u komnbloTepamu ¢ goctyrnom B SUOC.

Jms  caMoCTosITeIbHOM
paboTHI

* - ayquTOpUS ISl CAaMOCTOSITEIFHOM padoTs! oOydaronmxcs ykassiBaetcst OBSI3ATEJIBHO!
7. YHEBHO-METOAUYECKOE U HTHOOPMALIMOHHOE OBECIIEYEHHUE JUCHUITJINHbI

OcHogHas numepamypa:

1. Mamok A.A., [Tazuzun C.B., [Toroxxun H.C. BBenenue B 3ammurty nHbOpMaIiu B
aBTOMAaTU3UPOBaHHBIX cucTeMax — M.: [opsauas nuaus-tenexkom, 2001r.,-148 c.

2. benos E.b., Jlocs B.I1., Memepsikos P.B., lllexymanoB A.A. OcHOBBI HH(OPMAITMOHHON
6e3onacHoCcTH. YueOHoe mocobue /it By3oB, M.: [opstuast muaus — Tenexom, 2006. - 544 c.

3. Tuxonos B.A., Paiix B.B. Undopmarmonnas 6e30macHOCTh: KOHIICTITYaIbHbIC, PABOBEIE,
OpraHU3aIMOHHBIC U TEXHUUECKHUE acneKThl: yuel. mocodue. — M.: ['enmroc APB, 2006.- 528 cTp.

4. llanerun B.®. Mudopmarmonnast 6€30mMacHOCTh KOMITBIOTEPHBIX CUCTEM U ceTeid: yueOH. [Tocobue .-
M.: U1 «®OPYM»: UHDPA-M,2008.-416 c.

5. Moore T., Pym D., Ioannidis C., Economics of Information Security and Privacy, Springer, 2010, - 320

6. O6ecrnieuenue nHGoOpMaIMOHHOM O6e3omacHocTH OusHeca, [Tox pen. Kypuno A.Il., Ansninna
[TaGmumeps, 2011, - 392 c.

7. bounapes B.B. Beenenue B nundopmaimoHHyro 6€30macHOCTh aBTOMAaTH3UPOBAHHBIX CUCTEM (2-¢€
nznanue). — M.: MI'TY um. H.D. Baymana. 2018. — 252¢

8. Opranu3aimoHHO-TIpaBoBoe obecrneueHrne HH(HOPMAITMOHHONW 0€30MTaCHOCTH. TIOJT peakiueii A.A.
AunexcannpoBa, M.II. CeiueBa — M.: MI'TY um. H.O. baymana. 2018. — 292c.

9. Mamok A.A. OCHOBBI MOTUTHKA O€30MACHOCTH KPUTUIECKUX CUCTEM MH(POPMAITMOHHOM
uHppacTpykTypsl. — M.: Topsiuas munus — tenexom, 2018. — 314c¢

Hononnumenvnas aumepamypa:

1. Topokun A.A. OCHOBBI HH)KEHEPHO-TEXHUYECKOM 3amuThl nHGopmammu. — M.: Ock-89, 1998.-336 c.

2. HesstauH I1.H., Muxansckuii O.0., [IpaBuxos JI.1., lllep6akoB A.1O., TeopeTndeckre 0CHOBBI
KOMITbIOTEpHOM Oe3omacHocTu, — M: Paano u cBs3e, 2000. -192 c.

3. [Tapun B.A., Ky3emun A.C., CmupHoB C.H. be3omacHocTs 3nekrporHoro 6uszneca. — M.: ['enmnoc APB,
2002. -432 c.

4. CupiTHukoB A.A. JIutiensupoBanue u ceptudukamus B ooaactu 3anuTsel nHGopmarmu. — M.: ['enroc
APB, 2003.- 192 c.




5. Co6oner A.H., KupumioB B.M. ®usznueckne 0CHOBBI TEXHUYECKUX CPEICTB 00eCIeUeHHS
uH(pOpMaIMOHHON O6e30nmacHocTH: Y4yeOHoe nocodue. — M.: I'ennoc APB, 2004.- 144 c.

6. CtpenbiioB A.A. [IpaBoBoe obecrieuenre nHGOpMAIMOHHON Oe3omacHoCcTH Poccun: TeopeTuiecKue u
METOIOJI0THYCCKHE OCHOBEI. — MuHCcK.: BEJIJIIT®OH/I, 2005.-304 c.

7. Wlymckuit A.A., enynanoB A.A. CucteMHBbIi aHanU3 B 3amuTe HHpopManuu: Yuebd. nocodue. — M.
I'emnoc APB, 2005.- 224 c.

8. Cemxun C.H., bemsixo 2.B., I'pedenes C.B., Kozauok B.. OCHOBBI OpraHnU3aIiMOHHOTO 00€CTICUeHUS
nHpopMaImoHHOU Oe30macHOCTH 00BeKTOB HH(pOopMaTu3aluu: Yuebd. mocooue. — M.: T'enmnoc APB, 2005.-
192 c.

9. AcraxoB A. HckyccTBo yrpasineHus nHpopmannonusiMu puckamu. — M.: JIMK Ilpecc, 2010. - 312 c.
Pecypcor unghopmayuonno-menekommyHukayuonou cemu « Mumepremy:

1. 9bC PYIH u croponnue DbC, Kk KOTOPbIM CTYI€HThl YHUBEPCUTETA UMEIOT IOCTYIT HA OCHOBAaHUHU
3aKJIIOYEHHBIX IOTOBOPOB

- Dnekrponno-6ubnuoreunas cucrema PYJ/IH — OBC PY/IH http://lib.rudn.ru/MegaPro/Web
- OBC «YHuBepcuteTckas 6ubmnoTeka onnan» http://www.biblioclub.ru
- OBC HOpaiit http://www.biblio-online.ru
- OBC «KoHcynbranT cTynentay www.studentlibrary.ru
- ObC «Tpounkuii MocT»
2. ba3bl JaHHBIX ¥ IOUCKOBBIE CUCTEMBI
- QIIEKTPOHHBIN (OH/I TPABOBOM M HOPMATUBHO-TEXHUYECKOH JoKyMeHTaruu http://docs.cntd.ru/
- mouckoBas cuctema Anzaexc https://www.yandex.ru/
- mouckoBas cuctema Google https://www.google.ru/
- pedeparuBnas 6a3a manasix SCOPUS http://www.elsevierscience.ru/products/scopus/

Yuebno-memoouueckue mamepuanvt 0jisi CAMOCMOAMENLHOU pabombsl 00YUAOWUXCSA NPU OCBOECHUU
OUCYUNTUHBL/ MO0V

1. Kypc nexuuit mo nucruminae «OcHOBBI HHPOPMAIIMOHHON 0€30IacCHOCTH U KHOEPYCTOHUNBOCTIY.

* - Bce yueOHO-METOANYECKHE MaTepHaIbl ISl CAMOCTOSITENBEHOM paboThl 00yJaIONIMXCs pa3MENIaloTcsl B COOTBETCTBUH C JEHCTBYIOIIIM
MOPSAAKOM Ha cTpanune guciuiuinael B TYUC!
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