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1. EJIb OCBOEHMA JUCIIUITJIMHbI

JucuuiuimHa «OKOHOMHUKAa «YMHOrO ropoja» U obecriedeHne Oe30MmacHOCTH — ee
(GYHKIIMOHUPOBAHMS» BXOAUT B IMporpaMmy OakanaBpuata «KubepOe30macHOCTh B IKOHOMHUKE)
no Hampasienuto 38.03.05 «busnec-undopmaTtukay W U3ydaeTrcs B 5 cemectpe 3 Kypca.
Hucuumnuny peanusyet Kadenpa pernoHanbHo 3KOHOMUKY U Teorpaduu. JMcuuImHa cocTOUT
u3 4 pa3genoB u 11 Tem u HampaBieHa Ha U3yYEHUE TEOPETUYECKUX U MPUKIAIHBIX aCHEKTOB
peain3aluy MPOEeKTOB B 00JaCTU MPOJIBUKEHUS YMHOM TOPOJCKOI Cpelbl, pOJIU TOCyaapcTBa U
Ou3Heca B COIMAIBHO-PKOHOMUYECKOM Pa3BUTUU YpOAHU3UPOBAHHBIX TeppuTopuii B Poccuu u 3a
pyoexom.

HGHBIO OCBOCHHUA OUCHUIIJIMHBI SABJISACTCA HN3YUYCHHUC TCOPCTUUCCKUX MW MPUKIAIHBIX
aCMeKTOB pealn3alli IMPOEKTOB B O0JIACTH MPOJABIKEHUS YMHOW TOPOJICKOHM cpeabl, poJiu
rocyJapcTBa 1 OM3HECa B COIMAIbHO-3KOHOMUYECKOM Pa3BUTUN YpOAHHU3UPOBAHHBIX TEPPUTOPUI
B Poccun u 3a pyoexom.

2. TPEBOBAHUAA K PE3YJIBTATAM OCBOEHUSA JUCIUIIJINHbI
OcBoeHMe TUCHMITIMHBI « DKOHOMUKA «YMHOr0 ropoja» U obecriedeHne 0e30MacHOCTH ee
(YHKIMOHMPOBAHUS»  HANpaBIeHO HAa (QOPMHPOBaHWE y OOYYarOIIUXCA  CIEIYIOIIUX

KOMITCTCHITMH (4aCTH KOMITCTCHIIHH ):

Tabnuya 2.1. Ilepeuenv komnemenyuil, Gopmupyemvlx y 00yHarOWUXcs Npu 0C80eHUU
OUCYUNTUHDBL (Pe3YIbMaAmbl 0C80EHUS OUCYUNTUHDL)

HNHankaTopsl J0CTHKEHHS] KOMIETEHIIMT

Hugp Komnerenuus o
(B pamMKax JaHHOW JTHUCIUILIIHEI)

VYK-10.1 3HaeT OCHOBHBIE OHATHUS COLUAIBLHO-YKOHOMUUYECKUX

HayK U TIpaBUJIA IPUHATHS PEIICHUH B Pa3IMYHBIX 00IACTIX
CriocobeH npuHIMaTh JKU3HEACATCIIBHOCTH,

obocHoBaHHEIe SKoHOMHIYeckre |YK-10.2 YMeeT 000CHOBBIBATH M IPUMEHSITH OCHOBHEIC

PEIIeHHS B Pa3IMIHBIX 00JIACTAX |MOJO0KECHHUS M METOIBI COI[MATbHO-3KOHOMUYECKHAX HAYK IS
JKHU3HEESI TENILHOCTH MIPUHSITHS PEIICHUN B Pa3INYHBIX 00IACTAX KU3HEIEATENbHOCTH,

YK-10.3 Brageer MeTofaMu [T MPUHATHS SKOHOMHYECKUX

pelIeHN B Pa3InYHBIX 00JACTSAX KU3HEEATENbHOCTH,

YK-10

ITK-5.1 3HaeT MeTO/IbI OPraHU3AINH YIIPABICHUS
KrOep0e30MacHOCThIO MPEANPHUATHI U UHBIX IKOHOMHUYECKHUX
CHCTEM;
[1K-5.2 3naet 0cHOBBI HOPMATHUBHO-TIPABOBOT'0 PErYJIUPOBAHUS B
P® 1 uHBIX cTpaHax B 00JIaCTH 3aMIUTH HHPOPMALINH;
[IK-5.3 YMmeeT npuMeHsTh METO/IBI YIIpaBJICHUS
KnOepOe30MacHOCThIO IPEANPUSATHI U HHBIX SKOHOMHUYECKHX
BrnaneeTr HaBbIKAMM OpraHU3ALUU |CUCTEM;
YIPaBJICHUA I1K-5.4 YMeer ncnoss30BaTh HOPMATHBHO-TIPABOBYIO 0a3y P® u

IK-5 krOep06e30MacHOCThIO WHBIX CTpaH B 00J1aCTH 3alTUTHI MHPOPMAITUH B TIPOIIECCe

MPEANPHUSITHN ¥ HHBIX yrpaBieHus KuOepOe30macHOCThIO MPEPUATHI U MHBIX
9KOHOMHYECKUX CHCTEM SKOHOMHYECKHUX CHCTEM;
IIK-5.5 Biageer HaBbIKKaMU OpraHU3aliuy yIPaBJICHUS
KnOep0Oe30MacHOCTRIO MPEANPUSATHN H HHBIX YKOHOMHYECKIX
CHCTEM;
I1K-5.6 BnaneeTr HaBbIKaMU IPUMEHEHUS HOPMAaTUBHO-IIPABOBOM
6a3p1 PO 1 uHBIX cTpaH B 001aCTH 3aIUTHl HHpOpMaNny B
nporecce yIpaslieHHs] KHOepOe30ImacHOCThIO MPEANPHITHIA U HHBIX
9KOHOMHUECKUX CHCTEM;

3. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OII BO




JucuuiuinHa «JKOHOMUKAa «YMHOro ropoja» M obecriedeHne ©Oe30macHOCTH — ee
(O YHKIIMOHUPOBAHUS» OTHOCHTCS K OJIOKY TO BBIOOpPY OJloka 0Opa3oBaTeIbHON MPOTrpaMMBI
BBICILIET0 00pa30BaHUS.

B pamkax oOpa3oBaresbHOM HpOrpaMMbl BbICHIETO OOpa30BaHUS OOydaIONIMECs TaKKe
OCBaWBAIOT JIpYI'HME JWCHUIUIMHBI ~W/WIA  TPAKTUKH, CIIOCOOCTBYIOIIUE  JIOCTHKCHHUIO
3aIJTAHUPOBAHHBIX PE3YJIBTATOB OCBOCHHS TUCIHUIUIMHBI «JKOHOMHKA «YMHOTO TOpOJa» u
obecrieueHre 6€30MacCHOCTH €€ (PYHKITMOHUPOBAHUS Y.

Tabauya 3.1. Ilepeuenv xomnonenmos QOII BO, cnocobcmsyrouux 00CMUICEHUIO
3aNnaIAHUPOBAHHBIX PE3YTbMAMOE8 0CE0EHUSL OUCYUNTUHDBL

IIpepmecrByromue Ilocaenyromue
Mndp Haumenonanue uncﬁlﬁmnﬂm;’MoI;ynu, nncunnnnill}ll,l/;anouynn,
KOMIIeTeHIIUH % *
NMPAKTHKH NMPAKTHKH
IIpoexTHas npakTuka
(monmy4yeHne HaBBHIKOB
OpraHU3aIOHHO-
YIPaBIECHUYECKOU U
HCCIIeA0BATEIbCKON
JeATEIIBHOCTN);
Cnoco6eH npuHIMATh [IpenounnomHas MpaKkTHUKa;
000CHOBaHHBIE MHKpPO3KOHOMUKA; PeraKN HHOOPMAIIMOHHO-
YK-10 SKOHOMHMUYECKHUE PELICHUS B Maxkpo3KOHOMHKA; KOMMYHUKAI[HOHHBIX
Pa3IUYHBIX 00JIaCTIX TexHosoruit u Munycrpus 4.0;
JKU3HENICATEIbHOCTH MupoBast 5KOHOMHKA,;
HckyccTBEHHBIN UHTEIIEKT B
ouzHece;

®dunancoBas 0€30MacHOCTE;
Seminar-Discussion on
Business Informatics;

[IpoekTHas mpakTHUKa
(TorydeHne HaBBIKOB
OpTaHU3aAIMOHHO-
yIpaBJIeHYSCKOH H
HCCIIeIOBATEIHCKON
JIESITENTHHOCTH);
IIpenaunioMHas NpakTUKa;
Hudposas tpanchopmanus
r100aabHOM S5KOHOMHKH;
Kubepnonuruka B
MEXKTyHAPOIHBIX
SKOHOMHYECKUX OTHOIICHHUSX;
AHanm3 U moka3aTenu

3¢ peKTuBHOCTH
KHOEepOEe30MacHOCTH
MIPEIPUATHS,
HckyccTBEHHBIN HHTEIUIEKT U
KnOepOe30nacHOCTh;
Kubepbe3omacHoCTh
TUTATEKHBIX CHCTEM;
TexHonoruu
pacrpeielIeHHOTO peecTpa
Blockchain;

®duHaHCOBasi 0€30IaCHOCTE;
[IpakTukym no
KnbepOe30IacHOCTH
MIPEIPUATHS,

BrnaneeT HaBbIKaMH
OpTraHU3aIUH YIIPABICHU
IK-5 KHOEepOE30MaCHOCTRIO

MPEINPUITHI ¥ WHBIX
9KOHOMHYECKUX CHCTEM




* - 3aIIOJIHAETCS B COOTBETCTBUH ¢ MaTpuiei kommereHui u CYIT OIT BO
** - 3JICKTUBHBIC TUCIUIUINHBI /TIPAKTHKH



4. OFbEM JUCHUILIVNHBI U BUJIbI YYEBHOM PABOTHI

OOmiast TpyJOEMKOCTh TUCIHMILIMHBI « DKOHOMUKA «YMHOTO TOpojaa» M oOecriedeHrne 0e30MacHOCTH €€ (PYHKIIMOHUPOBAHUS» COCTABISET «3%
3a4ETHBIC CIMHHUIIBI.

Tabauya 4.1. Buowvl yuebHol pabomvi no nepuooam 0C80eHUs 00pA308AMENbHOU NPOSPAMMbL 8bICUIE20 00PA3068aHU 0Nl OYHOU Gopmbl
00yuenus.

Bun yueOHoii padoThI BCETIO, ak.u. CEMecST pCB)
Konumaxmmnas paboma, ax.u. 36 36
Jlekiuu (JIK) 18 18
Jla6opartopHsie pabotsl (JIP) 0 0
IMpaktuueckue/cemunapckue 3ansatus (C3) 18 18
Camocmosmenvras paboma oby4arowuxcs, ax.u. 72 72
Koumponw (sx3amen/3auem c oyenkou), ax.u. 0 0
OO01mIasi TPYT0EMKOCTh THCIHILTAHBI aK.v. 108 108
3a4.e. 3 3




5. COAEPKAHUE JUCIUITVINHBI

Tabauya 5. 1. Cooepoicanue oucyuniunsvt (MOOYis) no 8udam y4ebHou pabomol

Bun
Homep | HammeHnoBaHue pasnena .
Conep:xanue pasaesa (TeMbl) yueOHOM
pa3nena AVCHUTILTAHBI .
padoThI
11 O3HaKOMJICHHE C KYPCOM M TPeOOBaHUSIMU. C3
l'opona B HOCTHHTyCTPUATIBHOM MHpE:
CoBpeMeHHBIE TPEHIBI 1.2 SKOHOMHYECKHE, COLUAIbHBIC U AeMOorpapuiecKue JIK
Paznen 1 |pa3BuTHS TOPOICKOM C/IBUTH.
cpezbl HoBble TeHieHIIMY B yIIPaBJIEHUH TOPOJAMH: OT
13 HeoJrOepanIbHbIX MOAXO00B O TAKTUYECKOTO C3
ypbaHu3Ma.
[Toaxonp! K ONpeeNeHnIo YMHOTO TOpo/ia U ero
21 tunonorud. Hudposas Tpancdopmarust JIK
Paszen 2 VMHBI TOPOL: TEOPHS U TOPOJICKOTO XO3sHCTBa
MIPaKTHKA yIIPaBICHHUA 29 CrparerupoBaHue CMapTH3aIMN: OCHOBHBIC 3
' JOKYMEHTHI M MEXaHU3MBI OI0/PKCTHPOBAHUS
2.3 YwMmHBIE ropofa 3a pyoexoM u B Poccnn C3
31 ObecnieueHne 0€30MaCHOCTH TOPOJICKHX 3
Paszen 3 BbezomacHOCTh B yMHBIX ' Ty OJIMYHBIX CHCTEM: METOJ KEHCOB
roponax 3 ObecrnieueHne KnOEPOE30MACHOCTH MPEATIPUATHI U K
' TOpPOXaH B ropoJiax Oyaymero
a1 VYnpasneHue pucKaMH U COLMaIbHAS HH)KEHEPHS B 3
' MHBIX TOpoJiax (IIPaKTHKOOPUEHTHPOBAHHAS HIpa
[epcriekTHBBI pa3BUTHS s P (p P P Ipa)
. M KopnopaTtuBHas corpanbHas OTBETCTBEHHOCTH [ T-
Paznen 4 | yMHOM ropoackoil cpens! B 4.2 . JIK
KOMITaHUH U CIICIMAJINCTOB
KOHTEKCTe 0e30MacHOCTH
43 «XaKHYTb» TOPO»: CIICIHAIHCTHI B IOUCKE 3
' ySI3BUMOCTEM

* - 3anonasercs Toiapko o OUHOM dhopme odyuenwust: JIK — aexyuu, JIP — rabopamopnsie pabomoi; C3 —
npaKmuiecKue/CeMunapcrue 3aHsamusl.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUME JUCHUIIJINHBI

Tabnuya 6.1. MamepuaneHo-mexnuueckoe obecneuerue OUCYUNIUHbL

Tun aynuropuu

OcHamenue ayiuropuu

Crnenmnanu3npoBaHHOe
yueOHOe/J1adopaTopHoe
o0opynoBanme, I1O u
MaTepHuabl 1J1s1 0CBOCHHA
AMCUMILINHBI
(mpu HeOOXOAUMOCTH)

Aynutopus sl IPOBEICHUS 3aHATUI
JIGKITMOHHOTO THUIIa, OCHAIIICHHAS

Kommerotep/HOyTOYK C
noctynom cetu MHTEpHET
1 AJIEKTPOHHO-

JlexumonHas KOMILIEKTOM CTICIIHAIM3UPOBAHHON MeOen; | 00pa3oBaTeIbHOU Ccpeie
JIOCKOU (KpPaHOM) U TEXHUUYECKUMU YHuuBepcurera, 6paysep,
CpPEeACTBAMHU MYJIbTUMEINA TPE3CHTAIIUIN. ITO nna mpocmotpa PDF,
MS Teams unu aHanor.
AynuTtopus Ui IPOBENCHUS 3aHATHI
YAMTOPHA JULA TP Komnerorep/HOyTOYK C©
CEMHUHAPCKOI0 TUIIA, TPYNIOBBIX U
o noctynoM cetu MuTepHer
WHJIMBUIYATBHBIX KOHCYJIBTAINH, TEKYIIETO
. 1 DJIEKTPOHHO-
KOHTPOJISI U POMEXKYTOUYHOU aTTECTallUH, .
Cemunapckas o0Opa3oBaTeNbHOH cpefie

OCHAILICHHAs] KOMIIJIEKTOM
CreMANIU3UPOBaHHON MeOenu U
TEXHUYECKUMU CPEICTBAMHU MYJIbTHMEINA
IIPE3CHTALMMN.

YHuusepcurera, 6paysep,
I1O nns mpocmotpa PDF,
MS Teams nnu aHanor.




Kommbrorep/HOyTOYK C

AyauTopus Ij1s CaMOCTOSITCIbHOM PaOOThI
o P noctynom ceru MHTEpHET

O6yLIaI-OH_II/IXCH (MO)KGT HCIIOJIBb30BAaTHCA IJIA

Hns . Y 3JIEKTPOHHO-
. | MpoBeIeHUs] CEMUHAPCKUX 3aHSATUH U .
CaMOCTOSITEIILHOM . 00pa3oBaTeNbHOM cpefe
KOHCYJIbTaINi1), OCHAILIIEHHAs! KOMILIEKTOM
paboThI YHuepcurera, 6paysep,

CHEeIMATM3UPOBAHHON MeOeH 1

KOMIIbIoTepaMu ¢ goctynom B DUOC. [10 st mpoemotpa PDF,

MS Teams uiu agaJor.

* - ayauTOpUs I CaMOCTOSATENFHON paboThl oO0yuatontixcs ykaspiBaercs OBA3SATEJIBHO!

7. YHEBHO-METOJUYECKOE U TH®OPMAIIMOHHOE OBECHIEYEHHUE JUCHUITIJIMHBI

OcHosHas numepamypa.

1. CyBopoga, I'. M. HUnudopmarmonHas 6e30macHOCTb : ydeOHOoe mocodue i By30B /I,
M. CyBopoBa. — Mocksa : M3narensctBo HOpaiit, 2021. — 253 c. https://urait.ru/bcode/467370

2. [lonos, E. B. Ymusie ropona : monorpadus / E. B. [Tonos, K. A. CemsiukoB. —
Mocksa: U3natenberBo FOpaiit, 2024. — 346 ¢. — (AktyanbHble MOHOTpadun). — ISBN 978-
5-534-13732-3. https://urait.ru/book/umnye-goroda-543989

3. I'onosenunk I'., Kpacko I'., Mapuna I'. [IpoGsieMbl kubep6e30macHOCTH YMHBIX
roponioB //Hayka u unnoBanuu. — 2020. — Ne. 12 (214). — C. 51-57. [ DnexTpoHHBII pecypc]
URL.: https://cyberleninka.ru/article/n/problemy-kiberbezopasnosti-umnyh-gorodov

4. Chen D., Wawrzynski P., Lv Z. Cyber security in smart cities: a review of deep
learning-based applications and case studies //Sustainable Cities and Society. — 2021. — T. 66. —
C. 102655. [Onexrponnsiii pecypc] URL:
https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=9303356

5. Doku R., Rawat D. B. Big data in cybersecurity for smart city applications //Smart
cities cybersecurity and privacy. — Elsevier, 2019. — C. 103-112.

6. Hollands R. G. Will the real smart city please stand up?: Intelligent, progressive or
entrepreneurial? //The Routledge Companion to Smart Cities. — Routledge, 2008. — C. 179-199.
[DnexTponnsiit pecypc] URL: http://labos.ulg.ac.be/smart-city/wp-
content/uploads/sites/12/2017/03/Lecture-MODULE-3-2008-Will-the-real-smart-city-please-
stand-up-Hollands.pdf

7. TaYHCeH)I 3. YMHEIE ropoja: 0O0bIIIE AAaHHBIC, T'PAKAAHCKUC XaKEPBI U ITIOUCKU
HoBo# yronuu U3n-so Uuctutyra [Naiinapa, 2019. — 403 c.

Jlononanumenvuasn aumepamypa:

1. Andrade R. O. et al. A comprehensive study of the 10T cybersecurity in smart cities
I/IEEE Access. — 2020. — T. 8. — C. 228922-228941.

2. Alibasic A. et al. Cybersecurity for smart cities: A brief review //International
Workshop on Data Analytics for Renewable Energy Integration. — Springer, Cham, 2016. — C.
22-30.

3. Mijwil M. M. et al. Cybersecurity Challenges in Smart Cities: An Overview and Future
Prospects //Mesopotamian journal of cybersecurity. — 2022. — T. 2022. — C. 1-4.

4. Andrade R. O. et al. A comprehensive study of the 10T cybersecurity in smart cities
IIIEEE Access. —2020. — T. 8. — C. 228922-228941.

5. Verhulsdonck G. et al. Smart Cities, Playable Cities, and Cybersecurity: A Systematic
Review //International Journal of Human—Computer Interaction. — 2021. — C. 1-13.

6. I'neitzep O. «Tpuymd ropona. Kak Hame Benuuaiiiiee n3o0peTeHue 1enaet Hac
Oorave, yMHee, DKOJIOTHYHEE, 37]0poBee U cuactiauBee / M.: M3naTenscTBO mHCTHTYTA [ aiinapa,
2015. -432 c.

Pecypcor ungpopmayuonno-menekommynuxayuonuou cemu « Mumepremy»:

1. ObC PY1H u croponnne ObC, Kk KOTOPBIM CTYI€HTHl YHUBEPCUTETA UMEIOT TOCTYII

Ha OCHOBAHHWH 3aKIIFOYCHHBIX TOT'OBOPOB
- DnekTponHo-6ubmnoreunas cucrtema PY/IH — ObC PYIH
https://mega.rudn.ru/MegaPro/Web




- OBC «YHuBepcurerckas Oubauorexa onnan» http://www.biblioclub.ru

- OBC IOpaiit http://www.biblio-online.ru

- OBC «KoncynbraHT cTryfentay www.studentlibrary.ru

- OBbC «3nannym» https://znanium.ru/

2. ba3bl JaHHBIX U TOMCKOBBIE CHCTEMBI

- Sage https://journals.sagepub.com/

- Springer Nature Link https://link.springer.com/

- Wiley Journal Database https://onlinelibrary.wiley.com/

- Haykomerpuueckas 6a3a nanusix Lens.org https://www.lens.org
Yuebno-memoouueckue mamepuanvt 0 camoCmosmenbHou pabomol 0OVUAOWUXC NPU
0CB80EHUU OUCYUNTUHBL/MOOYIS*:

1. Kypc neknuii mo AuCuIuimae « JKOHOMHKA «Y MHOTO TOPOJIa» B 00eCIIeYCHUE
0€301acCHOCTH €€ (PYHKITMOHUPOBAHHSI.

* - Bce yueOHO-METOANYECKHE MaTepHallbl Uil CaMOCTOATENbHOM paboThl 00ydaromuxcs
pa3MenarTcsl B COOTBETCTBUHM € JEMCTBYIOUM NOPsAKOM Ha cTpanule aucuuiuinasl B TYHUC!



PABPABOTYMUK:

ACCHUCTEHT Kadeapsl
PEruoOHaIbHON SKOHOMUKH U

benseBa Anuca

reorpadun MuxaiinoBHa
Jonoxcnocms, BYIT Tloonuce Damunus 1. 0.
PYKOBOJIUTEJIb BYII:
3aBenyromuii kadeapoit
pPEruoHaIbHON SKOHOMUKH U XonuHa Beponuka
reorpaguun Hukonaepna
Honocnocmo BYIT Ioonuce Damunus U.0.
PYKOBO/JUTEJIb OII BO:
3aBenytomuii kadeapoit Teopun
BEPOSITHOCTEU U CamyitnoB Koncrantun
kubepbe3onacHoCcTr EBrenneBud
Honxcnocmo, BYTT Ioonuce Damunus U.0.



