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1. EJIb OCBOEHMA JUCIIUITJIMHbI

JucuuiuimHa «KpunTojgoruss W mOpakTHKAa [MHQPOBaHHUA» BXOJUT B  HPOTpaMMy
MarucTpaTypsl «AHanM3 OOJIBIIMX JAHHBIX M TEXHOJOIMM 3alUThl HMH(OpManuu» 1o
HanpasiieHuto 27.04.04 «YpaBneHrue B TEXHUUECKUX CUCTEMAX» U U3ydaercs Bo 2, 3 cemecTpax
1, 2 xypcoB. Aucuumnuny peanusyer Kadenpa mexanuku v nporecco ynpasieHus. Jucuuninna
COCTOMT W3 6 pasznmenoB W 21 Tema M HampaBiieHa Ha H3ydeHHE (yHIaMEHTaJIbHBIX OCHOB
peanu3anuy KpUNTOrpaguuecKuX M HHBIX, CBS3aHHBIX C O€30MaCHOCTBIO, (DYHKIMOHAJIBHBIX
Bo3MoOkHOCTeH B mpuiiokeHusXx .NET; pa30op OCHOBHBIX METOJIOB PELICHHS THIIOBBIX 331ad H
3HAaKOMCTBO C 00J1aCThIO0 UX IPUMEHEHHS B IPOPECCUOHATBHOMN 1€ TENBHOCTH.

Llenpt0 OCBOEHUS AWUCHUIUIMHBI sBIsieTcss (hopMupoBaHHe (PyHIaMEHTAIbHBIX 3HAHUN U
HaBBIKOB IIPUMEHEHMsI METOJOB pELICHMs 3ajady, HeOoOXOAMMBIX Uil HpodecCHOHATBLHON
JeSTeIbHOCTH, MMOBBIIICHNE 00LIeT0 YpOBHS HU(POBOI TPAMOTHOCTH CTYAEHTOB, YTOOBI HAYYUTh
UX MPUMEHATH Ha MPaKTUKE KpUnrTorpapuiyeckue Bo3MoxHocTH cpelsl .NET.

2. TPEBOBAHMA K PE3YJIbTATAM OCBOEHMA JUCIHUITJIMHDbI

OcBoenne aucuuiuiiHel «Kpunronorus M mpakTHKa HIHQPOBaHUS» HANPABICHO Ha
(bopmupoBaHre y 00yJarOIIUXCS CIEAYIONIMX KOMIIETCHIIUHN (YaCTH KOMITETEHIINN ):

Tabnuya 2.1. Ilepeuenv komnemenyutl, Gopmupyemvix y 00yYAOWUXC NPU O0CBOCHUU
OUCYUNTIUHBL (Pe3VTbmambvl 0C80EHUS OUCYUNTUHDL)

I/IHZ[I/IKaTOp])I JOCTHIKCHUS KOMIICTCHIUHN

Iudp Komnerennus N
(B paMKax JaHHOMW NHUCUMUTUIMHBI)

OIIK-4.1 3naeT 0CHOBHBIE MATEMATHUUECKHIE METOIBI
MPUMEHSIEMBIC TS OLICHKHU 3()(HEKTUBHOCTH PE3yIbTATOB CUCTEM

Croco0€eH OCYILIECTBIATE OLIEHK
Y y yIpaBJICHUS;;

3 PEeKTUBHOCTH PE3YNIHTATOB

OIIK-4 OIIK-4.2 YMmeeT npuMeHsITh MaTeMaTHYeCKHUEe METOBI IJIsl OLIEHKH
pa3paboTKU CUCTEM YIPaBICHUS
3¢ GEKTUBHOCTH PE3YJIbTATOB CHCTEM YIIPABJICHUS;;
MaTeMaTHYECKUMH METOIAMU
OIIK-4.3 Bnageer meToamMu A5l IPOBEACHUS OLIEHKU
3(h(HhEeKTUBHOCTH Pe3yIbTATOB CUCTEM YITPABICHHUSL. ;
[IK-2.1 3Haet coBpeMeHHbIE TEOPETUUECKUE U
SKCIIEPUMEHTAIBHBIC METOBI, IIPHMEHSIEMBIE TS Pa3padoTKH
Crioco0OeH MPUMEHSATh METOIBI U .
TEXHOJIOTHH 3alTUTHl HHPOPMAIIUU H ITPOIECCOB
TEXHOJIOTUH 3aIUTHI .
po¢eCCUOHANBHON JeSITEIbHOCTH;;
WHPOPMALIUH [T PEIICHUS 3a1ad
[IK-2.2 Ymeer ompenensats 3¢ HEeKTUBHOCTH MPUMEHSIEMBIX
yIpaBiIeHUS IPOSKTaMH B o
T1IK-2 METOJIOB JIJIsl pa3pa0O0TKK TEXHOJIOTHH 3aUThl HHHOPMALIUU U

o61acTi HH(OPMAITMOHHBIX
TEXHOJIOTHi1 B YCIIOBHSX
HEOIIPECIIEHHOCTE! U PUCKOB
nH(OPMALMOHHBIX YIPO3;

MPOLIECCOB MPO(ECCHOHAIBEHOMN JIESITENbHOCTH;;

I1K-2.3 BrnageeT coBpeMEHHBIMH TEOPETHUECKUMH U
9KCIIEPUMEHTAJIbHBIMU METOIaMHU ISl pa3pabOTKU TEXHOJIOT Uit
3anUThl HHYOPMAIIMU U MTPOIECCOB MPOdhecCHOHATLHON
JIeATEIbHOCTH. ;

3. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OII BO

HucuumnuHa «KpunToaorust ¥ nMpakTUKa MUQPPOBAHUS» OTHOCUTCSA K 00s3aTeNbHON YacTH
osoka 1 «/[uctummmael (MOTyN)» 00pa30BaTEIHLHON TPOTrPAMMBI BBICIIIETO 00pa30BaHMUS.

B pamkax oOpa3oBaTenbHONW NpOrpaMMBI BBICHIETO O0pa30BaHUS OOYYAIOMIMECS TaKKe
OCBaMBAIOT JIpyrMe JMCLUMIUIMHBI W/WIM  TPAKTUKH, CIIOCOOCTBYIOIME  JIOCTUKEHHUIO
3aIUTAaHUPOBAaHHBIX ~ PE3yJbTaTOB  OCBOCHHS JUCHUIUIMHBI «KpunTojorums ©  mpakTHKa
U ppOBaHUIY.




Tabauya 3.1.

Ilepeuenv komnonenmos OII BO,

3ANIAHUPOBAHRHbLX PE3)1bmamoe OC60E€HUA ()ucuunﬂqul

CROCOOCMBYIOWUX  OOCMUNCEHUIO

HIngp

HaumeHnoBanue
KOMIIETEHIIUH

IpepmecrByomue
AUCHHUTIIUHBI/MOAYJIH,
NPaKTHKH*

Hocaenyromue
JHCHMIITHHBI/ MOAYJIH,
NPaKTUKH*

OIIK-4

CriocobeH oCyIIecTBIATh
OIICHKY () (EKTHUBHOCTH
pe3yIbTaTOB Pa3padOTKU
CHCTEM YIPaBJICHU
MaTeMaTH4eCKUMHU
METOJIaMU

MammHHOe 00y4eHHE U aHATIN3
OOIBIINX JAHHBIX;

[IpenoumuioMHast MpaKTHAKA;

IK-2

Cnocob6eH NpUMeHsITh
METO/IbI U TEXHOJOTUH
3aIIUTHI HHPOPMALIHH IS
pelIeHHUS 33124 yIpaBICHHUsI
OPOEKTaMH B 00J1aCTH
MHPOPMATMOHHBIX
TEXHOJIOTUil B YCIOBHAX
HEOIPEACIICHHOCTEH U
PHCKOB HH(POPMALIMOHHBIX

yrpos;

HayuHo-uccnenoBarensckas
paborta;
[NpennumIoMHast IPAKTHKA;

* - 3aMONHACTCS B COOTBETCTBUH ¢ MaTpuiei kommnerenuii u CYII OI1 BO

** - 3JIeKTUBHBIC AUCIMIUINHBI /TIPAKTUKH




4. OFbEM JUCHUILIVMHBI U BUJIbI YYEBHOM PABOTHI

OOm1ast TPyI0EMKOCTh AUCIHUILTUHBI «KPHUIITOIOTUS ¥ TpaKTHKA Miu(poBaHus» cocTaBiseT «10» 3aU4eTHBIX eUHUII.
Tabnuya 4.1. Buowl yuebHOU pabomvl no nepuooam 0C80eHUs 0OPA308aMeNIbHOU NPOSPAMMbL 8bICUIE20 00paA308aHUst Oisl OYHOU (HOopMbl
0OyueHusl.

Buj yueOHoii padoThI BCETIO, ak.u. > Cemectp(-51) 3

Koumaxmmnas paboma, ax.u. 108 12 36
Jlexrun (JIK) 54 36 18
Jlabopartopusie pabotsl (JIP) 54 36 18

IMpaktryeckue/cemunapckue 3ansatus (C3) 0 0 0
Camocmosmenvras paboma 00y4arOWuxcs, ax.u. 207 153 54
Koumponw (ax3amen/3auem c oyenkoil), ax.u. 45 27 18
Oo0mast TpyA0eMKOCTb M CHUIITHHBI aK.4. 360 252 108

3a4.e/. 10 7 3




5. COAEPKAHUE JUCIUITVINHBI

Tabauya 5. 1. Cooepoicanue oucyuniunsvt (MOOYis) no 8udam y4ebHou pabomol

Bun
Homep | HammeHnoBaHue pasnena .
a3ena - Copep:xanue pa3aesa (TeMbl) y4eOHo
pasi et padoThr*
Kpunrorpadus u 6ezonacuocts B .NET. IIpupozaa
11 KpuITorpaduu 1 Ipyrux cpescTB odecrneyeHns JIK, JIP
0e30IacHOCTH.
Bezomacnocts B Windows: BO3pacT 3penocTH.
Paszen 1 Kpunrorpadus u 1.2 Cpena pazpabotku .NET Framework u JIK, JIP
A 6e3omacuocts B .NET "puptyanbHas MamuHa" CRL
[IporpamMmmupoBaHue ¢ HCIOIB30BaHUEM
13 kpunrorpaduu B .NET. [IporpaMmmupoBanme ¢ JIK, JIP
HCTIONB30BAaHUEM CPEICTB 00ECTICICHUS
6ezomacaoctu B .NET.
21 OcuoBsl kpunrorpadun. OCHOBHBIC TEPMUHBI JIK, JIP
Kpunrorpadun
CekpeTHbIE KITIOYH IPOTUB CEKPETHBIX aITOPUTMOB.
2.2 . JIK, JIP
Knaccuueckne MeToibl COXpaHEHHs TaiHbI
Pasjten 2 | OcHoBbI KpHITTOrpadHy 2.3 Creranorpagmus. CoBpeMeHHBIE HUPPEI JIK, JIP
CumMeTpruHas KpunTorpadus. ACHMMETpUIHAS
24 JIK, JIP
KpunTorpadus
Kpunrorpaduueckue anropurMsi.
25 Kpunrorpaduueckue npoTOKOIBL. JIK, JIP
Kpunroananutuieckue aTaku
31 CummerpuuHas kpuntorpagpus. CHMMETpHYHbBIC JIK. JIP
' mmdpsl. DES. Tpoiinoit DES. Rijndael. ’
OcHOBHBIE KpUNTOrpaguIecKue KIacchl - KIacc
3.2 . . JIK, JIP
Pasnen 3 CummeTpHuyHas SymmetricAlgorithm u mpou3BOJHEIE OT HETO
Kpuntorpadus [IpoGnemsl nepenaun kmoueid. llndppopanusie
3.3 JIK, JIP
XelIH U IIeIOCTHOCTh COOOIIEHHUS
34 Xem-anropuTMbl € KIIFOYOM U LIEJIOCTHOCTh JIK, JIP
co0O0IIEeHNs
AcummerpuaHas kpunrorpadus. [Ipobiaemst,
a1 CBA3AHHBIE C HCTIONB30BAHMEM CHMMETPHIHBIX JIK, JIP
ITOPUTMOB: TIpo0JIeMa pactpeeNeHus! Kitoueil n
npoOiemMa JoBepHst
AcuMMeTpUyHas Unes acumMetpruaHOit kpuntorpadum. RSA:
Paznen 4 N N N
KpUnTorpadus 4.2 caMblil pacpoCTpaHEHHbIN aCUMMETPUYHBII JIK, JIP
ITOPUTM
IIporpammupoanue npu nomouu .NET
4.3 Asymmetric Cryptography. Coxpanenue xmtoueii B | JIK, JIP
¢dopmare XML. Lludposie cepTudukars
51 udposas moamuChH. XeIH:aJ'IFOpI/ITMLI. JIK, JIP
XapaKkTepuCTHKH XOpouIeH xeul-(Q)yHKIUH
5.2 Kinace HashAlgorithm. Kinaccer MD5 u SHA JIK, JIP
Pasnen 5 Hudporas moamuck. Xer- 53 Knacc KeyedHashAligorlthrn. RSA B xauectBe JIK, JIP
AJITOPUTMBI aJIropuT™Ma HUQpPOBOIl NOANUCH
AsroputMm 1udposoit moanucu DSA Uepapxus
5.4 knacca AsymmetricAlgorithm. Kiacc JIK, JIP
DSACryptoServiceProvider
6.1 Kpunrrorpadus u XML. XML Encryption - TIK. JIP
Paznen 6 |Kpunrorpadus u XML ' mu¢poBanne XML ’
6.2 XML Signatures - noanuce XML JIK, JIP

* - 3anonuseTcs Tosbko o OUYHOU dopme oOyuenust: JIK — aexyuu; JIP — nabopamopusie pabomul;, C3 —
npakmu4ecKue/CeMunapcKue 3aHamusl.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHME JUCHUIIJIMHBI

Tabnuya 6.1. MamepuanbHo-mexuuieckoe obecneuetue OUCYUNIUHBL




CrnenuaJu3supoBaHHoOe
yueOHOe/1adopaTopHoOe
odopyanoBanmue, [10 u
MaTepuaIbl 1J1s1 0CBOECHHSA
AUCHUTLITUHBI
(mpu HeOOXOAUMOCTH)

Tun aynuropun OcHaleHue ayauTopun

AymuTopus Ui IPOBEICHUS 3aHITUN
JICKIIMOHHOI'O TUIIa, OCHAallICHHAas
JlekiroHHast KOMILUIEKTOM CIEIHaTH3UPOBAHHON MeOeIIH;
JIOCKOM (3KpaHOM) U TEXHUYECKUMU
CpeACTBaMU MYJIbTUMEINA TIPE3CHTAIUH.

KommnbrorepHslii Kinacc 11l IPOBEICHUS
3aHATUH, TPYNIOBBIX U UHANBUYAIBHBIX
KOHCYJIbTaIMH, TEKYIEr0 KOHTPOJIS U
KoMnbroTepHsblil | MPOMEXKYTOUHOM aTTECTALUU, OCHAILICHHAS

KJ1acc [IEPCOHAIBHBIMU KOMIIBIOTEPAMH (B
konuuecTBe [[lapamerp] miT.), qOCKOM
(?KpaHOM) U TEXHUYECKUMU CPEICTBAMU
MyJIbTUMEAMNA NPE3CHTALUN.

Aynuropus Ui CaMOCTOSTEIbHON pabOThI
o0yyaromuxcs (MOXeT UCIOIb30BAThCS IS

st o
A . | IpoBeIeHUsI CEMUHAPCKUX 3aHSATHI U
CaMOCTOSITEIIbHON 9
KOHCYJIbTAIIHi ), OCHAIICHHAS KOMILIEKTOM
paboThI

CHeIMaTU3UPOBAHHON MeOeH U
KoMmnbroTepamu ¢ goctynom B JUOC.

* - ayAuTOPHs I CAMOCTOATEIILHON paboThl 00yvatoniuxcs ykasbiBactcss OBA3ATEJIBHO!

7. YAEBHO-METO/JUYECKOE 1 UHO®OPMAIIMOHHOE OBECIIEYEHHUE JTUCIIUIIJIMHbBI

OcnosHas numepamypa:

1. Kpunrorpaduueckue metoas! 3amuTsl HHPopMaruu. Tom 3: YueOHO-MeToanYeCKOE
noco6ue / A.B. babar. - 2-¢ u3a. - M.: L] PUOP: HUL] UH®PA-M, 2014. - 216 c.

2. I'myxoB M.M. ITnukyp A.b. Uepemymikun A.B. BBeneHue B TEOpETUKO-UUCIIOBBIE
MeTo bl Kpunrorpaguu. - Cankr-IletepOypr: Jlans, 2011. - 400 c.

3. Yepssakos H.U., EBnokumos A.A., I'anymxkun A.H., Jlappunenko U.H. [Ipumenenne
MCKYCCTBEHHBIX HEHPOHHBIX CETEH U CUCTEMBbI OCTaTOUHBIX KJIACCOB B Kpumtorpaguu. - M.:
®uzmataur, 2012. - 280c.

4. BBeneHure B TEOPETHUKO-UYUCIOBBIE METOIBI KpunTorpaduu : yuedHoe mocooue s
CTYZICHTOB BBICIIMX Y4€OHBIX 3aBe/IeHuH, oOyuatomumxcs no creruansHoctr 090101
"Kpunrorpadus" / M. M. I'nyxos, . A. Kpyrinos, A. b. [Tnukyp, A. B. Uepemymikun, CaHKT-
[Terepypr [u ap.] : Jlans, 2011, 394 c.

Hononnumenvnas aumepamypa:

1. Nmmyxameros I1I.T. MaTemaTtnieckre OCHOBBI 3aIIUTHI HHPOPMALIUHU: yaeOHOe
rmocodbue, 2012.

2. banusl, [1. H. UndopmanonHast 6e30macHOCTb U 3aiurta HHpopMaruu: Y 4eOHuK /
I1. H. bamusl, A. B. ba6am, E. K. bapanosa. - M.: PUOP, 2013. - 222 c.

Pecypcel ungopmayuonno-menekoMmyHuKayuoHnou cemu « umepnempy:

1. O9bC PYIH u croponnue 3bC, Kk KOTOPBIM CTyI€HTBl YHUBEPCUTETA UMEIOT JOCTYII

Ha OCHOBaHUH 3aKJIIOYEHHBIX JOTOBOPOB

- DnekTpoHHo-ombmmoTeunas cucrema PYJIH — 9bC PY JIH
http://lib.rudn.ru/MegaPro/Web

- OBC «YHuBepcuterckas 6ubianorexa onnain» http://www.biblioclub.ru




- OBC IOpaiit http://www.biblio-online.ru
- ObC «KoHcynbpTaHT cTyneHTay www.studentlibrary.ru
- OBC «Tpounkuii mocT»
2. ba3bl JaHHBIX U TTOMCKOBBIE CUCTEMBbI
- DIIEKTPOHHBIN (HOHJT TPABOBOM M HOPMATUBHO-TEXHUYECKOW JOKYMEHTAITUU
http://docs.cntd.ru/
- mouckoBas cucreMa SHaekc https://www.yandex.ru/
- mouckoBas cuctema Google https://www.google.ru/
- pedeparuBHas 6a3a ganubeix SCOPUS
http://www.elsevierscience.ru/products/scopus/
Yuebno-memoouueckue mamepuansi 015 camocmoamenbHol pabomusl 00Y4arOWUXcs npu
0CBOCHUU OUCYUNTUHBL/MOOYAS ™!
1. Kypc nekuuii no nuctuminae «KpunTonorus u npakTika muppoBaHusD».

* - Bce y4eOHO-METOIUYECKUE MATePUANIBI JJII CAMOCTOSATEIBHONW PaboThl 00yJatOIUXCst
pa3MeIiarTcs B COOTBETCTBUHU C ACHCTBYIOUINM MOpsiAKoM Ha cTpanulle aucuuruinasl B TYUC!
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