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1. EJIb OCBOEHUMA JTUCIIUITJIMHbI

HucuuiuinHa «MHdopManonHas 0e30IacCHOCTB» BXOAMT B IporpamMMmy OakajaBpuaTa
«Pexmama» no nanpasienuio 42.03.01 «Pekiama u cBs3H ¢ 00OIIECTBEHHOCTBIO» U M3y4aeTcs B 6
cemectpe 3 Kkypca. JucuuniauHy peanusyer MHCTUTYT MHpPOBOH SKOHOMHMKH U Ou3Heca.
JlucuMiiimHa COCTOMT M3 7 pa3/lenoB M 26 TeM W HalpaBlieHAa Ha U3YyYEHUE TEOPETHUECKUX U
IIPAKTUYECKMX OCHOB MH(POPMALMOHHOM 6€3011acCHOCTH

Llenbto OCBOEHMSI AUCUMILIMHBI SIBJISIETCS O3HAKOMIIEHHE CTYAEHTOB C OCHOBHBIMHU
HalpaBJICHUSAMHU JEATEIBHOCTH O 00eCHeueHUI0 MH(MOPMALMOHHONW Oe30MacHOCTH M 3allluTe
uHpOpMALUY, PAaCCMOTPEHHE AaCIEeKTOB HOPMATHBHO- MPAaBOBOW 0a3bl, periaMeHTHPYIOIIEH
JAHHYI0  JIeATeNIbHOCTh,  3a/Jad  pPYKOBOAMTENIEH,  CIELUATUCTOB IO  COXPAHHOCTH
MH(GOPMAIIMOHHBIX PECYpPCOB, CPEACTB M MEXaHHM3MOB, B TOM YHCIIE amlapaTHO-NPOrPaMMHBIX,
UCIOJIb3YEMBIX JUISl 3THX LIeJIeH, 1 METOJIOB UX IPUMEHEHUS

2. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHMUS JUCHUITVIMHDI

OcBoenne  gucuuiuimHbl  «MHpopmanmonHas ~ 0e30macHOCTb»  HAINpPaBlIEHO  Ha
(bopmupoBaHre y 00yUarOIUXCS CIEAYIONINX KOMIIETCHIIUN (YaCTH KOMITETCHIINN ):

Tabnuya 2.1. Ilepeuenv komnemenyuil, opmupyemvix y 00y4arOWuxcs npu 0c80eHuu
OUCYUNTIUHBL (Pe3VIbMambvl 0C80eHUS OUCYUNTIUHDL)

I/IHZ[I/IKaTOp])I JOCTHIKCHHUS KOMIICTCHIUHN

Iudp Komnerenuus N
(B paMKax JaHHOMW NHUCUMUIUIMHBI)

Cnoco0eH: ucKaTh HyKHbIE
HUCTOYHUKH UH(POPMAIIUH U
JTaHHBIC, BOCIIPUHUMATb,
aHaJIM3MPOBATh, 3aIIOMUHATH U
nepenaBath HHPOPMAIIHIO C
HCIIONIb30BaHUEM TU(PPOBBIX
CPEICTB, a TAKXKe C MOMOIIBIO
AJITOPUTMOB IpH paboTe ¢
MOJYYEHHBIMHU U3 PA3THIHBIX
HCTOYHHUKOB JTAHHBIMH C LEJIBIO
3¢ (HEKTHBHOTO HCITOIB30BAHUS
NOJTy4eHHOW NHPOPMALMH JIJIsI
peuieHus 3a71a4; MPOBOANTD
OIIeHKY HH(pOpMAIIHH, €€
JIOCTOBEPHOCTH, CTPOUTH
JIOTHYECKUE YMO3aKIIIOUCHHS Ha
OCHOBaHHY TOCTYAFOIINX
uH(pOpMAIINY U TAHHBIX

VYK-12.1 OcymiecTBIsIeT MOUCK HY>KHBIX HCTOYHUKOB HH(pOpMAIiu
Y JaHHBIX, BOCTIPUHUMAET, aHAIN3UPYET, 3aIIOMUHACT U NepeacT
nH(pOpMAaLHIO ¢ HCIIOIb30BaHNEM IIU(POBBIX CPEACTB, a TAKKE C
MOMOIIBIO AJITOPUTMOB TIPH Pa0dOTE C MOIYYEHHBIMU U3 PA3IMYHbBIX
MCTOYHHMKOB JAHHBIMHU C [eJIBI0 3()(hDEKTHBHOTO HCIIOIB30BAHUS
MOJTyYeHHOW MHPOPMALIUH IS PELIeHN 33134,

YK-12.2 TIpoBoauT OLIEHKY HHPOPMALIUH, €€ TOCTOBEPHOCTD,
CTPOWT JIOTHYECKHE YMO3AKIIOUCHNS Ha OCHOBAaHHH MOCTYTAIOIINX
nHGOPMALINHU U JaHHBIX;

YK-12

3. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OII BO

Hucuumnnuna «HpopMarmonHas 06€30MacHOCTh» OTHOCHUTCS K YacTH, (OopMUpYyeMOit
y4aCTHUKaMH  0Opa3oBaTeNbHBIX  OTHOmIeHWH Omoka 1  «/lucuummusbr  (MOIYIH)»
00pa3oBaTeNbHON MPOTrPaMMBI BBICIIIETO 0Opa30BaHMUS.

B pamkax oOpa3oBaresnbHOM HporpaMMbl BbICHIET0 OOpa30BaHUS OOYydalOIIMECs TaKKe
OCBaMBAalOT JApyrue JUCHUIUIMHBI W/ MIUM  TPAKTHKH, CHOCOOCTBYIOUIME  JIOCTHKEHHUIO
3aIIaHUPOBAHHBIX PE3YJIbTaTOB OCBOEHUS TUCHMILIMHBI « MTH(pOpMannoHHas 6€30MacHOCTbY.

Tabnuya 3.1. Ilepeuenv komnonenmos OII BO, cnocobcmeyrouux 00CmuiceHur
3aNIAHUPOBAHHBIX PE3VIbMAMO8 0C80EHUS OUCYUNTUHDBL




Ipenmecrpyromue Hocnenyromue
ngp Haumenosanse uncﬁnl:mnnblyMoI;ynu, uncunnnnil{)lr,l/;lonynn,
KOMIEeTeHI[UT * %
NPAKTHKH NPAKTHKH
Meneoocmenm pexnamnozo
azenmemea™*,
Cnoco0eH: ucKaTh Hy KHbIE Teopus u npaxmuxa
HUCTOYHHUKH HH(POPMAIHH 1 DEKNAMHBIX KAMNAHUT ™,
JTaHHBIE, BOCIIPHHUMATB, Paspabomxa Digital-
aHaJTM3UPOBATH, 3aTIOMHUHATH npoexma**,
U IiepeaBaTh HHPOPMALHIO VYnpaenenue
C HUCIIOJIb30BaHHEM KOMMYHUKAYUOHHBLMU
IUPPOBBIX CPEICTB, a TAKKE KommproTepHbIe TEXHOJIOTHH B npoexmamu**,
C TIOMOIIBIO aJITOPUTMOB Z3aifHe peKIIaMel; Out-of-home pexrama™**,
npu paboTe ¢ MOIyYeHHBIMU [{udposas rpaMOTHOCTS; OCHOBBI NOATOTOBKK Hay4YHO-
U3 pa3IMuHbIX UICTOYHUKOB OCHOBEHI IH3aiiHa; MIPaKTHYECKUX PaboT U
YK-12 JIAHHBIMH C LIEJIBIO WHdopmanmoHHbIe TEXHOJIIOTHH B | IPOEKTOB;
3¢ GEKTHBHOTO pexname u PR; Teopus u npaxmuxa PR-
UCIIOJIb30BaHUS TIOTyYeHHON OCHOBBI IIOJITOTOBKH HAy4YHO- Kamnanui **,
uH(opMaLUK A1 pELICHUs MIPAaKTUYECKUX paboT U MPOeKToB; | Tpenovt 6
3a/1a9; IPOBOJUTE OLICHKY Mmeouanompebnenuu**;

uHpOpMaIuH, ee
JIOCTOBEpHOCTb, CTPOUTH
JIOTUYECKUE
YMO3aKIIOYCHHS Ha
OCHOBaHHH ITOCTYTIAFOIITIX
nHpopMaLnK U TaHHBIX

Ynpaesnenue kpusucamu™*;
Koumenm-mapxemune™*,
Ananuz oannvix u
UCKYCCMBEHHbLIL
unmennexm**;

Mobunvnoiii mapkemune **,
IIpenaunioMHas npakTHKa;

* - 3aMONIHACTCS B COOTBETCTBUM ¢ MaTpuueit komnereniuii u CYII OII BO

** - 3JIeKTUBHBIC AUCIMIUINHBI /TIPAKTUKH




4. OFBEM JJVCHUILJIMHBI U BUbI YYEBHOH PABOTHI

O6mmas TpyaoeMKocTh aucuuruinabl « MHpopMammroHHas 6€30MacHOCTEY COCTaBISAET «3» 3a4CTHBIC CIUHUIIBI.
Tabauya 4.1. Buowvl yuebHoli pabomvl no nepuooam 0C80eHUs 00pA308aAMENbHOU NPOSPAMMbL BbICULIE20 00PA308AHU Ol OYHOU Dopmbl
00yuenus.

Buja yue6Hoii padoThI BCEI'O, ak.u. CEMeCGT pCBD)
Konumaxmmnas paboma, ax.u. 51 51
Jlexuuu (JIK) 17 17
JlaGopartopusie pabotsl (JIP) 34 34
IMpaktuueckue/cemunapckue 3ansatus (C3) 0 0
Camocmosmenvras paboma 0by4arowuxcs, ax.u. 39 39
Koumponw (sx3amen/3auem c oyenkou), ax.u. 18 18
OO01Iasi TPYT0EMKOCTh THCIHILTAHBI aK.v. 108 108
3a4.el. 3 3




5. COAEPKAHUE JUCIUIIJINHBI

Tabauya 5.1. Codeporcanue oucyuniunsl (Mo0yis) no euoam y4ebHou pabomuol

Homep
pasgena

HaumenoBanue paznena
JMCHUILIHHBI

Copep:xanue pa3aesa (TeMbl)

Bun
yueOHoit
padoThI*

11

[onsarne napopManmonHOH Oe3omacHocTh. Llemn
obecriedeHnst MH(POPMAITHOHHON 0€30T1aCHOCTH.
OCHOBHBIE 32/1a4H, pelIaeMbIe TIPH 00ecTeueHIH
WHPOPMAMOHHON OE30TTaCHOCTH.
3aKoHO1aTeIbHBIC OCHOBEI 10 3aIIUTe HHHOPMALUH
(DenepanpHblii 3akoH "O0 nHGOpManuy,
nHdopmaruzanuu 1 3amure nHpopmanun", 3aKoH
"O xomMepueckoi TaiiHe", 3akoH "O OaHKax U
6aHKOBCKOM esitenbHOCTH B PD"n nip.). Llenn
3amuThl HHPOpMaluu. ATaka Ha HHOOPMALHIO.
OKOHOMHUYECKHE U MOPaJIbHBIC TIOCIEICTBUS aTaKH
Ha WHPOPMAITHIO.

JIK, JIP

1.2
CoBpeMeHHOE COCTOSIHUE U

MIPaBOBOE PEryJIMPOBAHHE

Pazpmen 1 N
A cepbl HHGOPMATHOHHON

[IaTh ypoBHEH oOectiedeHnss HHPOPMAITHOHHON
0e301MacHOCTH (CUCTEMBI 3aIUTHI):
3akoHOaTeNbHbI, MopanbHO-3THUECKUH,
AJMUHUCTpPAaTUBHBIN, PU3NUeCcKUil, ANnapaTHo-
nporpaMMHbIH. OCHOBHBIE IPUHLIUIIBI
BBICTPAMBaHUS HaJIS)KHON CHCTEMBI 3aIIUTHI.

JIK, JIP

0e30ImacHOCTH

13

3akoHonaTenscTBO Poccuiickoit deaepannu u
WHOCTPaHHBIX TOCYIApCTB B 00JIaCTH
nH(pOpMaMOHHOH 6€30NaCHOCTH.
KoHcTUTyIMOHHBIE TapaHTUH NIPaB IpaXkJaH Ha
nH(pOpPMAILINIO U MEXaHU3M HX pPean3allvy.
[NonsTre 1 BUIBI 3amunaeMoll HHGOPMAIUH 110
3aKoHoAaTenscTBY Poccuiickoit denepanuu.
[TonsiTHE rocyaapcTBEHHOM, KOMMEPUECKOH,
JIMYHOM TaiHbl. OCHOBHBIE HOPMATHBHBIE
JIOKyMEHTHI B 3TOH o0nacTh. PaccekpeunBanue
JIOKYMEHTOB. YPOBEHb TalHBI.

JIK, JIP

14

Mesx1yHapoTHOE 3aKOHOIaTEeIbCTBO B 001aCTH
3amuThl nHpopManuu. CTaHaapThl B 00JaCTH
UH(OPMALMOHHOH 6€3011acHOCTH.
MexyHapoIHbIe CTaHAapThl HHYOPMALHOHHOTO
oOMeHa.

JIK, JIP

2.1

Mo/ienu OICHKH IEHHOCTH HH(pOPMAIIUH.
Knaccudukaius u o01miuii aHaams yrpos
6e3omacHocty uHpopmMarmu. [IpudnHbI, BUIBI,
KaHAJIbl YTCYKU U UCKAXKEHUS HH(POPMAIIHH.
OCHOBHBIE METOJIBI PEaH3aIHUN YTPO3
WHPOPMAMOHHOW O€30MaCHOCTH: METOIBI
HapYIICHHUs KOHPUACHIINATHLHOCTH, IIEIOCTHOCTH U
JIOCTYITHOCTH WH(MOPMAIIHH.

JIK, JIP

Yrpo3s! nHGOPMAIIMOHHOI 29
Pasnen 2 |0e30macHOCTH ¥ METOIBI '
HX peau3anun

Mogenb HapymuTess. YTpo3bl CEKPETHOCTH
(xoH(UACHITNATEHOCTH) HH(pOPMAITIH:
pasriamieHue, yTeuka, HeCAaHKIIMOHMUPOBAHHBIN
noctyn. MaopmanmonHas 6€30MacHOCTh B
yCIOBUSIX (DYHKIIMOHHUPOBAHHMS T100QJIbHBIX CETEH.

JIK, JIP

2.3

ITonsTne koMneroTEpHOrO BUpyca. Mcropus
TTOSIBJICHHSI KOMITBIOTEPHBIX BUPYCOB M (PaKTOPHI,
BIIMSIIOLIME HA UX PACIpOCTpaHeHue. Bupycel kak
KJIacC BPEJIOHOCHOTO ITPOTPaMMHOT0 00eCIIeYeHHSI.
Krnaccudukanys KOMObIOTEPHBIX BUPYCOB.

JIK, JIP

24

Kommsrorepnas npectynnocts. Kinaccudukanms
KOMITBIOTEPHBIX IpecTymieHuit. I[lonsrue
HapyUIUTENs HHPOPMAMOHHON 6€30acHOCTH.
Xaxkepsl. Bugsl xakepos. IIpumeps! XakepcKux

JIK, JIP




Homep
pa3aeia

HaumenoBanue pasnena
AUCHUILIUHBI

Conep:xanue pasaesa (TeMbl)

Bun
y4eOHo
padoThr*

aTak.

Paznen 3

Mecto uHGOPMAIMOHHOH
0e30ImacHOCTH
SKOHOMHYECKHX CHCTEM B
HallMOHAJIbHOM
0€30MaCHOCTH CTPaHbI

3.1

Cxema noctpoeHust HHPOPMAIHOHHON
0e30I1aCHOCTH Ha YPOBHE IOCyJapCTBa.
WudopmannonHas 6€301macHOCTh CTpaHbI. 3anTa
9KOHOMHUYECKHUX cucTeM. OCHOBHBIE MTOJIOKEHUS
TOCYAAapCTBEHHON IMOTUTUKH 00ECTICUECHHS
nHpOpPMaNOHHOH Oe3omacHocTr Poccuiickoit
denepanyu.

JIK, JIP

3.2

Hanunonaneneie natepecsl Poccuiickoit denepaunu
B MH(POPMALIMOHHOM cdepe u ux odecreueHue.
WuTepecs! THIHOCTH B HH(POPMAIIMOHHOM cdepe.
WuTepecs! obmiecTBa B mH(GOpMaIoHHO# chepe.
Hutepeck rocyaapersa B vHGOPMAIIMOHHOM cdepe.
OCHOBHEIE COCTaBJIAOIINC HAITMOHAJIbHBIX
unrepecoB Poccuiickoit denepannu B
nH}opMannMoHHO# cdepe.

JIK, JIP

3.3

Buapl yrpo3 nHGpOpManoHHOH 6€301acCHOCTH
Poccuiickoit ®enepaunn. UcTtouHukH yrpo3
nHpOPMAMOHHOH Oe3omacHocTH Poccuiickoit
denepanyy. BHemHne HCTOYHUKN yTPO3.
BHyTpeHHne nctounuku yrpos. Hampasnenus
obecriedeHnst HHPOPMAITHOHHON 6€30I1aCHOCTH
rocyaapcTBa. [IpobneMbl pernoHanbHOH
HH(OPMAIMOHHON 0€30IMaCHOCTH.

JIK, JIP

3.4

OCHOBHBIE MOJIOKEHUSI TOCYAAPCTBCHHON MOTUTHKU
obecrieyeHus: HHPOPMAITMOHHON 0€30I1aCHOCTH
WHOCTPaHHbIX rocyaapcTs. JJokTpuHa
uHhopMaMoHHO# 6e3omacHocTh Poccuiickoit
Oenepanun. Cucrema obecriedeHus
uH(pOpMaLMOHHOH O6e3omacHocTH. OCOOEHHOCTH
obecrnieuenns HHOPMAIIMOHHON OE30MTaCHOCTH B
[IPAaBOOXPAHHUTEIbHBIX OpraHax.

JIK, JIP

Pazngen 4

Crioco0OsI 1 cpesicTBa
obecredeHus 3aUThl
nHpOpMaIUN

4.1

CyIIHOCTh U TIepeveHb OPTaHU3aIHOHHBIX Mep 110
3amure nHpopMarwu. CyOBeKTH eI TeTbHOCTH MO
3amure nHpopMarwm. CTPyKTypa U 3a1a4n
TOIPa3IeIICHUS 10 3aIIUTe HHPOPMALIIHL.

JIK, JIP

4.2

CyIIHOCTb U NepeYeHb HHIKEHEPHO- TEXHHYECKHX
Mep 1o 3anuTe HHpopmanuu. MeTonuka u
cpencrna 3amuthl nHGopmaruu. Cpencrea
KOHTPOJIs 3 PEeKTUBHOCTH 3a1UThl HHPOPMAIHH.
Cpencrsa (hu3uuecKkoi 3auThl HHPOPMAIIHH.

JIK, JIP

4.3

Krnaccugukarus nporpaMMHBIX CPEICTB 3aIIUTHI
nHpopManuu. Vicnoiap30BaHuE IPOTpaMM IS
obecriedeHns: 6€30MacHOCTH KOH(PHUICHIINAIBHON
nHpopMannu. TeXHOJIOTHH 3aIIUTH IPOTPAMMHOTO
obecrieueHusl.

JIK, JIP

4.4

3ammTa nHGOpPMALIUK OT YTECUKH,
HECAHKIIMOHMPOBAHHOI'O 0CTYyTNa U
HECAHKIIMOHMPOBAHHOIO BO3AEHCTBHS. 3aIliuTa
nH(oOpManny 0T HETIPEeAHAMEPEHHOTO BO31EHCTBNS,
pasriiameHus u pa3BeaKu. AyuT
nH}popManMoOHHOH 6e301acHOCTH. YTIpaBlieHHE
PHUCKaMH.

JIK, JIP

Paznexn 5

HNudbopmammonHast
0e30I1aCHOCTh
MIPHUKJIAJAHBIX CHCTEM

5.1

[Ipob6nems! obectiedeHus 6e30macHOCTH 00paboTKH
" XpaHCHUA HH(bOpMaHPIPI B BBIYHCIIUTCIIBHBIX
cucTeMax. ba3oBble 3Tambl IOCTPOSHNUS CHCTEMBI
KOMIUIEKCHOH 3aIIIUThl BEIYUCIUTEIILHBIX CHCTEM.
Yrpo3bl HHPOPMALMOHHO- IPOIPAMMHOMY
00eCIeYeHNIO BBIUNCIUTENIBHBIX CHCTEM M UX

JIK, JIP




Homep
pa3aeia

HaumenoBanue pasnena
AUCHUILIUHBI

Conep:xanue pasaesa (TeMbl)

Bun
y4eOHo
padoThr*

knaccudukanus. Kiaccnpukanus METo10B 3anThl
nH}pOpMaNUK ¢ UCHIOIB30BaHUEM IIPOIPAMMHO-
anmapaTHBIX CPEACTB BEIYUCIUTEILHON CUCTEMBI.
OpraHu3anoHHast CTPYKTypa CUCTEMBI
KOMIUIEKCHOI 3aIIUTHl HHPOPMALIOHHO-
mporpaMMHOTO obecnieueHus. OOmue cBeIeHus O
peanu3aniy 3amuThl THHOPMAIUOHHO-
MPOrPaMMHOT0 00eCIIeYeHHs B ONEPALlHOHHBIX
CHCTEMaX.

5.2

OCHOBHBIE TTOJIXO/IBI K IOCTPOCHHUIO 3aIIHIIEHHON
ONEPaLMOHHOM CUCTEMBI. ATMUHUCTPATUBHBIE
MepBbI 3alUTHL. BUIBI yA3BUMOCTH U aTak Ha
OIEepanMOHHBIC CHCTEMBI. M neHTuduKanus
M0JIb30BaTes el M YCTaHOBJICHHE UX MOUIMHHOCTH
IIPU AOCTYIE K KOMIBIOTEPHBIM PECypcaM.
OCHOBHBIE 3TalbI I0IyCKa K pecypcaM
BBIYMCIIUTENILHON cucTeMsl. Vcnonb30Banue
MIPOCTOTO U AMHAMHYECKU H3MEHSIOMIETOCs
naposeit. CriocoObl pa3rpaHUyueHHUS OCTyIa K
KOMIBIOTEPHBIM pecypcaM. 3aluTa IpOrpaMMHBIX
CPEICTB OT HECAHKIIMOHUPOBAHHOTO KOMUPOBAHHS,
HCCIIeI0BaHM M MOAU(UKanKH. 3amunTa 0(QPUCHBIX
nokyMeHToB. IIpuBs3Ka nporpamm k cpeae
(YHKIIMOHMPOBaHUS. 3alllnTa IPOrpaMM OT
HECAHKIIMOHMPOBAHHOTO 3aIlycKa.

JIK, JIP

5.3

OOras opraHu3anys 3alUThl OT KOMITBIOTEPHBIX
BHUPYCOB. 3alllUTa OT IECTPYKTUBHBIX JEHCTBUHI U
Ppa3MHOXeHUs BUpYcOB. Mcrionbp30BaHuE CpeicTB
aInmnapaTHOro U MpOrpaMMHOIO KOHTPOJIA.
TexHoOrMs rapaHTUPOBAHHOTO BOCCTAHOBIICHHE
BBIYUCIIUTENLHON CHCTEMBI ITOCIIE 3apaXKEHUS
KOMIBIOTEPHBIMH BUpycamHu. [IporpaMMHsble
CpencTBa 00CITy KMBaHMS ONEPAMOHHBIX CHCTEM.
Y TUIUTHI U CHIENUAIN3APOBAHHBIE IPOrPaMMBbI
poHITaKTUKKN KOMITbIoTepa. [IporpaMmHble
CpelCTBa BOCCTAHOBJICHHS HH(pOpMAIMU. 3aluTa
3JIEKTPOHHBIX 3aIIOMUHAOLIUX YCTPOUCTB.

JIK, JIP

Paznen 6

besonacHocTh
KOMIIBIOTEPHBIX CEeTel

6.1

KomMrmptoTepHbie CETH, TOTIOJIOTHS CETel, CTPYKTYypa
Wnrepner. [Ipuniuns! nepegaun nadopmanuu B
cetu (npotokon TCP/IP, noMmeHHast cucTeMa MMeEH,
HaKeThI, TOPTHI, CeTeBBIE CIyXObI). [IpHHIINTIBI
paboTHI TPaJUIMOHHBIX MEXaHH3MOB 3aIHTHI
KOMIBIOTEPHBIX ceTell. Opranusanys 3altThl OT
HECAHKIIMOHHPOBAHHOI'O IOCTYTIA.

JIK, JIP

6.2

3amura MHTepHeT-noaxmouennit. yHkuun
MEKCETEBBIX SKPAHOB, TOHATHE OpaHAMay3Ipa.
TeXHOIOTHH MEXKCETEBBIX IKPAHOB ((DUIILTPAIUSL
[aKETOB, IPUMEHEHUE LUII030B, IPOUHe
KOMITOHEHTHI OpaHaMayd3poB ((paiipBoIIOB).
Bpanamaysp Windows, HacTpoiika 1 onpeesieHue
mpasui. XKypHamns! noctyna. BeissBienne ciegoB
HECaHKIIMOHMPOBAHHOTO 0CTyMa K (haitnam.
CkaHepbl 1 aBTOMATH3AIIMSI TIOUCKA CIA0BIX MECT B
3aIIUTEe CETH U B 3aIIUTE CHCTEMBI. AHAIN3aTOPHI
MIPOTOKOJIOB.

JIK, JIP

6.3

Bo03MOXHOCTH BBISIBICHUS U PACKPBITHS
MPECTYIUICHUH B c(hepe KOMITBIOTEPHOM
WH(POPMALIUU ¥ BEICOKUX TEXHOJIOTHH.
IIpoTuBoACiicTBHE pacnpoOCTpaHEHUIO HAPKOTUKOB
B cetu HHTEpHeT.

JIK, JIP




Homep | HammeHnoBaHue pa3nena
pasaena JUCHUILITHHBI

Conep:xanue pasaesa (TeMbl)

Bun
y4eOHo
padoThr*

7.1

Kpunrorpadus, Kpunroananus. OcHOBHbIE
TOHSTHS Kpunrtojoruu. Mcropus mudposaHus.

JIK, JIP

Kpunrrorpadugeckas

7.2

Hcnonp3oBanue mMUGpOBaHUS Pa3IMIHBIMU
Meronamu. CHMMETpUYHBIE 1 HECUMMETPUYHbIE
cHCTeMBI IN(ppOBaHus HHGOpMaLUH.
PaccmoTtpenne cokpritrs nHbOpMAaIm Tabaumei
Bumxepa. [Iporpamme! s kpunrorpadun.
Kpunrorpadudeckue alropuTMBl.

JIK, JIP

Paznen 7
3amuTa HH(opMaIm

7.3

OnexrponHas uudposas moanuck (L) n
¢ysakums xsmupoBanusa. Co3ganne u
HCIOJIb30BaHue Kpuntokitoueil. [loarsepxnenue
MTOUTHHHOCTH OOBEKTOB U CYOBEKTOB
nH(OPMAMOHHOM CHCTEMBI.

JIK, JIP

7.4

[NousiTre kpunTorpapUIECcKoil CTOMKOCTH, BOIPOCH
IpakTU4eckoi crorkoctu. IIporpammuo-
annapaTHble CPeICTBAa KPUNTO3AIUTH] JAHHbIX.

JIK, JIP

* _ sanonusiercst Toabko 1o QUHOM dopme o6yuenus: JIK — nexyuu; JIP — na6opamopusie pa6omul; C3 —

npaxmuuecxue/cemwtapcxue SAHAMUAL.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUME JUCHUIIJINHBI

Tabnuya 6.1. Mamepuanvro-mexnuueckoe obecneyerue OUCYUnIUHbL

Tun aynuropuu

OcHamenue ayauropuu

Cnenmnanu3npoBaHHoOe
yueOHOe/s1adopaTopHoe
odopynoBanmue, [1O u
MAaTepHAaJIbI J1JIs1 0CBOCHHS
AUCUHMILINHBI
(mpu HeOOXOAUMOCTH)

Aynutopus U1 NIPOBEICHUS 3aHATHIA
JIEKIUMOHHOT'O TUIIA, OCHALIEHHAS
KOMIUJIEKTOM CHENUAI3UPOBAHHOM

Kommnekr
CHenuaIn3upOBaHHON
MeOenu, DKpaH HACTEHHBIH C
3JEKTPONPUBOJIOM
CactusMotoExpert
150x200cMm (CS-PSME-
200X150-WT),

IIpoektop BenQ
MHS550,Mukpockonsibuomes

JlexkumonHas N

Me0enu; JOCKOo! (IKpaHoOM) U 4,

TEXHUYECKUMU CPEICTBAMU MYJIbTUMENNA Muxmen 5, MBC 10,

MpE3EHTALIHM. [IporpamMmmMHoOe obecrieueHue:
npoaykTsl Microsoft (OC,
nakeT 0(UCHBIX
MIPUJIOKEHNN, B TOM YHCIIE
MS Office/ Office 365,
Teams)

KomnproTepHbIi Ki1acc i1 MpoOBeACHUS

3aHSATUH, TPYNIOBBIX U UHAUBUIYAJIbHBIX

KoMmnbproTepHBIil | KOHCYJBTALIMHI, TEKYLIETO KOHTPOJIS U
KJ1acc MIPOMEXKYTOYHOU aTTeCTalllU, OCHAILICHHAS

MEePCOHANBHBIMU KOMIIbIOTEpaMU (B
KOJINYECTBE IT.), TOCKOH (3KpaHOM) U




TEXHUYECKUMHU CPEACTBAMU MYJIbTUMEANA
MpEe3EHTAIHH.

Kommnekr
CHelHalIn3upOBaHHON
Me0enu, DKpaH HACTCHHBIN ¢
ANEKTPOIPUBOJIOM
CactusMotoExpert

Aynuropus JUisi CaMOCTOSITEIbHON pabOThI 150x200cm (CS-PSME-

oOydaromuxcst (MOKET UCTIOIB30BAThCS IS

Hus MPOBEJICHUS] CEMUHAPCKUX 3aHATUN U 200X150-WT),
CAMOCTOSTENBHO | T . p [IpoekTop BenQ MHS550,
KOHCYJIbTAIlUi ), OCHAIIEHHAs KOMILIEKTOM
paboThI [IporpamMmMHoOe obecrieueHue:

CHGL[I/IaJII/I?»I/IpOBaHHOﬁ Me0enu u

KoMmIibtoTepamu ¢ goctynom B JUOC. nponykTeL Microsoft (OC,

nakeT O(UCHBIX
HpPIJ'IO)KGHPIﬁ, B TOM 4HHUCJIIE
MS Office/ Office 365,
Teams)

* - ayauTOpHs I CAMOCTOATENILHON paboThl 00yvatonuxcs ykaspisactcss OBSA3ATEJIBHO!

7. YAEBHO-METOJUYECKOE 1 UHO®OPMAIIMOHHOE OBECIIEYEHHUE JTUCIIUIIJIMHbBI

Ocnognas numepamypa:

1. Baykos, A. A. OcHOBBI HH()OPMAIIMOHHOM 0€30MacHOCTH: 3aIIuTa HH)OPMAIIHH :
yaeOHoe 1mocodue s cpeAHero npodeccuoHanbHOro oopasosanus / A. A. Buykos. — 3-e u3n.,
niepepad. u jgon. — Mocksa : U3natenberBo FOpaiit, 2024. — 161 ¢. — (IIpodeccnonansaoe
obpaszoBanue). — ISBN 978-5-534-13948-8. — Texkcr : anexkrponHslii // OOpa3oBaTenbHas
iatdopma Opaiit [caiit]. — URL: https://urait.ru/bcode/542340

2. Boitnukanuc, E. A. TIpaBoBoe perynupoBaHue HH(GOPMALMOHHBIX OTHOLICHUH B
chepe 3amuThl HHGOPMAIIMHI C OTPAHUYEHHBIM JOCTYIIOM : yueOHoe rmocobue /s By30B / E. A.
Boitnukanuc ; mon pegakiueit M. A. denorosa. — 2-e uza., nepepad. u gon. — Mockasa :
WznatenbcrBo FOpaiit, 2024. — 57 ¢. — (Beicmee oopazoBanue). — ISBN 978-5-534-17204-1.
— Texcr : anexTpoHHbIH // Obpa3oBarenbHas miatdopma IOpaiir [caiit]. — URL:
https://urait.ru/bcode/544885

- 3eHKoB, A. B. NHpopmanronHast 6€301macHOCTh U 3aluTa HHPOPMALUH :
yuebHoe rocooue aiist By30B / A. B. 3eHkoB. — 2-¢ u3., mepepad. u 1orm. — MockBa :
WznatenberBo FOpaiit, 2024. — 107 ¢. — (Bricmiee odpazoBanue). — ISBN 978-5-534-16388-
9. — Tekcrt : anekrponHsbI // OOpa3oBatenbHas miaardopma FOpait [caiit]. —URL:
https://urait.ru/bcode/544290 NudopmarinoHHbIe TEXHOJIOTHH B YKOHOMHUKE U YIIPABJICHHH :
yueOHuK /i By30B / B. B. Tpodumos [u ap.] ; orBeTcTBeHHBIH penakTop B. B. Tpodumos. —
4-e uzn., mepepad. u gon. — Mocksa : M3gatensctBo FOpaiit, 2024. — 556 c. — (Bwicmee
obpazoBanue). — ISBN 978-5-534-18678-9. — Texkcr : anekrponnslii // OOpa3oBaTenbHas
wiatdopma Opaiit [caiit]. — URL: https://urait.ru/bcode/545322

- OpranuM3anMoHHOE U IPaBOBOE oOecredeHrne HH(PpOpMaMOHHONW O€30MaCHOCTH :
y4eOHUK U MPaKTUKYM JUig By30B / ox penakuueit T. A. TlonskoBoii, A. A. CtpenblioBa. —
Mocksa : U3natensctBo FOpaiit, 2024. — 325 ¢. — (Bricmiee o6pa3oBanue). — ISBN 978-5-
534-03600-8. — Tekcr : anekTponHbIH // O0pa3zoBaTenbHas miardopma FOpaiir [caiit]. — URL:
https://urait.ru/bcode/536225

- CyBopoga, I'. M. UndopmarmonHas 6€30macHOCTh : y4eOHOE MocoOue st
By30B / I'. M. CyBopoBa. — 2-e u3j., nepepab. u non. — Mocksa : M3natensctBo FOpaiit, 2024.
— 277 ¢. — (Boicmee oopazoBanue). — ISBN 978-5-534-16450-3. — TekcT : 371eKTpOHHBIH //
Oo6pasoBarenbhas wiathopma KOpaiir [caiit]. — URL: https://urait.ru/bcode/544029
Jononnumenvnas numepamypa:




1. Kazapun, O. B. OcHOBBI HH(pOpMAIIMOHHON 0€30MaCHOCTH: HAI)KHOCTh U
0€3011aCHOCTh MPOrPAMMHOTO 0OecIieueHus : yueOHOe TOCoOHe ISl CPETHEro
npodeccuonaibHoro oopazoanus / O. B. Kazapun, U. b. lllyounckuii. — Mocksa :
WznatenbctBo FOpaiit, 2024. — 342 ¢. — (IIpodeccuonansuoe oopazoBanue). — ISBN 978-5-
534-10671-8. — Tekcr : anextpoHHbIii / ObpazoBarenbHas miatdopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/542339

2. Kosbipp, H. C. I'ymanuTapHbie aclieKThl HHG)OPMAITMOHHONW 0€301aCHOCTH : yueOHOe
nocobue st By30B / H. C. Kozbips, H. B. Cenpix. — Mocksa : U3narensctBo FOpaiit, 2024. —
170 c. — (Bsicmee obpazoBanue). — ISBN 978-5-534-17153-2. — TekcT : 2JIeKTPOHHBIH //
Oo6pasoBarenbHas wiathopma HOpaiit [caiit]. — URL: https://urait.ru/bcode/544965

- Ko3eipp, H. C. DxoHOMHYECKHE acTIEKThl HH()OPMAITHOHHON 0€301TaCHOCTH :
yueOHuK 1 npaktukym Juis By3oB / H. C. Ko3zsips, JI. JI. Oranecsin. — MockBa : 31aTenscTBo
IOpaiir, 2024. — 131 ¢. — (Bricmiee o6pa3zoBanne). — ISBN 978-5-534-17863-0. — Tekcr :
anekTpoHHbIH // OOpa3zoBatenbHas miardopma FOpaiir [caiit]. — URL:
https://urait.ru/bcode/545066

- Kozsipp, H. C. DxoHOMHYECKHE acTIeKThI HH(OPMAITMOHHON 0€30MMaCHOCTH :
yueOHuK U npaktukym Juist By3os / H. C. Ko3eips, JI. JI. OranecsiH. — MockBa : M31aTenscTBo
FOpaiit, 2024. — 131 ¢. — (Bwicmiee oopazoBanue). — ISBN 978-5-534-17863-0. — Tekcr :
anekTpoHHbIN // Obpa3zoBatenbHas miaatgopma FOpaiir [caiit]. — URL:
https://urait.ru/bcode/545066

- Kossipp, H. C. DxoHOMHYECKHE acTIeKThl HH(GOPMAIIMOHHON 0€30MaCHOCTH :
yueOHuK 1 npakTukym Juist By3oB / H. C. Ko3sips, JI. JI. Oranecstn. — MockBa : 31aTenscTBo
FOpaiir, 2024. — 131 ¢. — (Bricmiee oopa3zoBanne). — ISBN 978-5-534-17863-0. — Tekcr :
anekTpoHHbIH // Obpa3zoBatenbHas miardopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/545066

- JIuxoneros, B. B. CrpaTternueckue acreKkTbl 3KOHOMUYECKOW O€30IaCHOCTH :
yaeOHoe rmocodue st By30B / B. B. JluxoneroB. — 2-e uzn. — Mocksa : U3narensctBo KOpaiiT,
2024. — 201 c. — (Bricuree oopazoBanue). — ISBN 978-5-534-13505-3. — Tekcer :
aneKTpoHHbIHN // O6pazoBarenbHas iatgopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/543772

- Munemiko, JI. II. DxoHoMuKa U MEHEIXKMEHT 0€30MacHOCTH : yuebHoe mocobue
IU1s cpenHero npodeccuoHanbHoro oopaszosanus / JI. I1. Muneniko. — Mocksa : 3gaTenbcTBO
FOpaiir, 2024. — 99 c. — (IlpodeccuonanbHoe obpazosanue). — ISBN 978-5-534-18899-8. —
Tekcr : anexTponHsiii / O6pa3zoBarenbHas maatdopma FOpaiit [caiir]. — URL:
https://urait.ru/bcode/555038

- [lumenos, H. A. Ynpasnenue prHaHCOBBIMU PUCKaMH B CUCTEME
HKOHOMHUECKON O€30MacCHOCTH : y4eOHUK U MpakTUKyM ais By30B / H. A. [TumenoB. — 3-e u3z.,
nepepad. u gon. — Mocksa : UznatensctBo FOpaiit, 2024. — 353 ¢. — (Briciiee
obpaszoBanue). — ISBN 978-5-534-16342-1. — TexkcT : anekrpoHHslii // OOpa3oBaTenbHas
wiatdopma Opaiit [caiit]. — URL: https://urait.ru/bcode/535920

- Pacconos, 1. M. MHdopmanimoHHoe mpaBo : y4eOHUK U MPAKTUKYM JUTS BY30B /
N. M. PaccomnoB. — 7-¢ u3., mepepad. u morn. — Mocksa : M3garenscTBo IOpaiit, 2024. — 427
c. — (Bricmiee o6pazoBanue). — ISBN 978-5-534-18043-5. — TekcT : 21eKTpOHHBIH //
O6pasoBarenbHas wiathopma KOpaiir [caiit]. — URL.: https://urait.ru/bcode/535625

- YepHoga, E. B. Nudopmanmonnas 6e30nacHOCTb 4eJIoBeKa : yueOHoe mocodue
it By30B / E. B. UepHoBa. — 3-e usg., mepepad. u qor. — Mocksa : M3garenscTBo FOpaiiT,
2024. — 327 c. — (Bricuiee oopazoBanme). — ISBN 978-5-534-16772-6. — Texkcr :
anekTpoHHbId // OOpa3oBarenpHas miaTdopma IOpaiit [caiit]. — URL:
https://urait.ru/bcode/542739
Pecypcuvl ungpopmayuonno-menekommynuxkayuonrou cemu « dnmepremy:

1. ObC PY1H u croponnue ObC, Kk KOTOPBIM CTYI€HThl YHUBEPCUTETA UMEIOT JOCTYII
Ha OCHOBaHHUH 3aKJIIOYEHHBIX JOTOBOPOB
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- DnekTpoHHO-0mbmmoTeunas cucrema PYJIH — 9bC PYJIH
http://lib.rudn.ru/MegaPro/Web
- OBC «YHuBepcuTeTcKas oubimoreka onnaita» http:// www.biblioclub.ru
- OBC IOpaiit http://www.biblio-online.ru
- ObC «KoHcynbpTaHT cTyneHTay www.studentlibrary.ru
- OBC «Tpouukuii MmocT»
2. ba3bl JaHHBIX U TOMCKOBBIE CHCTEMBI
- DIIEKTPOHHBIN (HOH/T TPABOBON ¥ HOPMATUBHO-TEXHUICCKOW JJOKYMEHTAIIUU
http://docs.cntd.ru/
- mouckoBas cucreMa SHaekc https://www.yandex.ru/
- mouckoBas cuctema Google https://www.google.ru/
- pedeparuBHas 6a3a manubeix SCOPUS
http://www.elsevierscience.ru/products/scopus/
Yuebno-memoouueckue mamepuanwvl 0Jis1 CamoCmosmenbHo pabomsl 00y4arOWuxcs npu
0CB80EHUU OUCYUNTUHBL/MOOYIA*:
1. Kypc nexuuii mo mucuurmimnnae « MTHbopMaioHHas 6€301acHOCTbY.

* - Bce y4eOHO-METOIUYCCKUE MATePUANTBI JJII CAMOCTOSITEIIBHONH PabOThl 00ydJaromuXcst
pa3MeIIarTcs B COOTBETCTBUHU C ACHCTBYIOLIUM NOPsiAKoM Ha cTpanulle aucuuruinasl B TYUC!
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PA3BPABOTYMUK:

IIpenonasareins I'ycakoB Anapeit Uropesuu
Jonncnocms, BYIT Iloonuce Parus H.0.
PYKOBOJIUTEJIb BYII:
Joxncnocms BYIT Iloonuce Parus H.0.
PYKOBOIUTEJIb OII BO:

Tpyonukoa Huna
3aBenyromuii kageapoit BagumoBHa

Honoxcnocmo, BYIT Tloonuce Damunus 1. 0.
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