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1. HEJIb OCBOEHUA AU CHUITJINHBI

Jucrunmuaa «Technology Threats and Cybersecurity Systems» BXOOuUT B mporpammy
MarucTpatypbl «VCKyCCTBEHHBIH MHTEJUIEKT, MALIMHHOE OOy4eHHEe U KOCMHUYECKHE HAyKH» I10
HanpasieHuo 27.04.04 «YnpaBieHne B TEXHUYECKHMX CUCTEMax» W U3ydaercs B 3 cemecTpe 2
Kypca. Jucuunnuny peanusyer Kadenpa mexaHuKM M IpoleccoB ympasieHHs. JUCIUIUIMHA
COCTOMT U3 4 pa3zienoB U 9 TeM U HampaplieHa Ha W3y4yeHHe (YHIaMEHTAJIbHBIX OCHOB MOJIENe
yIrpo3 HHPOPMALMOHHON 0€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM M OLIEHKU MX BIMSHHUSA Ha PUCKU
nH(popManMoHHON 0e30MacHOCTH; pPa300p OCHOBHBIX METOJIOB PEIICHHS THIOBBIX 3a1a4 U
3HAKOMCTBO C 00JaCThIO0 UX TPUMEHEHHS B IPOPECCUOHATBHOM e TENbHOCTH.

Llenpto OCBOEHHUS IUCHUIUIMHBI siBIsieTcsl (opMupoBaHHE (yHIAMEHTAIbHBIX 3HaHUM U
HAaBLBIKOB TMPUMCHCHUSA MCTOAOB PCHICHUA 3alay, HGOGXOI[I/IMBIX JJISL HpO(i)eCCI/IOHaJIBHOI‘/JI
NesITeNIbHOCTH, MOBBILLIEHHE 00IEro ypoBHS U(PPOBOIl rPaMOTHOCTH CTYIEHTOB.

2. TPEBOBAHMA K PE3YJIBTATAM OCBOEHHUA JTUCIUIIJIMHDbI

OcBoenune mucrumauabl «Technology Threats and Cybersecurity Systems) HampaBlieHO Ha
¢dopmupoBaHue y 00y4aromuXCsl CISTYIONMX KOMIIETEHIIMN (YaCTH KOMIIETEHIIHH):

Tabnuya 2.1. Ilepeuenv komnemenyui, Gopmupyemvix y 00yuarowuxcia npu o0c60eHuu
OUCYUNTUHBL (Pe3YTbMAamMbl 0C80EHUSL OUCYUNTIUHBL)

I/IHIH(IKaTopr JAOCTHIKCHHSI KOMIICTCHIIMHA

Mudp Komnerennus N
(B paMKax JaHHOW JMCIMILINHBI)
Cnoco6eH pyKOBOAUTD OIIK-10.1 3HakoM ¢ OCHOBHBIMH IOJIX0JJaMH K pa3paboTke
pa3paboTKOil METOIMYECKUX U |METOANYECKHX U HOPMATUBHBIX JOKYMEHTOB, TEXHHYECKOI
HOPMAaTHBHBIX JOKyMEHTOB, JOKyMEHTaIl{ B 00J1aCTH aBTOMATH3aLUH TEXHOJIOTHYECKUX
TEXHHYECKOM JOKYMEHTAIIMU B |[IPOLIECCOB U NPOM3BOCTB;;
OIIK-10 00J1aCTH aBTOMAaTH3aNHA OIIK-10.2 BmageeT moaxomaaMu it pyKOBOZCTBA pa3paboTKOi

TEXHOJIOTHYECKUX MPOIECCOB M |TEXHUIECKON TOKYMEHTAlMN U HOPMATUBHBIX IOKYMEHTOB B
MIPOM3BOJICTB, B TOM YHCJIC IO  |00IaCTH aBTOMATH3AIMX TEXHOJIOTHYECKIX IPOIIECCOB U
JKU3HEHHOMY IMKITY TIPOAYKIINH U |TIPOU3BOACTB, B TOM YHCJIE IO XU3HEHHOMY IUKITY MIPOAYKIIUH U €€
©e KauecTBY Ka4yecTBY;

OIIK-6.1 3naeT ocCHOBHBIE METOJIbI cOOpa M TIPOBEACHHS aHAJH3a
Crioco0eH OCyIIEeCTBIATE COOp U |HAYYHO-TEXHUIECKOW HH(DOpMAIHH;;

MIPOBOJIUTH aHAJIU3 HAYYHO- OIIK-6.2 YMeer aHaIM3UPOBATh U 0000IaTh OTCYECTBECHHBIHN U
TeXHHYeCKoi nHdopmanny, 3apyOeXKHBII ONBIT B 00J1ACTH CPEACTB aBTOMATU3ALMU U
OIIK-6 000011aTh OTEYECTBEHHBIA U | yIIPaBIICHUSL;;
3apy0OexHbIi onbIT B oomact  |OIIK-6.3 Brnaneer MmetogamMu c60pa v NpOBEICHUS aHATIHN3a
CpEeICTB aBTOMAaTH3aLUU U Hay4HO-TEXHHUUYECKON MHpOpMAIHN, a TAaKXKe MOXKET 000011aTh
YIIpaBJICHUA OTEUECTBEHHBIN U 3apyOEKHBIN OIBIT B MPO(ecCHOHATEHOM
OTpaciw;

3. MECTO JUCIMIIJIMHBI B CTPYKTYPE OII BO

Jucrunuaa «Technology Threats and Cybersecurity Systems» OTHOCHTCS K 00s3aTeIbHOM
yactu 010ka | «/{uctmmianasl (MOIyn )» 00pa3oBaTeIbHOM MPOrpaMMBbl BBICIIETO 00pa30BaHusl.

B pamkax oOpa3oBarenbHOM HpOrpaMMbl BbICHIETO OOpa30BaHUs OOydalOIIMecs TaKKe
OCBaMBAIOT  JIpyTMe€ IUCHUIUIMHBI ~W/WIM TPAKTHKH, CIIOCOOCTBYIOIIHE  JOCTHIKCHHIO
3alUTaHUPOBAHHBIX pe3yJbTaToB ocBoeHUs nuciuiuinabl « Technology Threats and Cybersecurity
Systems».

Tabauya 3.1. Ilepeuenv xomnonenmos OII BO, cnocobcmayrouux 00CMUICEHUIO
3aNnAAHUPOBAHHBIX PE3YTbMAMOE 0C80EHUSL OUCYUNTUHDL




HanMenoBanme IIpeamecTByomue Mocaenyrwomue
HIngp KOMITETeHIHH JUCHUILTHHBL/MOYJIH, JUCHUILTAHBL/MOYJIH,
NMPaKTHKU* NMPaKTHKU*
Research work / Hay4uHno-
Crioco0OeH oCymeCTBIATD Y
06O H IPOBOHTS AHATH3 UCClieIoBaTebCcKas pabora
Hay YHO-TCX HHUECKOT (moyTyueHne ePBUYHBIX HABBIKOB
HAYYHO-HCCIICIOBATEIBCKOM .
nadopmanuu, 0600maTh Y paboTh): Undergraduate practice /
OIIK-6 OTEYECTBEHHBIN U . : [IpenumnoMHas IpaKkTHKa;
3apyGKHbIH OTIBIT B Relational Database Management pen p ’
System,;
obmacTu cpencTB T
aBTOMaTm.I;uIPIm " Python for Data Science;
yrpaBseHus Inferential Statistics;
CriocoGeH pyKOBOIUTH
pa3paboTKOI METOMYECKUX
Y HOPMAaTHBHBIX
. Research work / Hay4Hno-
JIOKYMEHTOB, TEXHUYECKOH Y
UCClieIoBaTebCcKas pabora .
JIOKYMEHTAIUH B 00J1aCTH Undergraduate practice /
(moyTyueHne ePBUYHBIX HABBIKOB
OIIK-10 aBTOMAaTHU3aLUU N [Ipenaunnomuas NpaKkTUKa;
- HAYYHO-HCCIICIOBATEIBCKOM

TIPOIIECCOB U TIPOU3BOJCTB,
B TOM YHCIIE TI0
KI3HCHHOMY IHKITY
MIPOAYKITNH U €€ KaUeCTBY

paboThI);

* - 3aIIOJTHAETCS B COOTBETCTBUHM ¢ MaTpuuieit komnetenmuii 1 CYIT OIT BO

** _ 3JIeKTUBHBIC JUCIMILTAHBI /TIPAKTUKH




4. OFBEM JJUCIHUIIJIMHBI U BUAbI YYEBHOMN PABOTHI

O6mas Tpynoemkocts auctuminubl « Technology Threats and Cybersecurity Systems» coctaisieT «3» 3a4eTHbIE €AMHHUIIBL.
Tabauya 4.1. Buowvl yuebHot pabomvi no nepuooam 0cC80eHUs 00pa308amenbHOU NPOcPAMMbL 8blCUlec0 00pa3z08anusi OJisi OYHOU (Hopmbl
00yueHus.

Bupa yueOHoii padoThI BCEI'O, ak.u. CeMec:.;r P(-bD)
Koumaxmmnas paboma, ax.u. 34 34
Jlekuuu (JIK) 17 17
Jlaboparopusie pabotsl (JIP) 17 17
[TpakTnueckue/cemunapckue 3ansrus (C3) 0 0
Camocmosmenvras paboma oby4arwuxcs, aK.u. 38 38
Koumponw (sx3amen/3auem c oyenkoil), ax.u. 36 36
Oo0masi TpyA0eMKOCTh ¥ CHMIIJIMHbBI aK.v. 108 108
3a4.e/l. 3 3




5. COAEP)KAHUE JUCIUIIJINHDBI

Tabauya 5. 1. Codepoicanue oucyuniunvl (M0OOYIs1) no 8UOAM Y4eOHOU padbomul

Bun
Homep | HaumeHoBaHue pa3aea .
Copep:xaHue pa3aesa (TeMbl) yueOHo
pa3nesa JHCIMIIMHBI .
padoThI
CraHnmapTel U 1.1 CraHmapThl 1 HOPMATHBHBIE TOKYMEHTBI JIK, JIP
HOpPMAaTHUBHBIC JOKYMEHTEHI,
periTaMeHTHpPYIOIIHe VYs3BuMocTH HH)OPMAITMOHHBIX CHCTEM.
Pazmen 1 .
HOHSTHS U 1.2 Knaccudukanus ys3BUMOCTed HHOOPMAITMOHHBIX JIK, JIP
KJIaCCH(DUKAIUIO YTPO3 U CHCTEM.
ysizBumocTteit KC
MexaHu3Mbl HApYIICHUS 2.1 HecaHKIMOHUPOBAHHBIN TOCTYN K HHPOPMALIUH JIK, JIP
Pazgen 2
Hb KC 2.2 VY1euku HHGOPMALIMK IO TEXHUYECKUM KaHajlaM JIK, JIP
OreHKa BO3MOXKHOCTH Peaii3aliu
3.1 (BO3HHUKHOBEHHs1) yrpo3 0€30MacHOCTH JIK, JIP
HHPOPMALIUY ¥ OTIPESHICIICHUE UX AKTYyaJIbHOCTH
OreHKa yrpo3 HapyIICHHS O1eHKA aKTyallbHOCTH yrpo3 0€30MacHOCTH
Paszen 3 | Cka YIpos Hapy 32 5 y yrp JIK, JIP
Hb KC nndopmanuu
OreHKa YPOBHS OITACHOCTH YSI3BUMOCTEH
33 “H(OPMAMOHHBIX KOMITOHEHTOB JIK, JIP
HHPOKOMMYHHUKAITHOHHBIX CHCTEM
CucteMa MeHeDKMEHTa HH()OPMAITMOHHOM
4.1 6e3omacHoctr. Ouenka puckoB uHpopmarmonnoit | JIK, JIP
Crioco06s1 3ammutel KC ot H p bopma ’
Pazgen 4 yrpos 1B 0€e30MIacHOCTH.
ATnmapaTHO-TIPOTpaMMHEIE CPEIICTBA 3aIHTHI
42 p po'D pea t JIK, JIP

nupopmanuu B KC.

* _ sanonmsercs Toibko mo QOUHOM popme obyuenns: JIK — nexyuu, JIP — nabopamopusie patomui,; C3 —

npaxmuttecxue/cemunapcxue 3AHAMUAL.

6. MATEPUAJIbHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI

Tabnuya 6.1. Mamepuanvho-mexnuyeckoe obecneverue OUCYUNIUHbL

Tun aynuropun OcHaleHue ayauTopun

Crnenuajau3upoBaHHOe
yueOHoe/1a00paTopHOE
odopynoBanue, I10 n
MAaTepHAaJIbI J1JIs1 0CBOEHUS
AUCHMILINHBI
(mpu HeOOXOAMMOCTH)

Aypautopust Uisl IPOBEAECHUS 3aHATUN
JIEKIMOHHOTO TUIIA, OCHAILIEHHAs
JlexunroHHas KOMILJIEKTOM CHEIMaIu3upPOBAHHON MeOemH;
JIOCKOH (9KpaHOM) U TEXHUYECKUMHU
CPEICTBAMU MYJIbTUMENINA TPE3CHTALIMH.

KomnbroTepHsbIil Ki1acc i NpoBeACHUS
3aHATUHN, TPYNIOBBIX U UHAUBUYAJIbHBIX
KOHCYJIbTallMM, TEKYIIETO KOHTPOJIS U
KoMnbproTepHblii | MPOMEKYTOUHON aTTECTALUN, OCHAIIICHHAS
KJ1acc MepCOHANBHBIMU KOMIbIOTEpaMU (B
KoJuyecTBe 15 mT.), JocKoi (3KpaHoM) U
TEXHUYECKUMH CPEJCTBAMU MYyJIbTUMEINA

IIPE3CHTALMMN.
Hns AyauTopus ISl CaMOCTOSATEILHON pabOThI
CaMOCTOSITENIbHON | 00yUaromuxcst (MOXKeT UCTIOIb30BAThCS IS
paboThI MIPOBEACHUS] CEMUHAPCKUX 3aHITUI U




KOHCYJIbTaIMil), OCHAIIEHHAsI KOMIUIEKTOM
CIeIUaIu3UPOBAHHON MeOeH 1
KoMibroTepamu ¢ goctynoM B UOC.

* - ayanTOpUs Uil CaMOCTOsTEIbHON paboThl o0yyatomuxcs ykaspisaercsi OBS3ATEJIBHO!

7. YHEBHO-METOANYECKOE H TH®OPMAIIMOHHOE OBECIIEYEHUE JUCIUITIJINMHBI

OcnosHas tumepamypa:

1. Maglaras L., Kantzavelou . (ed.). Cybersecurity issues in emerging technologies. —
CRC press, 2021.

2. Sarfraz M. (ed.). Cybersecurity Threats with New Perspectives. — BoD—Books on
Demand, 2021.
Hononnumenvras aumepamypa:

1. Toch E. et al. The privacy implications of cyber security systems: A technological
survey //ACM Computing Surveys (CSUR). —2018. — T. 51. — Ne. 2. — C. 1-27.

2. Jang-Jaccard J., Nepal S. A survey of emerging threats in cybersecurity //Journal of
computer and system sciences. — 2014. — T. 80. — Ne. 5. — C. 973-993.
Pecypcwr ungopmayuonno-menexommyHukayuoHnou cemu « Mnmeprnem»:

1. ObC PYIH u croponnue 9bC, Kk KOTOPbIM CTYJE€HTbl YHUBEPCUTETA UMEIOT JOCTYT
HA OCHOBaHUH 3aKJIIOYCHHBIX JOTOBOPOB

- DnexrpoHHo-O0nbmoTteyHas cuctema PYJIH — O6C PY JIH
https://mega.rudn.ru/MegaPro/Web

- OBC «YHuBepcuteTckas Oubnuoreka onnaiia» http://www.biblioclub.ru

- OBC «lOpaiit» http://www.biblio-online.ru

- OBC «Koncynbrant ctygeHTay www.studentlibrary.ru

- OBC «3nannym» https://znanium.ru/

2. ba3bl JaHHBIX ¥ TOMCKOBBIE CUCTEMBI

- Sage https://journals.sagepub.com/

- Springer Nature Link https://link.springer.com/

- Wiley Journal Database https://onlinelibrary.wiley.com/

- HaykomeTpuueckas 6a3a qanasix Lens.org https://www.lens.org
Yyebno-memoouueckue mamepuansvl 0Jis1 CamoCcmosmenrbHol pabomsl 00y4aruuxcs npu
0CBOCHUU OUCYUNTUHBL/ MO0V ™!

1. Kypc nexuuit no nuctumimnae « Technology Threats and Cybersecurity Systems».

* - Bce yueOHO-METOMUECKUE MaTepHajbl s CaMOCTOSTENbHOW paboThl 00yJaIOIINXCS
pa3MeIarTCa B COOTBETCTBUH C AECHCTBYIOIIUM MOPAIKOM Ha cTpaHulle aucuurivasl B TYUC!
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