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1. IEJIb ITPOBEJAEHUS ITIPAKTUKHU

Ilenbto  mpoBeaeHHs  HAy4YHO-UCCIIEOBATENbCKOM  paboThl  SBISETCSd  IMOJyuYEHHE
po(EeCCUOHAIBHBIX YMEHMH M HaBBIKOB B OOJIACTH TEXHOJOTMH 3aluThl HH(pOpPMAIUH,
IPUMEHEHHUS] COBPEMEHHBIX TEXHOJIOTUH IPOrpaMMHUPOBAHUS, CO3JaHUS U Pa3BUTHS
CHELHAIbHOIO MPOrpaMMHO-MaTEMAaTUYECKOI0 00ecnedeHus: Uil YIPaBICHUS CIOKHBIMU
TEXHUYECKUM OOBEKTaMM M CHCTEMaMH B MHTEpecax OOILIero MalluHOCTPOEHUS,
a’POKOCMHUYECKON M JIpYyTruX HayKOeMKuxX oTpacied. OOydaromuecs nIpruoOpeTaoT HaBbIKU
paboOTBl B KOJUIEKTHBE M KOMMYHHKAI[MOHHBIE HABBIKH, HEOOXOAMMEBIE IPH pa3paboTKe
KPYNHBIX ~KOCMMYECKHX W JPYIrMX HPOEKTOB, HAaBBIKM pa3pabOTKHM  CTpaTeruu
MHPOpPMAIIMOHHOW  0€30IIaCHOCTM B YCJIOBMSIX  CTAHOBJIEHUS  COBPEMEHHOIO
nH(POPMAIIMOHHOTO 00IIEeCTBA.

OCHOBHBIMH 33Ja4YaMM 10 3aKPEIUICHUIO TEOPETHUECKUX 3HAHHWH, MNOJTYYEHHBIX IPH
M3y4eHUH 0a30BbIX JUCLUUIUIMH SBISIOTCS:

— 3aKperyieHHe TNOJYYCHHBIX TEOPETUYECKHX 3HAHWA B TPOLECCE IMPOBEICHHS
HAYYHBIX MCCIIEI0BAHUH MIPU PELICHUH MPAKTUYECKUX 3a/1a4;

— aHamu3 (QyHOAMEHTAIBHBIX M MPHKIAAHBIX HOpobieM  HHGOPMALMOHHOU
0€30macHOCTH B YCIOBHSX CTAHOBJIEHHS COBPEMEHHOTO HWH(OPMAIMOHHOTO
o01ecTBa;

— pa3pa0oTka IUTAHOB M TMPOTPaMM NPOBEACHUS HAYYHBIX HCCIEJOBAHUN W
TEXHHUUYECKUX Pa3pabOTOK, MOATOTOBKA OTACIBHBIX 3aJaHUI JJIs1 UCTIOTHUTENEH;

— BBIMOJIHEHHE HAYYHBIX HCCIECAOBAaHMKA C MPUMEHEHHEM COOTBETCTBYIOIIUX
($U3NIECKIX U MAaTEMaTHYECKUX METO/IOB;

— TMOATOTOBKA MO pe3yJbTaTaM HAayYHBIX HCCIEIOBAHUI OTYETOB, CTATEH, MOKIIAJOB
Ha Hay4yHbIX KOH(EpeHIMAX; NPHUMEHEHHE YIIyOJCHHBIX TEOPETHUECKUX U
NpPaKTUYECKUX 3HAHUN B 00JacTH MHPOPMALMOHHBIX TEXHOJOTUH W MPUKIIAJHON
MaTeMaTuKd, (QYHIAMEHTAJIbHBIX KOHIENIMHA ¢ CHCTEMHBIX METOHOJIOTHIA,
MEXAYHApOIHBIX U MPO(ECCHOHATBHBIX CTAaHAAPTOB B 00JIaCTH MH(POPMAIIMOHHBIX
TEXHOJIOTHH, a TaK)Ke 3HAHMSA, KOTOPbIe HAXOAATCS Ha MEepeJOBOM pyOeke HAyKH U
TEXHUKH.

2. TPEBOBAHMS K PE3YJIBTATAM OBYYEHMUA 110 UTOI'AM ITPOXOXKIAEHUA
ITPAKTUKHU

[IpoBeneHre Hay4YHO-MCCIIEIOBATEIILCKOW paOOTHI HANpPaBIeHO Ha (OPMUPOBAHHE Y
00ydJaromuxcs CASAYIONIMX KOMIETEHIIUN (YaCTH KOMITETCHITHH ):

Tabnuya 2.1. Ilepeuenv romnemenyutl, Gopmupyemvix y o00yUanOwuxcs npu
NPOXO0ACOCHUU NPAKMUKU (Pe3YIbmamos 00yuerus no umo2am npaKmuxu)

I/IHIII/IKaTopr JOCTHIKCHUA KOMIICTCHIIUN

Mudgp Komnerenuus .
(B paMKax JaHHOW JUCHUILIUHBI)

VK-2.1. ®opmynupyer mpobiemMy, perieHue KOTOpOoi
HaIpPsIMYIO CBSI3aHO C IOCTUKEHUEM LIETU IPOEKTA;

VK-2.2. Onpenenser CBS3M MEXAY IOCTABICHHBIMU
3aJadyaMi U OXKNUJacMbIC pe3y.TII>TaTI>I nux peH_IeHI/IH;

Crioco6HOCTh yrpasiaTh | YK-2.3. B paMkax TMOCTaBICHHBIX 3ajad ONpeaensieT
YK-2 IIPOEKTOM Ha BCEX DTAIlaX €ro [UMEIOLIUECS pPECYpPChl M OIPaHUYEHHUs, JEHCTBYIOILIUE
KU3HEHHOTO LIMKJIa IIPABOBBIE HOPMBI;

VK-2.4. AHanu3upyer miaH-rpaduk peaqu3aiiy IpoeKTa B
IEJJOM H BBIOMpAeT ONTUMAJIBHBIA CIOCOO PEIICHHs
MOCTAaBJICHHBIX 3a7a4, UCXOJS U3 JNEHCTBYIOUIMX MPABOBBIX
HOPM U UMEIOIIHNXCSI PECYPCOB M OrpaHUYECHHUI;
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Hudp

KoMnerenuus

HNHaukaTopbl 10CTHKEHUSI KOMIIETEHIIH T
(B paMKax JaHHOW JUCHUILIUHBI)

VK-2.5. KonTposupyerT X0  BbINOJHECHUS
KOppEeKTHpYyeT  IulaH-rpaguk B
pe3ybTaTaMu KOHTPOJISL.

MIPOCKTA,
COOTBETCTBUH  C

YK-3

Cnoco6HoCTb
OpraHH30BBIBAThH "
PYKOBOJIUTH pabotoit
KOMaH/Ibl, BBIpa0aTHIBast
KOMaHJHYIO CTPaTeTHio st
JTOCTHKEHHUSI TOCTABIICHHON
LEJIH.

VYK-3.1. Onpenensier cBOO poib B KOMaHAE, MCXOIs W3
CTpaTeruu COTPYAHNYECTBA JJIsl JOCTHKCHUS

VYK-3.2. ®opmynupyeT U yUUTHIBAET B CBOEH JIE€ATEIBHOCTH
O0COOEHHOCTH NOBEICHMS TIPYIN JIOJEH, BBIJCICHHBIX B
3aBUCHUMOCTH OT IIOCTABJIEHHOM 1IENH;

VK-3.3. AHanuszupyeT BO3MOXKHBIE IMOCIEICTBUS JIMYHBIX
JEUCTBUM W IUIAHUPYET CBOM JEUCTBUS NI JOCTHKCHMS
3aJJaHHOTO PE3yJIbTaTa;

VK-3.4. Ocymiectisier oOMeH HH(opMaIue, 3HaHUIMHA U
OIIBITOM C WJICHaMH KOMaH/Ibl;

VYK-3.5. ApryMEeHTUpPYET CBOIO TOUKY 3PEHHSI OTHOCUTEIBLHO
UCIIOJIb30BAaHUSl UAEH JPyrux YJIEHOB KOMaHIbl JUIf
JOCTUKXCHUA IOCTaBJIICHHOU e,

VYK-3.6. YyacTByeT B KOMaHAHOH paboOTe MO BBHINOJIHEHUIO
MOPyYECHU

VYK-7

CrniocobHOCTB
HY)KHBIC
uHpoOpMaLUU |
BOCIIPUHHUMATH,
aHAJIM3UPOBATh, 3alOMHHATH
U TiepeaaBaTh HHOOPMAITHUIO ¢
MCIOJIb30BaHUEM [HU(POBBIX
CpPE/CTB, a TAKXKE C TIOMOIIBIO
QITOPUTMOB TIpu pabore ¢
TIOJTYYCHHBIMH M3 Pa3JIMIHBIX
UCTOYHUKOB  JIaHHBIMH  C
1IEJIBIO 3¢ pexTUBHOTO
UCTIOJIb30BAHUS TIOTYYEHHOU
uHpOpMAIUK I PEUICHUS
3ajja4; TPOBOJUTH OICHKY
nH(popManuu, ee
JOCTOBEPHOCTb, CTPOUTH
JIOTHYECKUE YMO3AKIIOUCHHS
Ha OCHOBAHUU MOCTYTAIOLINX
MHGOpPMAIIMU ¥ JAHHBIX

HCKATh
HCTOUYHHUKH
JaHHBIC,

VYK-7.1. OcymecTBiaseT NOUCK HYXHBIX HCTOYHHKOB
uHGOpMaMM W JAHHBIX, BOCIPHUHHMAET, AaHAIN3UpYeET,
3allOMHHAET U NepeaaeT MH(POPMAIUIO C WCIOIb30BAHUEM
(POBBIX CPEACTB, a TAK)KE C MOMOIIBIO AITOPUTMOB IIPU
paboTe ¢ moy4eHHBIMH U3

Pa3IMYHBIX UCTOYHUKOB JaHHBIMHU C 1eNbI0 3(dexTHBHOTO
UCTIOJIb30BAaHUS TOJNyYeHHOH HMHGOPMAIMK JIsi pEIIeHUs
3a/1a4;

VYK-7.2. ITpoBoauT olieHKy HHGOpPMAIIHH, €€ TOCTOBEPHOCTD,
CTPOUT  JIOTUYCCKHUC YMO3aKIHOUYCHU A Ha OCHOBaHHMH
MOCTyHaroIMX HHOPMAIUU U TaHHBIX.

OIIK-2

Croco6HOCTH MIPUMEHSTH
KOMIIbIOTEpHBIE /
CYNIEPKOMIIbIOTEPHbBIE
METO/IBI, COBPEMEHHOE
nmporpaMMHOe  oOecrieueHue
(B TOM yHCJIE OT€YECTBEHHOTO
MIPOU3BOJICTBA) IS PELICHUS
3amad  mpodeccroHabHON
NeSITeIbHOCTH

OIIK-2.1. 3HaeT OCHOBHBIE KOHILENIMH COBPEMEHHBIX
BBIUUCIIUTENBHBIX CUCTEM M IPOTPAMMHOI0 obecnedeHus (B
TOM YHCJI€ OT€YECTBEHHOTO TPOU3BOJICTBA)

OIIK-2.2. Ucnonb3yeT METOAbl BHICOKOMPOU3BOAUTEIbHBIX
BBIUYUCIIUTCIIbHBIX TGXHOHOFHﬁ, COBpeMeHHOF (0]
MpOrpaMMHOTO  OoOecredeHust  JJIsl  pelieHus  3am1ad
pohecCHOHATLHOM e TEIEHOCTH

OIIK-2.3. Hcnonp3yeT HWHCTPYMEHTAJIbHBIE CpENICTBA
BBICOKOITPOU3BOAUTCIIbHBIX BBEIUUCJIICHUNA B HaquOfI n
PAKTUYECKON AESITeIbHOCTH

OIIK-5

Croco0HOCTE
HHCTA/UTHPOBATh u
COIIPOBOXKIATh MPOTPAMMHOE

OIIK-5.1. 3naer mopsaoK © OCOOEHHOCTH Tpoliecca
MHCTAJUTALUH POTPaMMHOTO obecrieueHns
UH(OPMAIMOHHBIX CHCTEM




Hudp

KoMnerenuus

NuaukaTopsbl J0CTHKEHUsT KOMIIETEHITUN
(B paMKax JaHHOW JUCHUILIUHBI)

oOecrnieueHue
WH(OPMALIMOHHBIX ~ CHUCTEM,
OCYIIECTBIATh 3P(HEKTUBHOE
yIpaBlieHUE pa3paboTKOi
NPOTPAaMMHBIX ~ CPEACTB U
MIPOCKTOB

OIIK-5.2. VYMmeet 00ecreunTh CONPOBOXKICHUE
IPOrpaMMHOro obecneueHusi HHQOPMAIIMOHHBIX CUCTEM

OIIK-5.3. Bnameer coBpeMeHHBIMH WH()OPMAITMOHHBIMHU
TEXHOJOTUSIMU u TEXHNYCCKUMHU cpeacrBaMu JJIA
ocymecTBieHuss 3(PGEKTUBHOTO YIIPaBICHUS Pa3pabOTKOM
HPOrpaMMHBIX CPEICTB U IIPOEKTOB

[TK-1

CriocoGHOCTh
dhopmynupoBaTh
3a1aun HAaYYHBIX
HWCCIIeNOBaHnii B oOJlacTu
3aIUTHI uH(pOopMaIuy,
BBIOMPATH METOIBI U CPEJICTBA
penieHus 3a1a4d

LeJIH,

[TIK-1.1. 3HaeT METObI M CPEICTBA PEMICHUS 3a7]a4 HAyYHBIX
UCCIICIOBaHUN B 00JIACTH 3aIUTH HH(OpMAIHH

[IK-1.2. YMmeer ¢opMynupoBaTh Iieidb W 3a7a4d HAYIHBIX
UCCJICIOBaHM B MIPO(ECCHOHANBLHON 00JIaCTH, TOTOBUTH K
nyOauKauu  pe3yJbTaTbl HAYYHBIX HUCCIEJOBAaHMM H
dbopMupoBaTh JOKYMEHTHI [UIsl TOAAYu 3asBKU Ha
HN300peTeHNE

[IK-1.3. Bnaneer mpuemamu uis (GOPMYJIHPOBKH LEIH U
3aJjad Hay4HBIX UCCJIEJOBAHUM, YMEET BBIOMpPATh METO/bI U
CpeZCTBa pelIeHus 3a/1a4 MPoheCCHOHATLHON I TEIbHOCTH

[TK-2

Croco6HOCTh MIPUMEHSTH
METOJbI W TEXHOJOTUH
3amuTel  UHGOpMaLUU  JUIsS
pelIeHns 3aJad ympaBIeHUS
MMPOCKTaMHU B obnactu
MH(POPMAIIMOHHBIX

TEXHOJOTHMII B  YCJIOBHUSX
HEOIPEIETIEHHOCTEN u
PUCKOB  HMH(OPMAIIMOHHBIX

yrpo3

[IK-2.1. 3HaeT COBpPEMEHHBIE  TEOPETUYECKHE U
SKCIICPUMCHTAJIbHBIC MCTOAHI, MIPUMCHACMBIC JJIA
pa3pabOTKH TEXHOJOTUH 3alTUThI UH(POPMAITUU U MPOIIECCOB
po(heCcCHOHATLHOM e TEIbHOCTH

[IK-2.2. Ymeer onpenensits 3h(HEeKTUBHOCTH MPUMEHIEMBIX
METOJIOB JUIS pa3paOOTKH TEXHOIOTHH 3aIIUThl HH(pOpMannu
U MIPOLIECCOB PO ECCUOHATIBHOMN IeATEIIbHOCTH

[IK-2.3. Bnageer COBpPEMEHHBIMHM TEOPETUYECKUMH U
OKCIEPUMEHTAIBHBIMH ~ METOJaMu Uit pa3paboTKu
TEXHOJOTMM  3amuThl  HMHQOpMAMM W MPOLECCOB
po(heCcCHOHATTLHOU e TEIIbHOCTH

[IK-3

Croco0OHOCTB OTIpEIEIATh
YTPO3bI 0e30macHOCTH
uHpOpMAIMM ¥ BO3MOXKHBIC
NyTH €€ 3allUThl Ha OCHOBE
aHam3a CTPYKTYpBl |
coJiep KaHus
MH(pOpPMaIMOHHBIX
MPOIIECCOB M OCOOCHHOCTEH
(YHKIIMOHUPOBAHUS
MH(OPMAIIMOHHOMN CUCTEMBbI

[IK-3.1. VYmeer mnpoBOIUTH aHAIU3 CTPYKTYpPhl U
coJiep>kanusi ”HGOPMAIMOHHBIX TIPOIECCOB U OCOOCHHOCTEH
(GYHKIIMOHUPOBAHUS MH(YOPMAITMOHHBIX CUCTEM

[IK-3.2. VYmeer <¢opMynupoBaTb peKOMEHAALUH I10
COBEPIICHCTBOBAHMIO  WH(GOPMAIMOHHBIX  CHUCTEM U
TEXHOJIOTHH 3alUTHl MX 0€30IaCHOCTHU OT YIpo3

[IK-3.3. Bnaneer meTogaMu perieHus: npodeccHoHanbHbIX
3a/1a4 B 00J1aCTH 3alTUThI HH(POpMaIUK 1 HHPOPMAITMOHHBIX
cUCTEM

3. MECTO ITPAKTHUKHU B CTPYKTYPE OII BO

Hayuno-uccnenoBatenbckass paboTa OTHOCHTCS K BapUATUBHOM KOMITOHEHTE
o0s13arenbHOM yactu bioka 2.

B pamkax OIl BO oOyuaromuecsi Takke OCBAaWBAOT AWCIUIUIMHBI W/ WA APYyTHE
MPAKTUKH, CIMOCOOCTBYIOIIME TOCTIKEHUIO 3aIUIAHUPOBAHHBIX PE3yJbTATOB OOYUYEHHUS IO
WUTOTaM TMPOXOXKICHUS] HAyYHO-UCCIIET0BATEIHLCKON PabOTHI.




Tabauya 3.1. Ilepeuenv xomnonenmos OII BO, cnocobcmsyowux 00CMUICEHUIO
3aNnIAHUPOBAHHBIX PE3YIbMamos 00y4eHUss N0 Umo2am NPOXOHCOeHUsL NPAKMUKU

IlpenmecrByromue IHocnenyrommue
HIng Haumvenosanue nncﬁnI:IJmeJMOI; JIK IIHCHI/[HJIHII[{)I’)I/I\TOH JIK
p KOMIIETeHIHH! * T, * T,
NPaKTHKHU NMPaKTHKHU
[IpenaumiomHuas
CriocoOHOCTD yNpaBIIsATh eIt
HcTtopust u MeTOAOIOTHS | TIPaKTUKA
YK-2 MPOEKTOM Ha BCEX ATalax €ro
HayKHu I'ocynapctBeHHast
YKU3HEHHOTO IHKJIa
UTOTOBAs ATTECTAIHS
CnocoOHOCTb
OpPTaHHU30BBIBATH U
. [IpennuruioMHas
PYKOBOAUTH pabOTOM
HcTtopus u MeTofoorust | MpakTUKa
VK-3 KOMaH/Ibl, BIpabaThIBast
HayKu I'ocynapcrBenHas
KOMaHJHYIO CTPATETHUIO AJIsi
. UTOTOBAs aTTECTAIIHs
JIOCTH>KEHHS TOCTaBICHHOU
LEJIH.
CriocoOHOCTb UCKATh
HY>KHbI€ HCTOUHUKH
UH(pOpMAaLUU U JaHHbIE,
BOCIIPUHUMATh,
aHAIM3UPOBATH, 3aIIOMUHATH
[Ipenaumiomuas
U TiepeaaBaTh HHHOPMAITHIO
MPaKTHKA
C UCIOJIb30BAaHUEM
I'ocynapcrBenHas
IU(POBBIX CPEACTB, a TAKKE
UTOTOBAs aTTECTAIlHs
C TIOMOIIIBIO AITOPUTMOB IIPU
JluHaMuKa ¥ yrpaBsieHue
paboTe C MoIyYeHHBIMU U3 HcTopus u metononorus
KOCMHUYECKHUMHU
VYK-7 | pasnuuHbBIX HICTOYHUKOB HayKH
JAHHBIMU C IIEJIBIO CMCTEMAMH
Dynamics and Control of
3P PEKTUBHOTO
. Space Systems /
MCIIOJIb30BaHUS MOJTy4YEHHOM
JlnHamuKa u ynpaBieHUe
uHGOPMALIUU AJIS PEIICHUS
3a]a4; MPOBOJUTH OLIEHK KOCMHHCCKIMH
’ Y CHUCTEMaMHU
uHpopManuu, ee
JIOCTOBEPHOCTH, CTPOUTH
JIOTUYECKHUE YMO3AKITIOUCHUS
HAa OCHOBaHHUH MOCTYIAIOLIUX
uHGOpPMAIIMU U TAHHBIX
YuciaeHHble METOIEI
pelieHus 3a1a4d
MaTeMaTH4eCKOro
CriocoOHOCTh TPUMEHSTh MOJICTTUPOBAHUS
KOMIIBIOTEpPHBIE / Texnonoruu
CYyNEepKOMIBIOTEPHBIE MIPOrPaMMHUPOBAHHUS
METO/Tbl, COBPEMEHHOE MammnHoe o0yueHue u [TpenaumniomHuas
OIK.y | TPOTpaMMHoe oOecrieyeHne | aHaaU3 OOJIBIIMX JAHHBIX | MPAKTHKA
(B TOM umncie 3amuieHHoe I'ocynapctBenHast
OTEUYECTBEHHOI'O MPOrpaMMHOE UTOTOBAs aTTECTAIIHS
MIPOU3BOJICTBA) JJIS PEIICHUST | oOecredeHre
3a1a4 npodeccuoHaIbHON Hay4no-
NEeSITEIIbHOCTH HCCIIeIoBaTeNbCKast
pabora (mosryueHue
MEPBUYHBIX HABBIKOB
HAYYHO-




HIudp

HanmenoBanue
KOMIIETEHIIM U

IIpenmecrByomue
AMCUMILTUHBI/MOIYJIH,
MPAKTUKH*

IMocaenyromue
AMCUMILIUHBI/MOIYJIH,
MPAKTUKH*

HUCCIIE0BATEILCKOM
paboThI)

OIIK-5

CriocoO6HOCTD
WUHCTaJNTUPOBATh U
COTMPOBOXKAATH MPOTPAMMHOE
obecrieueHue
UH(POPMAIMOHHBIX CHCTEM,
OCYIIECTBIATh 3D PEKTUBHOE
ympaBieHue pa3paboTKoi
POTPAMMHBIX CPEJICTB U
MIPOEKTOB

WNudopmannoHHble
TEXHOJIOTUH B
MaTeMaTHYeCKOM
MOJIETTUPOBAHUH
TexHonoruu
MIPOrpPaMMHUPOBAHHUS
TexHonornyeckue yrpossl
U CUCTEMBI O0eCTIeUeHuUs
kubepbe3onacHoCcTH
Goeoinformation Systems
and Applications
HNuTennexTyanbHble
MH(pOpPMaIMOHHbIE
CUCTEMBI

Hayuyno-
HCCIeIoBaTeNbCKast
paborta (mosryueHue
MEePBUYHBIX HABBIKOB
HAYyYHO-
HUCCIIEI0BATEILCKOU
paboThI)

[Ipennunmomuas
MPaKTHKA
I'ocynapctBeHHast
UTOTOBad arTeCTaliusa

[TK-1

CnocoOHOCTh
bopMyIUpOBaTh MEIIH,
3aJ1aui Hay4IHbIX
HACCIIENOBAaHUI B 00acTu
3alIUTHI UH(OpPMAIHH,
BBIOMPATHh METOIbI U
CpEeIICTBA peIICHUS 3a1a4

Kpunronorus u npaktuka
mmdpoBanus
UckyccTBeHHBIE
HEUPOHHBIE CETU
(I'my6okoe oOyueHue)
Artificial Neural Networks
(Deep Learning)
HckyccTBeHHBIE
HEUPOHHBIE CETH
(Obyuenue ¢
MTOAKPETUICHUEM )
Artificial Neural Networks
(Reinforcement Learning)
Hay4no-
HCCIeIoBaTeNbCKast
paborta (mosryueHue
MEePBUYHBIX HABBIKOB
HAYYHO-
HUCCIIEI0BATEILCKON
paboThI)

[Ipennunmomuas
MPAaKTHKA
I'ocynapctBeHHast
UTOTOBad arTeCcTaliusia

[TK-2

CriocoOHOCTh TPUMEHSTh
METO/bI U TEXHOJIOTHH
3alUThl HHOPMAIMH ISt
pelIeHus 3a/1a4 yIpaBICHUS
MpoeKTaMu B 00JacTH
nH()OPMAITMOHHBIX
TEXHOJIOTHH B YCIOBHUSAX
HEOIPEIETEHHOCTEN 1

MarmuaHoe o0y4eHne u
aHayM3 OOJBIINX JAHHBIX
CraTucTuueckue MeTo Ibl
aHaJIM3a TAaHHBIX
Kpunronorus u npaktuka
mmdpoBanus
TexHOoI0rn4ecKre yrpo3nl
Y CUCTEMBI O0ECTICUCHUS
KnOepOe301acHOCTH

[Ipennunmomuas
MPAaKTHKA
I'ocynapctBeHHast
UTOTOBad arTeCcTaliusia
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IIpexmecrByromue IHocaenyrommue
HIudp Haumenosanue unc{)m[:mnHLJMol:ynn, HHCHHHHHi[{)IZI/;IOHyJII/I,
KOMIIeTeHIIHH * *
NPAKTHKHU NPAKTHKHU
pUCKOB MH(GOPMAITMOHHBIX 3amumieHHoe
yIpo3 MIPOrpaMMHOE
obecrieueHue
UckyccTBeHHBIE
HEUPOHHBIE CETU
(I'my6okoe oOydeHue)
Artificial Neural Networks
(Deep Learning)
Artificial Neural Networks
(Reinforcement Learning)
HckyccTBeHHBIE
HEUPOHHBIE CETH
(Obyuenue ¢
MTOAKPETICHUEM )
MarmmHaHOe 00yueHHUE U [Ipenmurniomuas
aHayu3 OOJIBIINX JAHHBIX | MPaKTUKa
HNuTennexryanbHble l'ocynapcrBenHas
CnocoOHOCTh ONpenenaTh nH(pOpMaLIOHHbIE UTOTOBAs aTTECTAIIH
yTPpOo3bl OE30aCHOCTH CUCTEMBI
uHbOpMaluu U BO3MOXKHbIe | VICKyccTBEHHBIE
MyTH €€ 3alIUThl HA OCHOBE HEHPOHHBIEC CETU
aHaJu3a CTPYKTYpPHI U (I'my6okoe oOydeHue)
cojiepKaHus Artificial Neural Networks
nH()OPMAITMOHHBIX (Deep Learning)
nporeccoB u ocooennocreit | Artificial Neural Networks
(GyHKIIMOHUPOBAHUS (Reinforcement Learning)
UHPOPMALMOHHOM cucteMbl | MicKkyccTBeHHbIE
HEUPOHHBIE CETH
(Obyuenue ¢

MTOAKPETICHUEM )
* - 3aTIIOJTHAETCS B COOTBETCTBYH ¢ MaTpuneld komnetenmuit u CYIT OIT BO

[IK-3

4. OBBEM ITPAKTHKHA

OO01m1as TpyJ0€MKOCTh Hay9IHO-HUCCIIEIOBATEILCKOW PAa0OTHI COCTABIISET 3 3a4€THBIC €IUHUIIBI
(108 ak.u.).

5. COAEP) KAHME ITPAKTUKU
Tabauya 5.1. Coodeporcanue npaxmuxu ™

HanmeHnoBanmue pa3aena Coaepsxanue pasaesia (TeMbl, BUIBI TpynoemkocTn,
NMPAKTHUKH NMPAKTHYECKOM 1eATeJIbHOCTH) aK.4.

[Tonyuenne MHAMBUYATBHOTO 3aJaHUS HA )

Paznen 1. IIPAKTUKY OT PYKOBOJIUTEIS

OpranuzanyroHHO- WHCTpYKTaX 10 TEXHUKE OE30MaCHOCTH Ha

MOATOTOBUTENBHBIN paboueM Mecte (B 1abopaTopuu W/ WK Ha 2
ITPOU3BO/ICTBE)
N3ydenune yueOHOM 1 HAyYHOH JINTEpATypPHI 110 12

. BBIOPAHHOM Ha MPEABIIYIIEM dTare TeMaTUKE

Pazgen 2. OcHoBHOM -
Wzydenue kinaccudukanmu yrpo3 1 ysa3BUMOCTEH 24
MHGOPMALIMOHHBIX CHCTEM Ha OCHOBE HEMELIKOTO




HaumeHoBaHme pa3jaesa Conep:xanue pasaena (TeMbl, BUIAbI TpynoemMKocCTb,
NPaKTHKHU NPaKTHYECKOI 1eATeJIbHOCTH) aK.4.

pykoBoacTea BSINIT Baseline Protection Manual

110 UHPOPMALIMOHHOM 0€30MaCHOCTH.

N3yyenne BonpocoB 0e30macHOCTH

WH(OPMAIIMOHHBIX CHCTEM TEPCOHATBHBIX JAaHHBIX

Ha OCHOBE PErJIaMEHTUPYIOLIUX IOKYMEHTOB

Poccuiickoit @enepanuu.

OcBoeHue KpUnTorpapuueckux CpeJCTB 3alIUThI

UHpOpMaLUH.

N3yuenune anropuTMOoB pydqHOTo mu(poBaHms 20

(mammpumep, Solitaire pupmer Counterpane u ap. 1o

3aJIaHUIO0

IIpumeHeHue U1 OLIEHKU COCTOSIHUS

nH(pOpMaMOHHOM 0€30MMaCHOCTH OpraHU3aII

naketa PRIZMA, pa3paboTaHHOTO aMepUKaHCKUM

MHCTUTYTOM cTaHaapToB NIST.

[ToaroToBka mpu HEOOXOAUMOCTH MATEPUATIOB IS

myOJIMYHOTO MPECTABICHUS PE3YIbTAaTOB

UCCIIeIOBaHMsI HA KOH(EPEHIINH, HAYYHOM 8

CEeMHHAape, B PELEH3UPYEMOM MEPUOTUIECKOM

W3IaHUHI

Tekymuit KOHTPOJIb TPOXOKICHUS TPAKTUKU CO

CTOPOHBI PYKOBOJIUTEIS

Benenue n1HeBHHMKA MPOXOKIACHUS IPAKTUKHI

OdopmieHne oT4eTa o MpaKkTUKe

[ToaroroBka K 3alllMTe U 3alUTa OTYETA MO MPAKTHUKE

20

(oY |F *N} Ho) B

BCEI'O: 108

* - comepKkaHWe TPAKTHKU MO pasnenaM W BuuaMm mnpaktudeckoi moaroroBku [TOJIHOCTDBIO otpaxkaercs B oTdeTe
o0ydJaromerocs 1o nmpakTuke.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE ITPOBEJIEHU A
ITPAKTUKH

HayuHo-yueOHble nabopaTopuu KadeApbl MEXaHHUKM M TMPOLECCOB YIPaBIICHUS,
MOMEUICHUS TPEANPUATHI-MAPTHEPOB, B KOTOPBIX CTYACHTHI NPOXOAAT TPAKTHKY,
000py/IOBaHHBIE JIOKAIBHON CETHIO C BBIXOJOM B MHTEPHET, MPOCKTOPOM M MHTEPAKTUBHOM
nockoi, onbnuorexa PY JIH.

O6opynoBanue: kommbioTepHas TexHuka (ypoBHs Intel Core 13-550 3.2 GHz wmm
BbIIIE) /uid cOopa, 0OpabOTKM M CHUCTEMATU3aLWU JIUTEPATYPHOTO MaTepHasa, MpOBEICHHS
YHICIIEHHOTO 3KCIIEPUMEHTA.

7. CIIOCOB ITPOBEJAEHUS ITPAKTUKHA

HaydHo-uccnenoBarenbckasi paboTa MOXKET TMPOBOAUTHCS KAaK B CTPYKTYPHBIX
noapazaenenusx PY/IH wiu B opranuzanusx r. MockBsl (cTaliuoHapHasi), Tak U Ha 0azax,
HaXOJIINXCA 3a npezenaMu I'. MockBbI (BbI€3AHAS).

[TpoBenenue npakTuku Ha 6asze BHeIIHeW opranu3anuu (BHe PY JIH) ocymecTasercs Ha
OCHOBAaHMM COOTBETCTBYIOLIETO JOTOBOPA, B KOTOPOM YKa3bIBAIOTCS CPOKH, MECTO U YCIIOBUS
MIPOBEJICHUS TPAKTUKU B 0a30BOM OpraHU3aluu.

Cpoku mpoBeJeHUsl MPAKTUKU COOTBETCTBYIOT NEPUONY, YKa3aHHOMY B KaJICHIAPHOM
yaeoHoM rpaduke OI1 BO. Cpoku npoBeieHus! MPaKTUKU MOTYT OBITh CKOPPEKTHPOBAHBI IPU
COrJIaCOBaHUU C YTpaBIeHUEM OOpa30BaTENIbHOW MOJMUTUKUA U YTPABICHUEM OpraHU3aluu
MPAKTUK U COACUCTBUIO TPYIOYCTPOUCTBY BbIMYCKHUKOB B PY JTH.
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8. YYEBHO-METOAUYECKOE W HWH®OPMAIMOHHOE OBECIIEYEHHUE
ITPAKTUKH

OcHosnas numepamypa:
1. Hpemmnckuii, B. A. MeTo10/10THsl HAYYHBIX UCCIIEI0BAHUIN: YUSCOHHK /711 By30B
/ B. A. lpetnmHCKmii. — 2-¢ u3., nepepad. u gom. — Mocka: M3gatensctBo HOpaiit, 2022.
— 274 c. — (Boicuiee oopazoBanue). — ISBN 978-5-534-07187-0. — TekcT: 251eKTPOHHBIM
/I Obpa3oBarenvHass tiatdpopma FOpait [caiiT]. https://urait.ru/viewer/metodologiya-
nauchnvyh-issledovaniy-492409#page/1

2. Mokuii, B. C. MeTononorusi Hay4HbIX UCClieIoBaHUN. TpaHCIUCIUIITIMHAPHbBIC
MOIXOJIBI U METOMBI: yueOHoe mocobue mist By30B / B. C. Mokwii, T. A. JIlykpsiHOBa. — 2-¢
u3a., nepepab. u mon. — MockBa: U3gatensctBo Opaiit, 2022. — 229 c¢. — (Bricmiee

obpazoBanue). — ISBN 978-5-534-13916-7. — Texcr : anekTpoHHbIN // OGpa3zoBarenbHas
miatrpopma FOpaiit [caiit]. https://urait.ru/viewer/metodologiya-nauchnyh-issledovaniy-
transdisciplinarnye-podhody-i-metody-493258#page/1

3. Bapnaras C.K., [llaxanoBa M.B. AnmapaTHoO-nporpaMMHbIE€ CPEJICTBA U METOIbI
3amuThl HHQOopManuu: YuebHoe nocodue. - Bnagusocrok: M3a-8o JABI'TY, 2007. - 318 c.
4. babenko JLK., Mapo E.A. Meroasl 3amuThl NOPUIOKEHUH  OT

HECAaHKLIMOHUPOBAHHOTO HCIMOJb30BaHUsl C NOMOIIbIO amnmapaTHbix kiaroued HASP HL.
YuebHoe mocodbume. M3m-eo HODY, 2015. 87 crp. DNEKTpOHHBIM pecype, CChUIKA:
https://elibrary.ru/item.asp?id=25353276

5. 3aneuynukos, C. B., Kazapun O.B., TapacoB A.A. Kpunrorpapudeckre METOIbI
3ammThl  WHGOpMAIMU: yuyeOHWK Juisi By3oB. - M: [HOpaiir, 2020. — 309 c.
https://urait.ru/viewer/kriptograficheskie-metody-zaschity-informacii-450538#page/1

6. Schneier B. Applied cryptography, second edition: protocols, algoritums, and
source code in C. J. Wiley & sons, Inc. 1996. - 758 pp. Pycckuii nepeoa: IlInaiiep b.
[Tpuknagnas kpurnrorpadus. [IpoToKOIIBI, anTOPUTMBI, UICXOAHBIE TEKCTHI Ha s13bIKe CH. — M..:
HznarensctBo TPUYM®D, 2002 — 816 c.

7. Ben6o Mao, CoBpemennas kpunrorpadus, /| Buabsmc. 2005.-768c.

8. ®omuueB B.M., MenpaukoB J[.A. Kpunrtorpadhuueckue MeTOABI 3alIUTHI
uHpopmarmu. Yacts 1 https://urait.ru/viewer/kriptograficheskie-metody-zaschity-informacii-
v-2-ch-chast-1-matematicheskie-aspekty-489745#page/1 151 Yacts 2.
https://urait.ru/viewer/kriptograficheskie-metody-zaschity-informacii-v-2-ch-chast-2-
sistemnye-i-prikladnye-aspekty-490421#page/1 — M.: uznarensctBo IOpaiit, 2022.

9. 3enkoB, A. B. Huadopmanmnonnas 6e30macHOCTh W 3amiuTa WHPOPMAIHH :
yaeOHoe nocobue a1 By30B / A. B. 3enkoB. — Mocksa : MznarensctBo FOpaiit, 2022. — 104
c. — (Bricmee obpazoBanue). — ISBN 978-5-534-14590-8. — TekcT : 3JIeKTpOHHBIN //
OOpasoBarensHass twiatrgopma FOpaiit [caiit].  https://urait.ru/viewer/informacionnaya-
bezopasnost-i-zaschita-informacii-497002#page/1

10.  Kazapun, O. B. HanexxHocTh u 6€30MacHOCTh MPOTPaAMMHOIO OOECTICUCHHUS :
yueOHoe mocobue mist By30B / O. B. Kazapun, U. b. lyounckuii. — Mocksa : M3gatenscTBO
HOpaiit, 2022. — 342 ¢. — (Bricmiee obpazoBanue). — ISBN 978-5-534-05142-1. — Tekcr :
AIIEKTPOHHBIN // OO6pa3zoBaTtenbHas miatdopma Opaiit [caiit].
https://urait.ru/viewer/nadezhnost-i-bezopasnost-programmnogo-obespecheniya-493262

11. Tanja Lange ¢ Tsuyoshi Takagi (Eds.). Post-Quantum Cryptography. 8th
International Workshop, PQCrypto 2017. Springer. 2017. —429c.

12.  Xoapna M. Vsa3BuMocTH B IporpaMMHOM Koje U 6opbba ¢ aumu. JIMK Ilpecc,
2011, 288c.

13.  JLK. Bab6enko, E.A. HmyxoBa Kpuntorpaduueckue meToabl U CpeICTBa
obecnieuenusi nHPopMarmoHHo Oe3zomacHocTH, 2011. — DIEKTpOHHBIN pecype, CChUIKA:
http://ntb.tgn.sfedu.ru/UML/UML _4789.pdf




14.  Schneier B. Applied cryptography, second edition: protocols, algoritums, and
source code in C. J. Wiley & sons, Inc. 1996. - 758 pp. Pycckmii mepeBon: Ilnaiiep b.
[Tpuxnagnast kpunrorpadus. [IpoTokobl, anrOpUTMBbI, HCXOIHBIE TEKCTHI Ha s3bIKe Ch. — M.
HUznarensctBo TPUYMO®, 2002 — 816 c.

15.  Ben6o Mao, CoBpemennas kpuntorpadus, U] Burssamc. 2005.-768c.

16. ®omuue B.M., MensHukoB JI.A. Kpunrorpapuueckue MeToabl 3alIUTHI
uHpopmanuu. Yacts 1 u 2. — M.: uznarensctBo FOpait, 2017.

JlononHuTENBHAS TUTEpATYpA:
1. VYmaxkos, E. B. ®unocodpus u MeTo0710rusl HayKU: Y4EOHUK U IPAKTUKYM JUIS
By30B / E. B. YmakoB. — Mocksa: UznarensctBo Opaiit, 2022. — 392 ¢. — (Beiciiee
obpazoBanue). — ISBN 978-5-534-02637-5. — TekcT: anexkTpoHHbIl // OOpa3zoBarenbHas

mwiatrpopma  HOpaiit [caiiT].  https://urait.ru/viewer/filosofiya-i-metodologiya-nauki-
489468#page/l
2. Kanke, B. A. Hctopust, punocodust 1 MeTo10I0THSI TEXHUKUA U HH)OPMATHKH :

yaebnuk as maructpos / B. A. Kanke. — Mocksa : UzpatensctBo FOpaiit, 2022. — 409 c.
— (Marwuctp). — ISBN 978-5-9916-3100-6. — TekcT : anektpoHHbIi // OOpazoBarenbHas
matdopma FOpaiit [caiit]. https://urait.ru/viewer/istoriya-filosofiya-i-metodologiya-tehniki-i-
informatiki-508909

3. XapuH 10.C., Aruesny C.B. KoMnbloTepHbIA IPAKTUKYM 110 MAaTEMaTHYECKUM
MeToAaM 3amuThl nHpopmanuu. — Mu.: BI'Y, 2001. — 190 c.
4. CrnoBapp kpuntorpaduueckux tepmunoB. [loa. pea. b.A. Iloropenosa u B.H.

CaukoBa.- M: MIITHMO, 2006.-94c.

3. I'myxoB M.M., Kpyrnos U.A., Ilnukyp A.b., Uepemymkun A.B. Beenenue B
TEOPETUKO-YUCIOBBIe MeTOAbI kpunTorpaduun. Jlans. 2011, - 394c.

6. Umopa A.JI. CoBpemeHHas mpukiIagHas kpuntorpadus. 2-e u3ad., ctep. — M.:
I'enuoc APB, 2002. — 256 c.

7. [lexanoBckuit B. B., UeproBckoit B. JI. YnpaBinenue naHHbIMU. - CaHKT-
[TerepOypr: Jlans, 2021. - 432 c.

8. Bouk B. K. ba3sl gannsix. [IpoektupoBanue, mporpaMMHpOBAHKE, YIIPABICHUE
U aAMUHHMCTpUpOBaHue: yueOHuk. - Cankt-IletepOypr: Jlans, 2020. - 244 c.

9. http://cbr.ru/credit/Gubzi_docs/

10.  https://www.bsi-fuer-
buerger.de/cln_174/EN/Topics/ITGrundschutz/ITGrundschutzCatalogues/itgrundschutzcatalo
gues_node.html

11.  www.kremlin.ru , www.fsb.ru , www.fstec.ru .

12.  http://csrc.nist.gov/groups/SMA/prisma/index.html

Pecypcol ungopmayuonno-menekommynukayuonnou cemu « Mumepuempy:
1) OnexrponHo-oubauoreunas cucrema (ObC) PYIH u croponnne DbC, k KOTOphIM
CTYJIEHTBI YHUBEPCUTETA UMEIOT JIOCTYI HA OCHOBAHUH 3aKJIFOUEHHBIX JJOTOBOPOB:
— OBC PY/JIH http://lib.rudn.ru/MegaPro/Web
— OBC «YHuBepcuterckas 6ubiroreka onnain» http:// www.biblioclub.ru
— OBC «Opaiit» http://www.biblio-online.ru
— OBC «KoncynpTaHT cTyneHTay www.studentlibrary.ru
— OBbC «Jlaab» http://e.lanbook.com/
— OBC «Tpounkuii MocT»
2) ba3bl 1aHHBIX ¥ TOUCKOBBIE CUCTEMBI:
— OJJIEKTPOHHBIK  (OHJ  TPABOBOM W  HOPMATHUBHO-TEXHUYECKOW  JIOKYMEHTAIlUU
http://docs.cntd.ru/
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— mouckoBag cuctema Junexc https://www.yandex.ru/
— mouckoBas cuctema Google https:/www.google.ru/
— pedeparuBHas 6a3za nanapix SCOPUS http://www.elsevierscience.ru/products/scopus/

Yuebno-memoouueckue mamepuanvl 011 NPOXONHCOEHUs NPAKMUKY, 3ANOJTHEHUs
OHe8HUKA U OOpMIIeHUs omuema no npakmuke*:

1) IlpaBuna OGe3omacHOro YyCIOBUA TpyAa U MOXKApHOM Oe30macHOCTH MpHU
IIPOXOKJIEHUHN HAYYHO-UCCIIEA0BATEIBCKON paOOThl (IEPBUYHBIN HHCTPYKTAXK).

2) OOmiee yCTpONUCTBO W TPHUHIMI PAOOTHI TEXHOJIOTHYECKOTO MPOU3BOJICTBEHHOTO
00OpyZOBaHUS, HMCHOJIB3YEMOTO  OOYYalOIUMHUCS TMpPU  MPOXOKACHUM  NPAKTHKU;
TEXHOJIOTUYECKUE KAPThI U PETIAMEHTHI U T.1I. (IIPU HEOOXOTUMOCTH).

3) Meronuueckue yKazaHUs [0 3alOJIHEHUIO OOydYarollMMUCS JTHEBHUKA U

0o(pOPMIICHHUIO OTYETA 10 MTPAKTHKE.
* - Bce ydueOHO-METOJMYCCKHEC MATepPHabl IJIsl MPOXOXKICHUS MPAKTUKU Pa3MCEIIAIOTCS B COOTBETCTBHU C
JIEHCTBYIOIIMM IMOPSIKOM Ha cTpaHuile npaktuku B TYNC

9. OHEHOYHBbBIE MATEPHUAJIBI H BAJIJII)HO-PEI‘/'ITI/IHFOBﬁAH CUCTEMA
OINEHUBAHHUA YPOBHA CO®OPMHUPOBAHHOCTH KOMIIETEHIUU 110 UTOI'AM
MMPOXOXIEHUSA TPAKTUKHU

OneHouHble MaTepuanbl W OaJUIbHO-PEHTHMHIOBas CUCTEMa™ OLIGHMBAaHUS YpPOBHS
c(OPMHUPOBAHHOCTH KOMIIETEHIMH (YaCTH KOMIIETEHIIMI) IO UTOraM IpoxoxaeHust Hayuno-
MCCIIEZIOBAaTENbCKONW paboThl mpeacTaBieHsl B [lpumokenun k Hactosmen Ilporpamme

MPAKTUKU (MOZYJIS).
* - OM u BPC dopmupytrorcs Ha OCHOBaHHH TPeOOBaHW COOTBETCTBYIOIIETO JOKAJILHOTO HOpMaTHBHOTO akta PYJIH
(TIonoXeHUs/TIOpsIIKa).

PASPABOTUUKMN:
JOLEHT Kadeapbl MEXaHUKH U Bapdosomees A.A.
NMPOLECCOB YIIPABJICHUS
Homxnocts, BYTI IToanuce Gamunus N.0.
PYKOBOJIMTEJIb BYII:
3aBeayouuii kadgenpou
MEXaHUKH U MPOIEeCcCcOB 1O.H. Pa3ymHubIii
yHpaBJIeHUS
HaumenoBaunue bBYII IToamnuce Gamunus N.0.
PYKOBOIMTEJIb OII BO:
JOLEHT Kadeapbl MEXaHUKH U Bapdosomees A.A.

NPOLECCOB YIIPaBJICHU
Jomxuocts, BYII TTonnuce Damvumusg 1.0.
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