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1. HEJIb OCBOEHUA AU CHUITJINHBI

Hucrunmuaa «Fundamentals of Information Security and Cyber Resilience» Bxogut B
nporpammy OakanaBpuaTta «Data Science m KOCMHUYECKHE CHCTEMbI» MO HampasieHuto 27.03.04
«YrpaBleHHE B TEXHUYECKUX CHCTEMax» W H3ydaeTcs B 3 ceMecTpe 2 Kypca. ucuuminny
peanmsyetr Kadenapa MmexaHuku u mporeccoB ynpasienus. JucuumiuHa cocTouT u3 13 pasaenon
u 32 TeM W HamnpaBiieHa Ha W3Y4YEHHE OCHOBHBIX BHJOB BO3MOXKHBIX TEXHOJIOTMYECKUX YTpO3 U
crioco6oB obecrieueHrnst HHPOPMAITMOHHOW 0€30MaCHOCTH

[lenpto ocBOEHMSI JUCIMILIMHBI SBJSETCS MOJydYeHUE 3HAHHWM, YMEHUN, HaBBHIKOB U OIIbITa
JesITeIbHOCTH B 001acTH obecnieueHust HH(GOPMAIIMOHHOK 0€30MacHOCTH M 3alUThl HH(OpMaIH

2. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHUA U CHUIIVIMHBI

OcBoeHue JUCITUTLTHHBI «OCHOBBI nH(GOPMAMOHHOU 0e30IacHOCTH u
KHOEpYCTOMUMBOCTH»  HANpaBJIeHO Ha (GOpPMHpPOBaHHE Y OOy4YaIOIMMXCA  CICAYIOIINUX
KOMIIETEHIINH (4aCTU KOMIIETEHIIM ):

Tabnuya 2.1. Ilepeuenv komnemenyui, Gopmupyemvix y 00yuarowuxcia npu 0c60eHuu
OUCYUNTUHBL (Pe3YTbMAamMbl 0C80EHUSL OUCYUNTIUHBL)

I/IHIH(IKaTopr JOCTHIKCHHSI KOMIICTCHIINHA

Mudp Komnerennus N
(B paMKax JaHHOW JMCIMILIMHBI)

Crioco0OeH MCKaTh HYKHBIC
HCTOYHUKYA UHPOPMALIUY U
JTAaHHBIC, BOCIIPUHUMATb,
AHAITM3UPOBATh, 3aIIOMUHATH U
nepenaBaTh HHPOPMAITUIO C
UCIIONIb30BaHHEM LU(PPOBBIX
CPEZCTB, a TAK)KE C MOMOIIBIO
aJTOPUTMOB TIPH padoTe ¢
MOJY4YEHHBIMU U3 PA3THYHBIX

VK-12.1 OcymiecTBisieT TOUCK HY)KHBIX HCTOYHUKOB HH(POPMAIINN
Y JAHHBIX, BOCTIPUHUMAET, aHAJM3UPYET, 3alIOMUHACT U TIepeaeT
MHPOPMAIIMIO C UCTIONH30BaHUEM ITU(PPOBBIX CPENCTB, a TAKKE C
MOMOMUIBIO AITOPUTMOB TIPU PA0OTE C MOSYUICHHBIMH M3 Pa3iUuHbIX

YK-12 HMCTOYHUKOB JAHHBIMH C 1EbI0 3PGEKTUBHOTO HCTIOIH30BAHUS
HCTOYHHUKOB TaHHBIMH C IIEITBI0 .
MOJYYCHHOW UHPOPMALIUY [Tl PEILICHUS 3a]1ay;
3¢ (HEKTUBHOTO HCIIOIB30BAHUS
o YK-12.2 IIpoBoaut oLieHKy HH(POPMALHH, €€ JOCTOBEPHOCTS,
MOJIYYCHHOM HH(pOpMALIUHU IS
CTPOMT JIOTHYECKUC YMO3AKITFOUCHHS HA OCHOBAHUH MOCTYTIAOIINX
pelIeHUs 3a]1a4; IPOBOIUTh
WH(QOPMALIMYU U JaHHBIX;
OIICHKY MH(OpMAIIHH, €€
JIOCTOBEPHOCTH, CTPOUTD
JIOTHYECKUE YMO3AKIIOUCHUS Ha
OCHOBaHHH TOCTYTAIOIINX
nHGOPMALMH M JAaHHBIX
TTIK-5.1 3Haet cymiecTByIoIIee CHCTEMHOE 1 TIPUKIIATHOE
poTpaMMHOE 00ecTieyeHrne, METO Bl IPOCKTHPOBAHUS H
pa3paboTKH MPOTPaMMHOTO O00eCTIeueHUs, CTPYKTYp U 0a3 JaHHBIX,
CriocobeH pa3pabaTsiBaTh, MPOrpaMMHBIX HHTep(DelcoB. 3HaET HOPMATHBHO-TEXHUIECKYIO
OTJIaKUBATh, IPOBEPATH JIOKYMEHTAITUIO JUTs pa3padOTKU MPOrpaMMHON JTOKYMEHTALUHU Ha
PpaboTOCIOCOOHOCTB, T10O;
MonuduimpoBath nporpammuoe |[[1K-5.2 YMeer npuMeHSATh METOJIBI U CPEJICTBA MPOCKTUPOBAHHUS
TK-5 oOecrieueHHe; IPUMEHSTh METOBI | IPOrPAMMHOTO 00SCIIEUCHHUs, CTPYKTYP JNaHHBIX, 0a3 JaHHBIX,

U CPEJICTBA MPOCKTUPOBAHUS  |IPOrPaMMHBIX HHTEP(EHCOB. YMeeT aHATU3UPOBATh HOPMATUBHO-
MPOrPAaMMHOTO 00ECHICUCHHS, |TEXHUYECKYIO JOKYMEHTAIUIO sl pa3pabOTKK MpOrpaMMHOM
pa3pabaThIBaTh M COTJIACOBBIBATEH |mMoKyMeHTarwu Ha [10;
MporpaMMHYI0 JokyMeHTaruio Ha |[1K-5.3 BianeeT oCHOBHBIMU HaBBIKAMH TEXHOJOTHUSIMHU
MIPOrpaMMHOE OOecTicueHUE pa3paboTKH, OTIAAKH, TPOBEPKHA PAabOTOCIIOCOOHOCTH U
MOTU(HIKAINN CHCTEMHOTO TPUKIATHOTO IIPOTrPaMMHOTO
obecrieueHns, MOACPHU3AINN TEXHUICCKIX PEIICHHUH 110
paspabotke I10;

3. MECTO JUCIMIIJIMHBI B CTPYKTYPE OII BO




JucuumnnHa «OcCHOBBI  MH()OPMALMOHHOW  0O€30MacHOCTH U KUOEPYCTOWYHBOCTID
OTHOCHUTCS K 4YacTH, (OpPMHPYEMOH ydYacTHHKaMH OOpa30BaTEIbHBIX OTHOIICHHWHA Osoka 1
«Iucuumnimael (MOIysH)» 00pa30BaTEIbHOM MPOrpaMMBbI BBICIIIETO 00pa30BaHMS.

B pamkax oOpa3oBaresbHOM HpOrpaMMbl BBICHIETO OOpa30BaHUs OOydaloOIIMecs TaKKe
OCBaMBAIOT  JpyTMe IUCLUIUIMHBI ~W/WIM TPAKTHKH, CIIOCOOCTBYIOIINE  JOCTHIKCHHIO
3aIUTAaHUPOBAHHBIX ~ PE3yNbTATOB  OCBOCHUA  JUCHUIUIMHBL  «OCHOBBI  MH(OPMAIIMOHHON
0€301acHOCTH ¥l KHOEPYCTOMYHBOCTH.

Tabauya 3.1. Ilepeuenv xomnonenmos QOII BO, cnocobcmsyrouux 00CMUICEHUIO
3aNAAHUPOBAHHBIX PE3YTbMAMOE 0C80EHUSL OUCYUNTUHDL

IIpenmecrByomue Hocaenywomue
Mudg Hanvenosanue uncﬁnl:IJIMHLJMol: JIN III/ICIIHHJII/IiIl)I:I/ﬁIOlI JIN
P KOMITETEH I 0 ynm, " yoiu,
NPAKTUKH NPAKTHKH
Cnoco0eH HCKaTh HYKHBIE
UCTOYHUKYA UHPOPMALIUU U
JIAHHbIE, BOCOPUHUMATH,
aHaJIM3UPOBATh, 3aIOMUHATH
1 TiepeiaBaTh HHPOPMAITHIO
C MCHOJIb30BAHUEM
Research work / Hay4ano-
U(POBBIX CPECTB, & TAKKE
uccienoBaTesbekas padora;
C TMIOMOIILBIO ATOPUTMOB . .
Technological Training;
npu paboTe ¢ MOTYYCHHBIMU .
Undergraduate Training;
U3 Pa3IUYHBIX HCTOYHHKOB
Research Work;
VK-12 JAHHBIMU C LIEJIbIO .
S HEKTHBHOTO Automatic Control Theory;
. Optimal Control Methods;
HCTIOJIB30BaHUS MOJTyYCHHON . . )
Analysis of Geoinformation
UH(POPMALUY TS PCIICHHUS Data-
3a/1a4; POBOJIUTH OIICHKY ’
nHpOpMaIny, ee
JIOCTOBEPHOCTh, CTPOUTh
JIOTHYECKHUE
YMO3aKITIOYCHHSI Ha
OCHOBaHHH TOCTYTAIOIIHX
uH(pOpMAIINH U TAHHBIX
CrniocobeH pa3zpabartbiBaTh,
OTJIaXKHUBaTh, IIPOBEPSTH Virtual and Augmented Reality
paboTOCIOCOOHOCTB, Technology**;
MOJIU(PHUIMPOBATH Texnonocuu supmyanbHou u
HpOrpaMMHOE 00eCIIeYCHHE; O0ONONHEHHOU peanbHOCTU **;
MPUMEHSTHh METOJIbI H Analysis of Geoinformation
TTK-5 Cpe/CTBa NPOCKTHPOBAHHUS Data;
MPOrPaMMHOTO Research work / Hay4ano-
obecrieueHus, HccienoBaTeNbekas paboTa;
paszpabaTheIBaTh U Technological Training;
COTJIaCOBHIBATH Undergraduate Training;
MIPOrPaMMHYIO Research Work;
JIOKYMEHTAIUIO Ha
porpaMMHOe 00ecrieyeHue

* - 3aI0JIHSIETCS] B COOTBETCTBUM ¢ MaTpuueil komnerenimidi u CYII OIT BO
** - 3JIEKTHBHBIC TUCIUIUIMHBI /IPAKTHKH




4. OFBEM JJUCIHUIIJIMHBI U BUAbI YYEBHOMN PABOTHI

Oo6mas TpynoemkocTs aucuuiuinabl «Fundamentals of Information Security and Cyber Resilience» coctaBisiet «2» 3a4eTHBIE €TUHUIIBI.

Tabauya 4.1. Buowvl yuebHot pabomvi no nepuooam 0cC80eHUs 00pa308amenbHOU NPOcPAMMbL 8blCUlec0 00pa3z08anusi OJisi OYHOU (Hopmbl
00yueHus.

Bupa yueOHoii padoThI BCEI'O, ak.u. CeMec:.;r P(-bD)
Koumaxmmnas paboma, ax.u. 36 36
Jlekuuu (JIK) 18 18
Jlaboparopusie pabotsl (JIP) 18 18
[TpakTnueckue/cemunapckue 3ansrus (C3) 0 0
Camocmosmenvras paboma oby4arwuxcs, aK.u. 36 36
Koumponw (sx3amen/3auem c oyenkoil), ax.u. 0 0
Oo0masi TpyA0eMKOCTh ¥ CHMIIJIMHbBI aK.4. 72 72
3a4.e/l. 2 2




5. COAEP)KAHUE JUCIUIIJINHDBI

Tabauya 5. 1. Codepoicanue oucyuniunvl (M0OOYIs1) no 8UOAM Y4eOHOU padbomul

Homep
pa3nesa

HaumeHnoBaHme pasaejia
AUCIHUIIJITHHBI

Conep:xanue pasaesia (TeMbl)

Bun
yueOHO¥
padoThI*

Pazgen 1

CyurHocTs, 3a7a4d U
POOIEMBI
nHpopMannoOHHOH
6e30macHOCTH

1.1

Beenenwne. Pons uHpopMaliu B
KHI3HEIESATEILHOCTH COBPEMEHHOTO 00IIIecTRa.
PazBuTre nHOOPMATMOHHOW HHAYCTPHH.
OOBbeKTHBHAS HEOOXOAMMOCTH HHPOPMAITMOHHOM
0€30MaCHOCTH ¥ 3alIUThI HHG)OPMAIIHH.

JIK, JIP

1.2

Onpenenenne nHpopManuu. JlokyMeHTUpOBaHHAS
nHdopmanus. IIEKTPOHHOE COOOIIeHNE. AKTHBBL.
Pecypcel. Paznuunbie onpeaeneHus
nH(popManMOHHOH 0€30NaCHOCTH, 3aLUTHI
nHdopmanum, KndoepOe30MacHOCTH,
KkubepycroiauBocTy

JIK, JIP

1.3

CoBpeMeHHasl TOCTAaHOBKA 3a][auy 3aIlUThI
napopmanuu. {HazHaueHue u CTpyKTypa
JTUCIUIUTHHEL. PexoMeHayemMast OCHOBHASA U
JIOTIONTHUTEbHAS THTepaTypa. HTepHeT-
UCTOYHUKA. CHennaIucTh 0 00ECTIEYCHHIO
nH(pOPMAMOHHON Oe30macHOCTH. JIMeH3upoBaHue
JIESITEIIBHOCTH TI0 00ECTICYCHUIO HH(POPMAIIMOHHOM
6e3omacHoCTH.

JIK, JIP

Pazgen 2

Ilongarre HaLMOHAILHOM
0€30MacHOCTH, BUIbI
0€30I1aCHOCTH.
Wudopmannonnas
6e3omacHocTs PO

2.1

Opratbl, 00eCeYnBalONUe HAIMOHATHHYIO
0e3omacHoCcTh PD, 11enun, 3a1a4u.

JIK, JIP

2.2

Haunonansueie uarepecs PO B nudopmannonHoi
coepe. [IpruopureTHbie HapaBiIeHUs B 00J1aCTH
3amuThl nHPopMarmu B PO.

JIK, JIP

23

TCH,HGHIII/II/I pa3BUTUA PIH(l)OpMaIIPIOHHOfI TIOJIMTUKH
rocyaapcTB U BEAOMCTB. rOcyﬂapCTBGHHaﬂ TaiiHa.

JIK, JIP

Paszgen 3

MexayHapoaHas,
HallMOHAJIbHAS U
BEIOMCTBEHHAS
HOpMAaTHBHAs IPaBOBast
0a3a B oOmacTu
nHpopMannoHHOH
0e30macHOCTH

3.1

Oo6uue monoxenus. KoHIenTyanbHbIe JOKYMEHTHI
B 00nacTi HHQOPMAITMOHHOM 0€30TIAaCHOCTH.
Baxneiimme dhenepanbHble HOPMAaTUBHBIC
MIPABOBBIC aKTHI. 3aKOHBI, KACAIOIINECS OXPaHbI
HMHTEJUIEKTYyJTbHOM cOOCTBEHHOCTH. [TosoKeHHs
I'paxxnanckoro kogekca P® mo 3ammre
nH(bOpMaIUH.

JIK, JIP

32

MexnyHapoaHoe coTpyaanaectBo. Komgeke 00
aIMUHUCTPATUBHBIX MPABOHAPYIICHUSX.
YTOOBHBIN KOJCKC U 3aIuTa HH)OPMAIIHH.
OCHOBHBIE MMOJ3aKOHHBIE aKThI B 001aCTH
HH(POPMALNMOHHON O€30MaCHOCTH. YKa3bl
[Ipesunenra PO, nocranosnenus [IpaBurenscTBa
P®, BegoMcTBEeHHAas HOpMaTHBHAs 0asa.

JIK, JIP

Pazgen 4

Yrpo3b1 uHOOpPMAITMOHHOM
0€301acHOCTH.
YnpasieHue pUCKaMH.

4.1

ITonsarue yrpo3sl. Bunel yrpo3. Xapakrep
MIPOUCXOKACHHUS YTPO3: YMBIIUICHHBIE (DaKTOPHI,
ecTecTBeHHBIE (pakTOphl. ICTOUHMKH yTpo3.
Mogenp yrpo3 U MOAEIb HAPYLLIUTEIS
nHG)OPMAMOHHON 0€30MacHOCTH.

JIK, JIP

4.2

OO0m1as xapaKTepuCTHKa aHAJIN3a, OTICHKH 1
ynpasinenus puckamu. [Ikansl. OnieHka Ha OCHOBE
BBISIBJICHUS c1aboro 3BeHa. OlLieHKa PUCKOB Ha
OCHOBE PACCMOTPEHHS ITAIIOB BTOPKCHUS.
[IporpamMMHEIC CPECTBA, UCIIOIB3YEMBIC IS
aHAJIN3a PUCKOB.

JIK, JIP

Pazgen 5

WNudopmaunonnsie n
aBTOMaTU3UPOBaHHbIC
CHCTEMBI

5.1

Onpenenennst nuapopmanuonnon (UC) n
aBTOMaTu3upoBaHHOi cucteMsl (AC) 06paboTku
uapopmanuu. [OCTrr Ha AC. Tumnossie BUIBI
ctpyktypbl AC. Buapl Bo3eiicTBIS HA
nHpopmanuto B IC u AC. Yrpo3sbl 6€301acHOCTH

JIK, JIP




Homep
pasaeaa

HaunmeHoBaHnue pa3aeiia
JUCHUNTHHBI

Coaep:xanue pasaesia (TeMbl)

Bun
y4eOHoM
padoThr*

AC 1 nx knaccuukauusi.

52

Mephbl IPOTHBOACHCTBUS yTpo3aM 0E30MaCHOCTU
AC. Vsazsumoct AC. IIpuHIUNBEI TOCTPOEHUS
cuctembl 3auThl AC. ABTOMaTHu3upOBaHHbIE
CHCTEMBI yIPaBICHUS TEXHOIOTUUECKUMHU
nponeccamu (ACY TII).

JIK, JIP

Pazgen 6

TexHUYeCKHe KaHaJIbI
yTe4KH MH(POpMaIN

6.1

TexHUYeCKUe KaHabl yTeuKH nH(popManuu
(TKYW) u cnioco0Ob! ux niepekpbitus. [laccuBHas u
aKTHBHAs 3alIUTa OT YTEUYKU MHPOPMALUH 10
TeXHHUYeCKuM KaHanam. Onpeenenue,
knaccudukanus u obdmas xapakrepuctuka TKYH.

JIK, JIP

6.2

BusyanbHble 1 akyCTHUECKHE KaHAIBI. 3aluTa
nH(popManuy B TeNe(OHHBIX KaHANaxX. 3aluTa OT
MOOOYHBIX ANMEKTPOMATHUTHBIX U3ITYYCHUH U
HaBoJoK ([IDMUH). TexHuueckue 3aKIaIKU.

JIK, JIP

6.3

Crioco6b1 ooHapyxenus TKYU. CriocoOst u
Meto bl iepekpbitus TKYU. Tpeboanus k
BBIOOpPY M 000pyI0BaHHIO ToMeeHui aiust AC
00pabOTKK JAHHBIX 10 YCIOBHSM 3aIIUTHI OT
TKVYU. IloHsiTue KOHTPOIUPYEMOUN TEPPUTOPUH U
METOJIBI oTpeieieHus ee pa3MepoB. OCOOEHHOCTH
3aIIUTHI IEPCOHATBHON BEIUNCIUTEIEHOW TEXHUKHI
OT YTECUKH HH(POPMAINHU 10 TEXHHYESCKIM KaHaJIaM.

JIK, JIP

Pazgen 7

TexHUYEeCKUE CPEACTBA
obecrieueHus
0e30macHOCTH O0BEKTA.

7.1

OmnpenencHre ¥ OCHOBHBIE LENTH 3aIIUTHI
COBpPEMEHHBIX 00BbEKTOB. TeXHIUECKHE CpeacTBa
obecrieueHus 3aIUThl 00BEKTA: ONPEeIeICHNE,
cUCTeMHas KjlacCU(UKalys, oOUMi aHau3.
TexHUYeCKHe CPeACTBA U CUCTEMBI OXPaHBI
TEPPUTOPHUH, 31aHUI U TOMEILEHUH.

JIK, JIP

7.2

TexHuYeckue cpeicTBa HAOMIOICHUS U KOHTPOJIA 32
MepEeMEIICHUEM JIFOJICH U peMeTOB. TeXHIYeCKue
CPEICTBA U CHCTEMBI OMTO3HABAHUS JIFOJICH.
TexXHUYECKUE CPEICTBA U CHCTEMBI YIIPABICHHUS
JIOCTYTIOM Ha TEPPUTOPHIO, B 3MaHUS M TIOMEIICHHS,
K cpeicTBaM 00pabOTKY W XpaHEeHMs HH(pOpMAaIIiH.
MeTobl BBIOOpa TEXHUYECKHUX CPENICTB, OOIIHe
CBEICHUS O PHIHKE TEXHHYECKUX CPEIACTB
oOecnieyenus 0€30I1aCHOCTH.

JIK, JIP

Pazgen 8

MeToabl KOHTPOJIS
JIOCTyNa K MHPOpMaIun

8.1

MeTobl HASHTU(PUKAIINN U Ay TEHTHPUKAITTN
nojb3oBarenei. Meron naponeit. buomerpuueckas
ayrenTudukanus. CriocoObl pasrpaHndeHus
JIOCTYIa, METObI U CPEJICTBA MX PEAIN3ALHH.

JIK, JIP

8.2

Kpatkast xapakTepucTHKa COBPEMEHHBIX CPEACTB
pasrpaHuueHUs AOCTyna. MareMaTHueckue Moaenu
yIpaBieHus JocTynoM K nHdopmanuu. CyobeKTHO-
00beKTHasE MOZIENb IOCTYTIA.

JIK, JIP

8.3

[Monmutrka 6€30MaCHOCTH U MO JOCTYIIA.
DNeKTpOHHBIE KItoud. M neHTH(UKAIMOHHBIC
KapToukH, Openoku. Tumsl kapTouek. Ennnas
OouomeTpHueckas cuctema Poccun.

JIK, JIP

Pazgen 9

Bpenonocusle nporpaMmsl

9.1

Bpenonocusie 3aknanaku (B3): onpenenenue,
pasHoBUAHOCTH. Pa3pyiatomue neicTBust
3axnmaiok. CHCTEMBI pa3rpaHUYeHUs TOCTyTIa
samuTh! 0T B3. TIpenynpexnenne 1 MUHIMHA3AIIHS
nocJieICTBUI Bo3nercTaus B3.

JIK, JIP

9.2

Kparkas xapakreprucTruka Mep 3aIluThl: IPaBOBLIE,
aJIMUHUCTPATUBHBIE U OpraHU3alnOHHbIE,
amnmnapaTHO-niporpaMmusle. KomnberorepHsle
Bupychl. Kitaccuguxanust

JIK, JIP




Homep
pasaeaa

HaunmeHoBaHnue pa3aeiia
JUCHUNTHHBI

Coaep:xanue pasaesia (TeMbl)

Bun
y4eOHoM
padoThr*

9.3

OcCHOBHBIE KaHaJIbl PACTIPOCTPAaHEHUS BUPYCOB U
JPYTHUX BPEIOHOCHBIX porpamMm. Cpeactsa 60pbObI
C BUpyCaMU: KpaTKasi XapaKTePUCTHUKA MOMYJISIPHBIX
AHTUBUPYCHBIX porpaMM.CpeacTBa 3aiuThl OT
xonrpoBanusl. [IpuMepbl CpeCcTB ¥ TEXHOJIOTHIY

JIK, JIP

Pazgen
10

OcHOBBI 0€30I1aCHOCTH
CETEBBIX TEXHOJIOTHUN

10.1

Bsenenue B Internet u Intranet. Crioco0s1
HAlajeHHs HA CETH U 3aIlUTa OT MEXCETEBOTO
noctymna. OCOOCHHOCTH ISl pa3lIMIHBIX YPOBHEH
moxenu ISO/OSI.

JIK, JIP

10.2

TeXHOJIOTHH MEKCETEBBIX 3KpaHoB. DyHkun MJ.
DopMIpPOBAHNE TTOTUTHKH MEKCETEBOTO
B3auMoeicTBus. Kpurepun oneHKr MexXCeTeBbIX
9KpPaHOB

JIK, JIP

10.3

ITocTpoeHue 3alIMIICHHBIX BUPTYAIbHBIX CETEH
VPN. Cpeacrsa obecrieuenus 6ezonacuoctu VPN,
f3ammura Ha KaHAIPHOM M CEAHCOBOM YPOBHSIX.
Iporokoner PPTP, L2TP, SSL/TLS, SOCKS.
{BamuTta Ha cereBoM ypoBHe. IIporokon IPSEC.

JIK, JIP

10.4

be3onacHoCTh yaaneHHOro JOCTyNA K JIOKaIbHOU
cetu. lleHTpanm3oBaHHBIA KOHTPOJIb. Y TIpaBIICHUE
JIOCTYTIOM TIO CXeM€ OJTHOKPATHOTO BXOJa €
aBropm3anueil.fTexnomorun oOHApyKEHUS aTak.
Knaccudukanus cucteM o0HapyKeHUS U
npenoTBpamenus atak (IDS/IPS). Yrposs! u
YSA3BUMOCTH OECIIPOBOIHBIX ceTei. g

JIK, JIP

Paznen
11

OpraHn3anuoHHO-
paBoBoOe obOecreueHrne
31U Tl HHHOPMAITUN

CyImHOCTE M PO OPTraHN3aIIHOHHO-TIPABOBBIX
acIeKTOB MH(OPMALMOHHOM 6€3011aCHOCTH.
HopmaruBHas npaBoBasi 6a3a nHpOpMaunOHHOH
6e3omnacHoctu. 3akoH P® “O6 undopmaruu,
nH(OPMALMOHHBIX TEXHOJIOTUSX U O 3aLIUTE
nadopmanun”. §Buap! u kareropun nHGoOpMannun
OTpaHMYCHHOT'0 JIOCTYIA: TOCYAapCTBEHHAs U
npyrue BUIbI TaifH. 3akoH PO “O rocynapcTBeHHOM
Taiiae”, “O koMMepueckoi TaitHe”, “O
MIePCOHANBHBIX MTaHHBIX’, “O HAIMOHATHHOU
mIaTexHoi cucreme”, “O 0e30macHOCTH
KpUTHIECKOH WHPOPMAITMOHHONW HHPPACTPYKTYPHI
Poccuiickoii @enepanun”. I'ocynapcTBeHHas
cUcTeMa JIMIIEH3UPOBaHUS U cepTH(UKaMu
JIeSITEJIFHOCTH B 00J1aCTH 3aIUUTHI MHpOpManuHy.
Vxa3 [Ipesnnenta PO “O mepax 1o cobiroieHHIo
3aKOHHOCTH B 00J1acTH pa3pabOTKH, NPOU3BOJICTBA,
peaiM3ayy 1 SKCILTyaTaliy IU(QPOBaIbHBIX
CPEICTB, a TAKXKE MPEIOCTaBICHUS YCIYyT B O0JIACTH
mudposanus nHpopMarmu”. 3akoH PO “O06
AIEKTPOHHON ITUPPOBOH MOAMUCH’. YTOJIOBHO-
MIPaBOBOE PETYIMPOBAHHUE 3aTUTHI HH(POpMAIHH. g

JIK, JIP

Pazgen
12

CrangapTtbl
nHpopMannoHHOH
0e30macHOCTH

12.1

Hcropudeckuii odepk pa3BUTHS 3apyOeKHBIX
CTaHAapTOB HH(POPMAITMOHHOW 0€30TIaCHOCTH.
I'OCT P NICO/M3K 15408-2002, xax
ayTEHTHYHBIN BAPUAHT OOIIUX KPUTCPHCB
6ezomacHocty UT. @yHkumonansHble TpeOOBaHUS
6e3omacHoctu. TpeboBaHus KoBepHs K
6e3onacuoctu. Crangaptsl ISO/IEC 17799: 2002
(BS 7799:2000).

JIK, JIP

12.2

CraHaapThl M0 MEHEKMEHTY HH(POPMAIMOHHOM
6ezonmacuoctu ISO/IEC 27001-27040. Hemerkue
crauaaptel BSI. Crannapter SysTrust, SCORE,
GIAC.CrangapThl 1jst 6eCIIpOBOIHBIX CETEH.

JIK, JIP




Homep | HammeHoBanue pa3aena
pasaeaa TACHHTIINHBI

Bun

Coaep:xanue pasaesia (TeMbl) yueOHO#

padoThr*

OTeueCTBeHHBIC CTAHAAPTH HHDOPMAITHOHHOMN
6e3omacHoctu. CrangapTel obecrieueHue
nH(popMannOHHOH 0€30NaCHOCTH OpraHnu3alui
6aHkoBCKoOM cucteMbl Poccuiickoit deneparyu.
I'OCT P 57580.1-2017 u TOCT P 57580.2 —
2018.9CrargapTs! nHGOPMAITOHHOH 0€30TacCHOCTH
B UnTeprere (IETF, RFC).q

Hasnadenue u o01iast XxapaKTepHCTHKA.
JlobpoBombHas ceptudukanus. O0s3aTeIbHOS

13.1 JIK, JIP
MTOATBEPKICHNE COOTBETCTBUS. JekmapupoBanue
Ceprudukanus u cooTBeTcTBHUs. O0s13aTeIbHAS CEPTUDHKAIHS.
Pasgen |arrecrauus B o01acTu [IpoBenenune cepTUHUKAITMOHHBIX UCTIBITAHHIN:
13 UH(POPMAMOHHOM MIPUHLIUIBI TPOBEACHUS UCTIBITAHUN, JOKYMEHTHI
0e30macHOCTH 132 cepTudUKaMOHHBIX UcbITanni. CepTudukanus JIK, JIP

IPOAYKILUH, BBO3UMOH U3-3a rpaHulsl PO.
Ceprudukaiys Ha perHOHAIBHOM U
MEXKJIYHapOJAHOM YPOBHSIX.

* - zamomusiercs Tobko o QOUHOM dopme oOyuenus: JIK — aexyuu,; JIP — nabopamoprule pabomei; C3 —
nPpaKmuiecKue/CeMuHapCrue 3aHsimusl.

6. MATEPUAJIbHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI

Tabnuya 6.1. Mamepuanvho-mexnuyeckoe obecneverue OUCYUNIUHbL

Tun aynuropun

OcHaneHue ayauTopun

CrneuunajJn3upoBaHHOe
yueOHOe/1adopaTopHoe
obopynosanue, I[1O u
MAaTepHAaJIbI 1JI51 0CBOCHHS
AUCHUILTUHBI
(mpn He0OXOAUMOCTH)

JlekmonHas

Aynutopus U1 TPOBEICHUS 3aHATUN
JICKIIMOHHOT'O TUIIA, OCHAIIICHHAS
KOMILIEKTOM CIICIIHAIM3UPOBAHHON MeOeIH;
JIOCKOH (3KpaHOM) U TEXHUYECKUMU
CpeJICTBAaMU MYJIbTUMEINA MMPE3CHTAIIHI.

KomnbrorepHsbrit
KJ1acc

KoMImbroTepHslii Ki1acc J11sl IPOBEACHUS
3aHATHUN, TPYNIOBBIX U UHAUBUAYAIbHBIX
KOHCYJIbTAllUH, TEKYIIETO KOHTPOJIS U
MIPOMEXYTOYHOM aTTecTalluy, OCHAIlIEHHAs
MEPCOHAIbHBIMU KOMITbIOTEpamMHu (B
KoJm4ecTBe 15 mT.), JOCKOM (9KpaHOM) U
TCXHUYICCKUMHU CPCACTBAMU MYJIbTUMCANA
MpE3EHTaIIH.

Hns
CaMOCTOSITCIILHOU
paboThl

AyauTopus ISl CaMOCTOSATEILHON pabOThI
oOydaronuxcst (MOKET UCTIOIb30BaThCS ISt
MIPOBEJICHUS] CEMHUHAPCKUX 3aHATHI U
KOHCYJIbTAINH ), OCHAIIIEHHAS KOMILIEKTOM
CreIUaIu3UPOBAHHON MeOeH 1
KoMibroTepami ¢ goctynoM B OUOC.

* - ayauTopHs ISl CAMOCTOATEIBHON paboThl oOydatoniuxcs ykaspiBaeTcst OBSA3ATEJBHO!

7. YAEBHO-METOANMYECKOE 1 UH®OPMAIIMOHHOE OBECIIEYEHHUE JUCHUILJINHbBI




OcHognas tumepamypa:

1. Mamok A.A., ITasusun C.B., IToroxxun H.C. BBenenue B 3amuty nadopmanuu B
ABTOMaTU3UPOBaHHBIX cucTeMax — M.: ['opsiuas nunus-tenexkom, 2001r.,-148 c.

2. benos E.b., Jlocs B.I1., Memepsikos P.B., [llenynanos A.A. OcHOBBI
nH(popManmoHHOM Oe3o0macHoCTH. Y4ueOHoe mocodue yist By30B, M.: ['opsiuas muaus — Tenekowm,
2006. - 544 c.

3. TuxonoB B.A., Paiix B.B. Undopmannonnas 6€30nacHOCTh: KOHIIENITYaIbHBIE,
IPaBOBbIC, OPTraHU3AIMOHHbIC U TEXHUUECKUE acleKThl: yued. mocobue. — M.: ['enmuoc APB,
2006.- 528 cTp.

4. anbsrun B.®. MadopmarnmonHas 6€30MacHOCTh KOMIBIOTEPHBIX CUCTEM H CETEH:
yuebH. [Tocobue .- M.: U] «DOPYM»: UHOPA-M,2008.-416 c.

5. Moore T., Pym D., loannidis C., Economics of Information Security and Privacy,
Springer, 2010, - 320 c.

6. Obecneuenne nHpopManMoHHOI OezomacHocTu OusHeca, [Tox pen. Kypumno A.IL,
Anperinna [Tabmumeps, 2011, - 392 c.

7. bonnapes B.B. Beenenue B nHGOpMaIMOHHYIO O€30MTACHOCTh aBTOMATU3HPOBAHHBIX
cucteM (2-e uzmanue). — M.: MI'TY um. H.D. baymana. 2018. — 252c¢

8. Opranu3anMoHHO-IIPaBOBOE oOecredeHrne NHPOPMAITMOHHONW O€30MaCHOCTH. IO
penakuueit A.A. Anekcanapona, M.II. CeiueBa — M.: MI'TY uMm. H.D. baymana. 2018. — 292c.

9. Mamtok A.A. OCHOBBI OJUTHKH 0€30MaCHOCTH KPUTHUECKUX CUCTEM
nHopManmoHHON HHPPACTpYKTYyphl. — M.: ['opsiuas nmunus — tenekom, 2018. — 314c¢
Hononnumenvnasn numepamypa:

1. Topokua A.A. OCHOBBI HH)KEHEPHO-TEXHUYECKON 3auThl HHGopmaru. — M.: Ock-
89, 1998.-336 c.

2. Jesstaun I1.H., Muxansckuii O.0., [IpaBuxos JI.1., llep6akoB A.1O., Teopetnueckue
OCHOBBI KOMITBIOTEPHOM Oe3omacHocTH, — M: Paauo u cBsi3p, 2000. -192 c.

3. [Tsapun B.A., Ky3emun A.C., CmupHoB C.H. be3omacHocTb 3nekTpoHHOT0 OM3HECA. —
M.: I'enmnoc APB, 2002. — 432 c.

4. CupiTHUKOB A.A. JIunieH3upoBanue U cepTuduKamus B 00JaCTH 3aIUTHI
uHpopmanuu. — M.: I'emmoc APB, 2003.- 192 c.

5. Co6oner A.H., Kupwinos B.M. ®uznueckre OCHOBBI TEXHHUECKHX CPEICTB
obecnieuenus nHGOpMaMOHHON Oe3omacHocTH: YuebHnoe nocodue. — M.: 'enroc APB, 2004.-
144 c.

6. CtpenbuioB A.A. IIpaBoBoe obecnieuenue nHpopmaronHoi 6e3onacHoctu Poccnu:
TEOPETUYECKUE U METO10JI0TnuecKkre 0CHOBBL. — MuHck.: BEJIJIIT®OH/I, 2005.-304 c.

7. Hlymckuit A.A., lllenynanoB A.A. CucteMHbIi aHanu3 B 3amure HHGopmaruu: Y4eo.
nocobue. — M.: I'emnoc APB, 2005.- 224 c.

8. Cemkun C.H., benskos 3.B., I'pebenes C.B., Kozauok B.1. OcHOBBI
OpraHU3aIMOHHOTO oOecnieueHus] HHGOPMAITMOHHONW 0€301TacCHOCTH 00BEKTOB HH(POPMATH3AIUH:
Vueb. mocodue. — M.: I'emnoc APB, 2005.- 192 c.

9. ActaxoB A. MckyccTBo ynpasienust ”HGOpMaMOHHBIMU puckamu. — M.: JIMK
IIpecc, 2010. - 312 c.

Pecypcuvl ungpopmayuonno-menekommynuxkayuouro cemu « Anmepnemy:
1. ObC PY1H u ctopornue ObC, Kk KOTOPBIM CTYI€HThl YHUBEPCUTETA UMEIOT JOCTYII
Ha OCHOBaHHUH 3aKJIIOYEHHBIX JOTOBOPOB
- DnekrpoHHO-O6ubHOoTeuHas cuctema PY/IH — ObC PYIH
http://lib.rudn.ru/MegaPro/Web
- OBC «YHuBepcuterckas 6ubnuoreka onnaita» http://www.biblioclub.ru
- OBC KOpaiit http://www.biblio-online.ru
- OBC «KoncynpranT crynentay www.studentlibrary.ru
- OBC «Tpounkuii MOCT»
2. ba3bl JaHHBIX U TOMCKOBBIE CHCTEMBI



- 9JIGKTPOHHBIN (POH/I MPABOBON M HOPMATUBHO-TEXHUYECKOMN JTOKYMEHTAIMHN
http://docs.cntd.ru/

- mouckoBas cuctema Snaexc https://www.yandex.ru/

- mouckoBas cucrema Google https://www.google.ru/

- peeparuBHas 6a3a gaaabix SCOPUS
http://www.elsevierscience.ru/products/scopus/
Yuebno-memoouueckue mamepuanvt 051 camoCmosamenbHol pabomol 00YUAIOWUXCA NPU
0CB8O0EHUU OUCYUNTUHBL/ MO0V ™!

1. Kypc nexunii mo aucturummae « OCHOBBI HH()OPMAITMOHHOM 0€301MacCHOCTH U

KHOEepyCTOMYUBOCTIY.

* - Bce yueOHO-METOMUECKUE MaTepHajbl s CaMOCTOSTENbHOW paboThl 00yJaIOIINXCs
pa3MeIarTCa B COOTBETCTBUH C AEHCTBYIOIIUM MOPAIKOM Ha cTpaHulle aucuuiivasl B TYUC!
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PA3PABOTYUK:

CanreixkoBa Osbra

Jouent AnexkcaHapoBHa
[Hoaxcnocmos, BYIT Tloonuce Damunus U.0.
PYKOBOJUTEJIb BYII:
Pasymmnsrit FOpuii
3aBenyromuii kadeapoit Hukonaesuu
Honoscnocmo BYITT Toonuce Damunus 1.0.
PYKOBOJUTEJD OII BO:

3aBenyromuii kadeapoit

Pazymusbiii FOpuit
Huxomaesmu

JHonocnocmo, BYITI

ITloonuce

Damunus U.0.
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