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1. HEJIb OCBOEHUSA JUCHUIIJIMHBI

Hucuumumna «HadpopManmonHas 6€30MacHOCTh aBTOMATH3UPOBAHHBIX CUCTEM» BXOJHT B
nporpammy OakanaBpuara «OpraHu3anus ¥ TEXHOJIOTHU 3aIIUTHl HH(pOopMaIuu (1o OTpaciu Win
B chepe mpodeccroHanbHOU nesTeNbHOCTH)» 1o HampasieHuto 10.03.01 «MubopmanmonHas
O0e3omacHOCTb» W m3y4aercss B 7 cemectpe 4 kypca. ucnumuuny peanusyer Kadenpa
MIPUKJIATHOTO MCKYCCTBEHHOrO WHTEJUIEKTa. JucnumuinHa coctout u3 4 pas3znenoB U 4 TeM U
HalpaBJIeHa Ha W3y4YE€HHWE METOJOB U CPEACTB 3alUThl MHPOpPMALMU B aBTOMATU3HPOBAHHBIX
CUCTEMAax pa3IMYHOro HazHaueHus. CTyAEHThl M3y4yaroT MPUHIUIBI NOCTPOEHHUS 3alllUIIEHHBIX
aBTOMAaTU3UPOBAHHBIX CHUCTEM, METOJbl aHajlu3a M OLIEHKHM PHCKOB, a TakKXKe CI0COObI
MIPEeIOTBPALLEHUS, OOHAPYKEHUS U yCTPaHEHUs HapyLIeHU HHPOpMallMOHHONW O€301aCHOCTH.

[enbto ocBOEHUS AMCHUILIMHBI SBISETCS (POPMUPOBAHUE Y CTYJIEHTOB 3HAHUW M HaBBIKOB,
HEOOXOUMBIX JIi TPOEKTUPOBAHMSI, BHEPEHUS U IKCIUTyaTallud aBTOMAaTU3UPOBAHHBIX CUCTEM
C BBICOKMM YPOBHEM HMH(OpPMAIMOHHON 0€30MacHOCTH, a TakKe JJi1 oOecreueHus: HaIEKHOCTH U
YCTOWYMBOCTH 3TUX CUCTEM K BHEIIHUM U BHYTPEHHUM YI'PO3aM.

2. TPEBOBAHMUSA K PE3YJIbTATAM OCBOEHUSA JUCHUITJIMHBbI

OcBoenune muctumuabl « MHPOpMannonHas 6€30MacHOCTh aBTOMATH3UPOBAHHBIX CHCTEM)
HampaBlieHO Ha (OPMHUPOBAHHE Y OOYYAIOIMIUXCS CIEIYIONIUX KOMIIETCHIIMH  (4acTh
KOMITETCHITHH ):

Tabauya 2.1. Ilepeuenv xomnemenyutl, Gopmupyemvix y o00y4arowuxcsi npu 0C80eHUU
OUCYUNTUHDBL (Pe3YTbMAaAmMbl 0C80EHUSL OUCYUNTIUHDBL)

I/IHI[I/IKaTOPLI JOCTHIKCHHUS KOMIICTCHIIMUA

Mudp Komnerenumus .
(B paMKax JTaHHOW JMCUUTIIIMHBI)

Cnioco6en agmunuctpupoBats  |[1K-1.2 AnqmuHECTpUpYeT cpeacTBa 3auyThl HH(GOPMaIuu
CpeICTBa 3aIMUTHI HH(GOPMALMHU B [IPUKIATHOTO U CHCTEMHOTO IPOrPaMMHOT0 00€CTIeUeHHS;

[K-1
KOMIBIOTEPHBIX CUCTEMAaX U [IK-1.3 AqMUHHCTpUPYET CUCTEMBI 3aLUTHI HH(QOpMAIHH
ceTsix ABTOMAaTHU3MPOBAHHBIX CHCTEM;
IIK-2.1 O6ecnieunBaet HOHHPOBAaHHUE CPECTB 3AITUTHI
CriocobeH pa3pabaThiBaTh ymru P P Hl
UH(pOPMaLUK B aBTOMAaTH3UPOBAHHBIX CUCTEMAX;
KOMIUIEKC Mep IO 3aIliTe
HH(opMAIH B [1K-2.2 BoccTranaBnuBaeT paboTOCIIOCOOHOCTD CPEACTB 3aIUTHI
[K-2 p uH(pOpPMaLUK B aBTOMATH3UPOBAHHBIX CUCTEMaX IPH BHEIUTATHBIX

ABTOMATH3MPOBAHHBIX CHCTEMAX
MIPU BO3HIKHOBEHUH HEIITATHBIX
CUTYyaLUl

CHUTYaIHsX;
[IK-2.3 Pa3pabaTsiBaeT npemIoKeHus IO COBEPIICHCTBOBAHUIO
CPEJICTB 3alUThl HHQOPMALIMH aBTOMATH3HPOBAHHBIX CHCTEM;

3. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OII BO

Hucuumnza «HpopMamonHas 6e30MacHOCTh aBTOMAaTU3UPOBAHHBIX CUCTEM» OTHOCHUTCS
K 4acTH, (OpMHUpPYyEeMOIl yuyaCTHHKaMU 0Opa3oBaTeNbHBIX OTHOIIEHUH Osioka 1 «JlucumminHel
(Momynn)» 0Opa3oBaTeNIbHON MPOTPaMMBbI BBICILIEI0 0Opa30BaHUS.

B pamkax oOpa3oBaTesbHOM HporpamMMbl BbICHIET0 0Opa30BaHUS OOydaroOIIMeCs TaKKe
OCBaMBAIOT  JApPYrMe JUCHMIUIMHBI ~W/WIM  TPAKTHUKH, CIIOCOOCTBYIOIIME  JIOCTHKEHHUIO
3aIJIAaHUPOBAHHBIX PE3yJIbTATOB OCBOCHUS AuCHUIUIMHBL «MHpOpManmonHas 0e30macHOCTh
aBTOMAaTU3UPOBAHHBIX CUCTEM).

Tabnuya 3.1. Ilepeuenv komnonenmos OII BO, cnocobcmeyowux O00CMUNCEHUIO
3anIaHUPOBAHHBIX PE3VIbMAMO8 0C80EHUs OUCYUNTUHDBL




IIpemmecTByromue Iocaenyrommue
HIug Haumenosanne nncﬂnl:mnHLJMolzlll JIH, III/[CIII/[HJ]I/li-I[)I:I/I\I’:)lI JIH
P KOMIeTeHINH * o, . Y,
NPAKTHKH MPAKTHKH
Cniocoben
aJIMUHUCTPUPOBATH
K-1 CpeZCTBA 3aIIUTHI [MpeaaunaoMHas MPaKkTHKA,
nH(pOpMaIMU B
KOMITBIOTEPHBIX CUCTEMAX U
ceTsxX
Cneyuanvuvie pazoenvi
Mamemamuxu (Memoobvl
e [MpeaaunaoMHas MPaKkTHKA,
CriocoGeH pa3pabaThIBaTh onmumuzayuu) **;
Ocnosbl ynpaenenus
KOMITJIEKC Mep 10 3allUTe Mooenuposanue npoyeccog u
sk | UHYUOEHmMAaMU
uH(pOpPMAIIUH B cucmem 3awumul unpopmayuu**; .
unpopmayuorHoll
IK-2 ABTOMATU3UPOBAHHBIX T'ymanumapnoie acnexmol s
. bezonacnocmu™**;
cUcTeMax MpH unpopmayuonnoll
soke Ocnosbl ynpaenenus
BO3HUKHOBEHHMHU HEIITATHBIX bezonacnocmu™*; s
M HenpepvisHOCmbIo OusHeca™™;
CHUTYaITHi Ochosbl UHGOPMAYUOHHO2O
npomusobopcmea™*;

* - 3aMoHseTCs B COOTBETCTBUU ¢ Marpulield komnerenuuii u CYIT OIT BO

** - 3JICKTUBHBIC AUCIUTUINHBI /TIPAKTHKH




4. OFbEM JVCHUIJIMHBI U BU/Ibl YYEBHOM PABOTHI

OO0mas Tpya0eMKOCTh JuciuIuInHbl «MHpOopManrmonHas 6€301acHOCTh aBTOMATH3UPOBAHHBIX CHCTEM» COCTABIISICT «4) 3a4CTHBIC CTUHUIIBI.
Tabnuya 4.1. Buowl yuebnou pabomsl no nepuooam 0cC80eHUs 00pA308amMenbHOU NPOSPAMMbL 8blCULe20 00paA308aHus OJisi OYHOU (opmbl

00yueHusl.
Bun yueOHoi#i paGoThl BCETIO, ax.u. CeMec7T p(en)
Konmaxmmnas paboma, ax.u. 68 68
Jlexumu (JIK) 34 34
Jla6oparopubie pa6otsi (JIP) 34 34
I[Ipaktrueckue/cemunapckue 3ausatus (C3) 0 0
Camocmosimenvhas paboma 06y4arowuxcs, ax.u. 49 49
Konmponw (3x3amen/3auem c oyenxou), ax.u. 27 27
O0uias TPy10eMKOCTh AUCIUILINHBI aK. 4. 144 144
3a4.ell. 4 4




5. COAEPKAHUE JUCIUIIJIMHBI

Tabnuya 5. 1. Cooepoicanue oucyuniunsl (MoOyis) no eudam y4eoHou pabomuol

Bun
Homep | HammenoBanue pa3nena .
pasnena [———— Conep:xanne pasneiia (TeMbl) yueOHoM
padoThr*
OCHOBHBIE TTIOHSATHS B YTpo3bl, yA3BUMOCTH, aTaKH, HHIIHICHTHI.
obnactu MonenupoBanre yrpo3. Mojens Hapy M Tes.
Pazmen 1 . 1.1 JIK, JIP
nH(pOPMAIIMOHHOH MepsI 1 OCHOBHBIE ITPUHIMIIBI 00ECIIEYEHUS
0€30IacHOCTH. 0e30macHOCTH MH(OPMAIIMOHHBIX TEXHOJIOTHH.
APpXUTEKTypa pacrpeaenéHHBIX ITPHIIOKEHUH.
Mopenb «KIIMEeHT-CEPBEP», IBYX3BCHHBIE,
Pacnipenenénnbie TPEX3BEHHBIE apXUTEKTYpbl. Web-IpuiokeHus.
Pa3nen 2 |mpuknagHble CHCTEMBI Kak 21 YpoBHU HH(pOPMAIIIOHHON HH(PACTPYKTYPBHL. JIK, JIP
0OBEKT 3alUTHI. JKu3HeHHBII IUKIT aBTOMAaTH3UPOBAHHBIX CHCTEM.
AHanmm3 clieHapueB BO3MOXKHBIX aTak Ha
ABTOMATU3MPOBAaHHbIE CHCTEMBL
CerMeHTHpOBaHKE, pa3zeneHne HH(QOPMaIHOHHBIX
MHOroypoBHEBBIN IOAXOL MMOTOKOB pacnpeAesiEHHbIX cucTeM. MexceTeBbie
Paznen 3 |k 3anmre NpUKIaTHBIX 3.1 aKpaHbl, punbTpanus Tpaduka, aHamM3 JIK, JIP
CHCTEM. conepxxumoro tpadpuka, NGFW. O0Hapyxenue
cereBbix atak [IPS\IDS\WAF.
Merto/p! 3a1UTHI 3anuTa OT HECAaHKIIMOHUPOBAHHOTO JAOCTYIIA.
Pa3nen 4 |aBTOMaTH3UPOBAHHBIX 4.1 MonuTtopuHr codbiTuii 6e3onacHocTy. [logxonst k| JIK, JIP
CHUCTEM. K (HPOBAHUIO TAHHBIX. Mepbl 3aIIUTHI OT yTeUeK.

* - zanonusiercst Tonbko o QUHOMU dopme oOyuenus: JIK — aexyuu,; JIP — nabopamopusie pabomwl, C3 —
npakmuyecKue/CeMUuHapcKue 3aHAmus.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHHUE JUCHUIIJINHbI

Tabnuya 6.1. Mamepuansho-mexnuieckoe obecneyerie OUCYUNTUHYL

Tun aynuropun

OcHamieHue ayauTopun

Cneunajan3upoBaHHOe
yueOHoe/s1adopaTopHoe
obopynosanue, I1O u
MAaTepHAaJIbI IJIs1 0CBOEHHS
AUCIHIINHBI
(mpu HeOOXOTUMOCTH)

Jlexnmmonuas

AynmuTopus Ui IPOBEACHUS 3aHITHN
JICKIIMOHHOT'O THIIA, OCHAIICHHAS
KOMILIEKTOM CIEIHaTH3UPOBAHHON MeOeH;
JIOCKOH (9KpaHOM) U TEXHUYECKUMU
CpeIcTBaMU MYJIbTHMEINA IPE3CHTAIUH.

JIaGoparopus

AymuTopus Ui IPOBEACHUS J1Ta00PaTOPHBIX
paboT, MHIUBUAYAILHBIX KOHCYJIbTAIIUH,
TEKYIIEr0 KOHTPOJIS U IPOMEXYTOUYHOMN
aTTeCTAIlNU, OCHANIEHHAS] KOMILIEKTOM
CTCIUATM3UPOBAHHON MeOen 1
000pyTIOBaHUEM.

Jlst
CaMOCTOSITSILHOU
paboThI

AynuTopus Ui CaMOCTOSTENIbHOW pabOThI
oOyyaromuxcs (MOXET UCIOIb30BATHCS IS
MIPOBEACHUSI CEMUHAPCKUX 3aHATUN U
KOHCYJIbTAIMi1), OCHAIlEHHAs KOMIUIEKTOM
CTeLMANIU3UPOBAHHON MeOenu u
KoMIbroTepami ¢ foctynoM B OMOC.

* - ayIUTOpUS ISl CaMOCTOSITEIbHOIM paboTsl oOyyatomuxcs ykasbBaercsi OBA3ATEJ/IBHO!




7. YHEBHO-METOJUYECKOE 1 THOOPMAIIMOHHOE OBECIIEYEHUE TUCIIUIIJINHbI

Ocnoenas rumepamypa:

1. I'pymio, A. A. Kubep06e3omacHOCTh peAnpusiTus : yaeonoe mocobue / A.A. I'pymio,
E.E. TumoHnuHa. — DeKTpOHHbIE TEKCTOBBIE TaHHbIE . — MockBa : PY/IH, 2023. — 78 c. : ui.
URL: https://lib.rudn.ru/MegaPro/UserEntry?Action=Link_FindDoc&id=510195&idb=0.

2. lllernos, A. 0. 3amura nHGOpPMAIIUU: OCHOBBI TEOPUH : YUeOHUK /1 By30B / A. 1O.
[ernos, K. A. lllernoB. — Mocksa : U3natensctBo FOpaiit, 2023. — 309 c. — (Bsicuiee
obpazoBanue). — ISBN 978-5-534-04732-5. — Texkcrt : anekrponHsbiit // OOpazoBaTenbHas
mnatdopma FOpaiit [caitt]. — URL: https://urait.ru/bcode/511998 (nata oOpamenus:
24.11.2023).

3. CracpiinH, B. M. ba3bl JaHHBIX: TEXHOJIOTMH JOCTYMA | y4eOHOE MOCOOHe JIIsl By30B
/ B. M. Craceimus, T. JI. CraceimuHa. — 2-€ U311., Herp. U g0 — Mocksa : 31aTenbcTBo
IOpaiit, 2023. — 164 c. — (Bwicmee oopazoBanne). — ISBN 978-5-534-08687-4. — Texkcr :
anekTpoHHbIN // O0pazoBarenbsHas maatdopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/514252 (nara obpamienus: 24.11.2023).

Jlononnumenvnasn numepamypa:

1. Kazapun, O. B. HagexxHocTh 1 6€301aCHOCTh MPOTPaMMHOTO 0OecTieueH s : yueOHoe
nocobue st By30B / O. B. Kazapun, U. b. lllyounckuii. — Mocksa : M3natensctBo FOpaiit,
2023. — 342 c. — (Bwicmiee obpazoBanme). — ISBN 978-5-534-05142-1. — TekcrT :
anekTpoHHbIN // O0pa3oBarenbHas miatdopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/515435 (nara obparuenus: 20.11.2023).

2. Kazapumn, O. B. IIporpammHo-anmapaTHbie CpeIcTBa 3aniuThl vHpopMauu. 3amura
MIPOTpaMMHOT0 OOecTieueHus : y4eOHUK 1 TpakTukyM Jutsi By30B / O. B. Kazapun, A. C.
3a6a0ypun. — Mocksa : M3gatensctBo IOpaiit, 2023. — 312 ¢. — (Bricmiee obpazoBanue). —
ISBN 978-5-9916-9043-0. — TexkcT : anextponHHsIii / ObpazoBatenbHas miatdopma FOpait
[caiiT]. — URL: https://urait.ru/bcode/513300 (mara ob6pamenus: 20.11.2023).

Pecypcvl unghopmayuonno-menexommynuxkayuonnot cemu « Mumepnemy:

1. ObC PYJIH u croponnue 9bC, Kk KOTOPBIM CTYyA€HThl YHUBEPCUTETA UMEIOT TOCTYII
Ha OCHOBaHUH 3aKJIIOYCHHBIX TOTOBOPOB

- DnekTponHo-onbauoTeunas cucrema PYJIH — O6C PYIH
https://mega.rudn.ru/MegaPro/Web

- OBC «YHuBepcuteTckas Oubnuoreka onnaiin» http://www.biblioclub.ru

- OBC [Opaiit http://www.biblio-online.ru

- ObC «KoncynbTant cryaentay www.studentlibrary.ru

- ObC «3nanuym» https://znanium.ru/

2. ba3bl TaHHBIX U MOMCKOBBIE CUCTEMBI

- Sage https://journals.sagepub.com/

- Springer Nature Link https://link.springer.com/

- Wiley Journal Database https://onlinelibrary.wiley.com/

- Haykomerpuueckas 6a3a nannbix Lens.org https://www.lens.org
Yuebno-memoouueckue mamepuanvl 01 camocmosmensHol pabomsl 00y4arOWuxcs npu
0CB0EHUU OUCYUNTUHBY/MOOVIA™:

1. Kypc nekuuii no nucuuminse «MHdopMaronHas 6e30macHOCTb
ABTOMATU3UPOBAHHBIX CHCTEM).

* - BCe y‘-IC6HO-MCTO,Z[I/I‘{CCKI/IC MaTepuajibl A CaMOCTOSTEIbHOM pa6OTBI o6yqa101u14xc;1
pasMEIaruTCd B COOTBETCTBUU C HCIZCTBYIOU.IHM TOPAAKOM Ha CTPAaHUIC TUCHUILINHBI B TYUC!
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Honxcnocmo, BYIT ITloonuce Damunus U.0.
PYKOBOJMUTEJIb BYII:
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Muxaitnosuu [M]
3aBeayrouiuii kadeapoit 3aBeyroMi Kadenpoit
Honoxcnocmo BYII Iloonuce Damunus U.0.
PYKOBOJUTEJD OII BO:
Honocnocmo, BYIT Tloonuce Damunus U.0.



