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1. EJIb OCBOEHMA JUCIIUITJIMHbI

JAucuunnmna
OakanaBpuara

«OCHOBBI

MH(POPMALIMOHHON  0E30MaCHOCTH»
«[lpuknagnas wuHPOpPMaTHKa» IO

BXOAUT B
HanpasieHuto  09.03.03

porpammy
«IIpuknagnas

uHpopmaTuka» U u3ydaercs B 4 cemectpe 2 kypca. Jucuumauny peanusyer Kadenpa teopuu
BEPOSATHOCTEN U KnOepOe30nacHOCTH. JIUCIUIIINHA COCTOUT U3 3 pa3ziesioB U 8 TEM M HallpaBJIeHA

Ha U3Yy4YCHHUEC OCHOBHBIX y$I3BI/IMOCTeI71 ONCpallMOHHBIX CUCTCM,

34U Thl KOMIIBIOTCPHBIX CeTeH.

[lenbro OCBOCHMSI OUCLMIUIMHBI SIBISETCS SIBISETCA BBEICHHE YYalIUXCA B IPEIMETHYIO
00J1aCTh 3aIUTHl COBPEMEHHBIX CUCTEM U CETEH TEeIeKOMMYHUKAIUIA.

2. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHMUS JUCHUIIVIMHbI

OcBoenne gucuuiInHbl «OCHOBBI HMH(OPMAIIMOHHONH ©0€30IacHOCTH» HAIPaBICHO Ha
(bopmHpoBaHue y 00yJaroIuXcs CIEAYIONIMX KOMIIETeHIUH (YacTH KOMIIETEeHIIUN):

Tabnuya 2.1. Ilepeuenv komnemenyuil, Gopmupyemvix y 00yHarOWuUxcs npu 0C80eHuu
OUCYUNTUHDBL (Pe3YIbMaAmbl 0C80EHUS OUCYUNTUHDL)

HNHankaTopsl J0CTHKEHHS] KOMIETEHIINT

Hugp Komnerenuus o
(B pamMKax JaHHOW JTHUCIUILIIHEI)
OIIK-2.1 3naeT coBpeMeHHBIC HHPOPMAMOHHBIE TEXHOIOTHH 1
MPOTPaMMHBIE CPEJCTBA, B TOM YHCIIE OTCUECTBEHHOTO
Crnoco6eH HCnoIb30BaTh MPOM3BOJICTBA MPH PEIICHUH 33/1a4 PO(heCCHOHATLHON
COBpEMEHHBIEC HH(POPMAIMOHHBIE |EATEILHOCTH;
TexHoyoruu u nporpamMmmusle  |OITK-2.2 YMeeT BEIOMpaTh cOBpeMeHHBIE HH(POPMAIIHOHHEIC
OIK-2 CpEICTBa, B TOM YHCIIE, TEXHOJIOTHH U TIPOTPaMMHBIE CPEJICTBA, B TOM UHUCIIE
OTEYECTBEHHOT'O MIPOU3BOJCTBA, |OTEUECTBEHHOI'O IPOMU3BOICTBA IIPHU PEIICHUH 3a1a4
IIPY pelIeHUH 3a1a4 npodeccHoHaBHOM e TeIbHOCTH;
npodeccHoHaIBLHON OIIK-2.3 Bnaneet HaBBIKaMU IPUMEHEHUS] COBPEMEHHBIX
JesITeIbHOCTH MHPOPMALMOHHBIX TEXHOJIOTHI U IPOTPaMMHBIX CPEJICTB, B TOM
YHCIIe 0TEYECTBEHHOTO IPOU3BOICTBA, IPH PEIICHUH 33134
podeccHOHAIBHOM e TeIbHOCTH;
OIIK-3.1 3Haet npUHLHKIIBI, METOJBI U CPEICTBA PEILIEHUS
CTaH/IAPTHBIX 3a/1a4 PO eCCHOHATILHON AeSTeIbHOCTH Ha OCHOBE
nH(popManoHHO 1 GubIMorpaduIecKoil KyIbTyphl ¢
CnocobeH pemarts cTaHJapTHBIC popman pag YABTYP .
. IpUMEHeHneM HH()OPMannOHHO-KOMMYHHKAIMOHHBIX TEXHOIOTHH
3a7a4M Npo(hecCHOHATLHOM . o
Y C y4eTOM OCHOBHBIX TpeOOoBaHMI HHPOPMAIMOHHOMH
JIeATeIbHOCTH HA OCHOBE
HHPOPMAUMOHHOW U GesomacrocTy;
. OIIK-3.2 YMeeT pemiath CTaHAapTHBIE 3372491 TPO(HECCHOHATBHOM
oubnrorpaduIeckoil KyJabTyphI ¢ .
OIIK-3 JIeITeIbHOCTH Ha OCHOBE MH(OPMAIIMOHHOM 1
NpUMeHeHneM MH(OpMalMoOHHO- .
., |onbnunorpaduueckoil KyJIbTyphl C TPUMEHEHHEM HHPOPMAIIMOHHO-
KOMMYHHUKAIIMOHHBIX TE€XHOJIOTHI <
KOMMYHHUKAIIMOHHBIX TEXHOJIOTHH M C yIE€TOM OCHOBHBIX
U C y4ETOM OCHOBHBIX - .
N . |TpeboBanmil HHQOPMAIMOHHOW O€30TTaCHOCTH;
TpeGoBaHUiT HHPOPMATHOHHON .
6e3011aCHOCTH: OIIK-3.3 Bnaneet HaBBIKAMHU TIOATOTOBKU 0030POB, aHHOTAITUH,
’ cocTaBieHus peepaToB, HAYUHBIX JOKIJIAI0B, ITyOIUKAMH, 1
6ubmmorpaduy Mo Hay4YHO-HCCIIEI0BATENLCKOI paboTe C yueToM
TpeOoBaHUi HHPOPMAIIMOHHOM OE30MACHOCTH;
ITK-5.1 3HaeT OCHOBBI apXUTEKTYpPHL, yCTPOIcTBa 1
AIMUHHCTPUpPOBaHHE (hyHKIIMOHMPOBaHUS HHPOPMALIMOHHO-BBIYUCIINTEIBHBIX CUCTEM;
MIPUKIIAJHOTO U CHCTEMHOTO METOJIMKY YCTaHOBKH M aIMHHUCTPUPOBAHHUS IIPOTPAMMHBIX
K5 MPOTPAMMHOTO OOECTIEUeHHSI;,  |CHCTEM;
YIIpaBJIEHUE IIPOTPAMMHO- [1K-5.2 YMmeet peann3oBBIBaTh TEXHHYECKOE COMPOBOXKICHHE
amnmapaTHBIMA CPEACTBaMHU MHPOPMALMOHHBIX CHCTEM;
MHPOPMAIMOHHBIX CITYXKO [TK-5.3 NmeeT npakTHUECKUi ONBIT SKCIUTyaTallud 1
aIMUHUCTPUPOBAHNUS IPOTPAMMHBIX HHPOPMAIIMOHHBIX CHCTEM;
AnvunuctpupoBanue ceteBoir  |[1K-6.1 3HaeT OCHOBBI apXUTEKTYPBI, YCTPOHCTBA 1
K-6 MOJICICTEMBI (hyHKIIMOHMPOBAHUS CETEBBIX MOJICHCTEM

NH()OKOMMYHHUKALMOHHOM
CUCTEMBI OpraHU3alMU

HH(i)OKOMMyHHKaIIHOHHOI;'I CUCTEMbI OpraHnu3anuu; METOAUKY
HaCTpOﬁKPI 1 aAMUHUCTPUPOBAHUS CCTCBBIX MOJACUCTCM




I/IH}II/IKaTOPLI JOCTHIKCHHUSI KOMIIETCHIINHN

Mudp Komnerennus o
(B paMKax JaHHOUW TUCUUTUIMHBI)

MH()OKOMMYHHKAITHOHHOW CHCTEMBI OPTaHN3aLNN;

[1K-6.2 YMmeer HacTpanBaTh U aIMUHICTPHPOBATH CETEBHIC
MOACUCTEMBI HHPOKOMMYHUKAIIMOHHON CUCTEMBI OpTaHH3aLNH;
[TK-6.3 Nmeet npakTHUECKUH OMBIT SKCIUTYaTalluH U
aJIMUHHCTPHPOBAHHUS CETEBBIX MTOACHCTEM
MH()OKOMMYHHKAIIMOHHOW CHCTEMBI OPTaHN3aINN;

3. MECTO JUCIMIIJIMHBI B CTPYKTYPE OII BO

JucuuruimHa «OCHOBBI MH(OPMALMOHHONW 0€30MacHOCTH» OTHOCUTCA K 00s3aTesIbHON
yactu 0110ka 1 «/lucuunamasl (Moaysn)» 00pa3oBaTeIbHOM MPOrpaMMBl BBICIIETO 00pa30BaHMS.

B pamkax oOpa3oBaTenbHON NpOrpaMMbl BBICIIETO 00pa3oBaHUs OOYYAIOLIMECS TaKKe
OCBaMBAIOT  JIpyrMe€ JMCLUUIUIMHBI W/WIM  TPAKTUKH, CIIOCOOCTBYIOIME  JIOCTUKEHHUIO
3aIUTAaHUPOBAHHBIX ~ PE3YJIbTATOB  OCBOCHUS  AMCHUIUIMHBI  «OCHOBBI  WH(OPMAIIMOHHON
0€3011aCHOCTI».

Tabnuya 3.1. Ilepeuenv komnonenmos OI1 BO, cnocobcmeyrowux O00CmMuiceHur
3aNJIAHUPOBAHHBIX PE3VIbMAMO8 0C80CHUS OUCYUNTUHBL

HanMenopanme IpepmecrByomue Hocaenywomue
n HCHMILINHBI/MOAY U HCUMILTUHBI/MOAYJIH
bp KOMIIETeHIIHH et *Hy i A . Y,
MPaKTHKH MPAKTHKH
HayuHo-mccnemoBarenbekas
paboTa (moxyueHue
TIEPBUYHBIX HABHIKOB HAYYHO-
HCCIIeIOBATEIBCKON paboTHI);
Texnonornueckas (MpOEKTHO-
TEXHOJIOTHUECKas ) MPaKTHKA;
Kubepbe3onacHocTh
OPEANPHUSITHS;
PenstiiimonHble 0a3bl JaHHBIX;
OcuoBsl Web-TeXHOIOTHI;
Crioco0eH HCTI0Ib30BaTh CoTeBEIE TexX HOLOMHIL:
COBpPEMECHHBIE ’
p AIMHHUCTPUpPOBAHHE
HHPOPMALMOHHBIC ApPXUTEKTypa KOMITBIOTEPOB H
CETEBBIX TMOJCUCTEM;
TEXHOJIOTHH U OTIePANIMOHHBIC CHCTEMBI;
MPOrpaMMHEIE CPEICTBA, B Hudposas rpaMOTHOCTH Java: 6a3soBbie KOHIETIIH H
OIIK-2 porp P ’ p P ’ OHOJIMOTEKH KJIACCOB;
TOM YHCJIe, OTCYSCTBEHHOTO TEXHOJIOTHS POTPAMMHUPOBAHUS; CHOTEMBI TTOLIEpKKN
MIPOU3BOJICTBA, IPH [MapaaurMbsl TPOTPaMMHUPOBAHHS; —— pemerrl)nﬁ'
&
A MmuranmonHoe
poeCCHOHATBHOMI MOJeTHpOBaHIE;
€STCIIbHOCTU >
A VYupasnenue UT-cepBucamu u
KOHTEHTOM;
AHanau3 00JBIINX TaHHBIX;
ITakeThl CHMBOJIBHBIX
BBIYUCIICHUH B
poheCCHOHATBHOMN
JIeATEIIbHOCTH;
JluneliHoe u HeNMMHEITHOE
MPOrpaMMHUPOBAHNE;
CrocobeH pemaTth Kubepb6e3omnacHocTb
CTaHJapPTHBIC 3aa4K N TIPEIMPHUSITHS,
s1ap A o OCHOBBI BOGHHOH MOJITOTOBKH. peap i
npodeccruoHaTbLHOM Hay4ano-uccnenoBarenbckas
OIIK-3 bezonacHOCTh XXU3HEACATEIHHOCTH;
JeSITeIbHOCTH Ha OCHOBE pabora (momyueHne
nH(OPMAMOHHON U TIEPBUYHBIX HABBIKOB HAYYHO-
nonrorpaduIecKom HCCIICIOBATEILCKON paboThI);
ouo. 0 ;




IIpenmecrByromue Hocaenywomue
Hnd Haumenosanne HHC?{HI:IHHHLJIMOI; JIU nncuunﬂul:lil/;auoz[ JU
P KOMIIEeTeHIHH . o, . you,
NPAKTHKH NPaAKTHKHU
KyJIbTYPBI C IPUMEHECHHEM Texnonmorudeckas (IpOEKTHO-
HHPOPMALNOHHO- TEXHOJIOTHYECKas) IPAKTHKA;
KOMMYHHKaIMOHHBIX
TEXHOJIOTUH U C yYETOM
OCHOBHBIX TPeOOBaHMIHA
nH}popMaMOHHON
0e30MacHOCTH;
Kubepbe3omnacHOCTh
NpenpUsTHS;
CeTteBble TEXHOJIOTHY;
AJIMUHUCTpUPOBaHUE
AJIMUHHCTPHPOBAHHE 8 Pup
. OCHOBBI aJIMUHHCTPUPOBAHHMS CETEBBIX IOJICUCTEM;
CETEBOH MOICHCTEMBI
[IK-6 N ONEPALMOHHBIX CUCTEM; AJIMUHUCTPUPOBAHNE
NH()OKOMMYHHUKAITMOHHON .
JIOKaJIbHBIX CETEH;
CHCTEMBI OPTaHHU3ALNH .
MognenupoBanue ceteit
nepeiaun JaHHBIX;
AHanu3 O0oNBIINX AaHHBIX;
Kubepbe3omacHOCTh
NPEAIPUATHS;
AJIMUHUCTpUPOBaHUE
AJMUHUCTPUPOBAHUE A Tprp
CCTCBLBIX ITOACUCTEM,
NPUKJIAJHOIO U CUCTEMHOTO ApXHUTEKTYypa KOMITBIOTEPOB U
IIpuknanHoe mporpamMmmHoe
IporpaMMHOTO OINCPAlMOHHBIC CUCTEMBI,
obecrieueHue:
IIK-5 oOecrieueHust; ynpaBieHHE OCHOBBI aAMUHUCTPUPOBAHUS

NPOrPaMMHO-aINIIapaTHEIMH
cpencTBaMu
WHPOPMALNOHHBIX CITYXKO

OMNCPANHNOHHBIX CUCTEM;

MIPOCKTUPOBAHKE, YIIPaBICHNAC
MIPOEKTOM, pa3paboTka u
JOKyMEHTAITHSL;

VYupasnenue UT-cepBucamu u
KOHTCHTOM;

* - 3aMONHSAETCS B COOTBETCTBUH ¢ MaTpuiei kommnereruii u CYII OI1 BO

** - 3JIeKTUBHBIC AUCIMIUINHBI /TIPAKTUKH




4. OFbEM JUCHUILIVNHBI U BUJIbI YYEBHOM PABOTHI

OO1m1ast TPYA0EMKOCTh AUCHUILTUHBI «OCHOBBI HH(OPMAIIMOHHON 0€30ITaCHOCTHY COCTABIISCT «4» 3a4eTHBIC CITUHUIIBI.
Tabnuya 4.1. Buowl yuebHnou pabomuvl no nepuooam 0c80eHUsi 00paA308amenbHOlU NPOSPAMMbL 8blCUIe20 00paA308aHUsi OJisl OYHOU (DOopMbl
0OyueHusl.

Buja yueOHoii padoThl BCETIO, ak.u. CeMec4Tp(-l>1)
Koumaxmmnas paboma, ax.u. 54 54
Jlexrun (JIK) 18 18
Jlabopartopusie pabotsl (JIP) 36 36
IMpaktryeckue/cemunapckue 3ansatus (C3) 0 0
Camocmosmenvras paboma 00y4arOWuxcs, ax.u. 63 63
Koumponw (ax3amen/3auem c oyenkoil), ax.u. 27 27
OO01asi TPYI0E€MKOCTh THCHHILTHHBI aK.4. 144 144
3a4.e/1. 4 4




5. COAEPKAHUE JUCIUITVINHBI

Tabauya 5. 1. Cooepoicanue oucyuniunsvt (MOOYis) no 8udam y4ebHou pabomol

Bup
Homep | HammeHnoBaHue pasnena .
Conep:xanue pasaesa (TeMbl) yueOHOM
pa3nena JUCIHMILTHHBI %
padoThI
11 Oo0mmas npobiaeMaTrka HHPOPMAMOHHON JIK, JIP,
' 0e30IMacHOCTH C3
OCHOBBI 0€30MaCHOCTH JIK, JIP,
1.2 Xakepckue aTaku
Paszen 1 CETEBEIX C3
A nH(pOpPMaMOHHBIX . JIK, JIP,
. 1.3 Yrpo3sl ceTeBoii 6e30macHOCTH
TEXHOJIOTUH C3
. JIK, JIP,
1.4 AJIMHHUCTpATHBHAS 3aIlUTa CETCH 3
Kpurepun 6e30macHOCTH HHPOPMALIMOHHEIX JIK, JIP
3anura uHGOPMAITUH B 2.1 puTep (hopman O
CHCTEM C3
Paznen 2 | coBpeMEHHBIX
JIK, JIP,
OIIEpPalMOHHBIX CUCTEMAX 2.2 ®opmanpabie Mogenu Oe3omacHocTH OC 3
JIK, JIP
31 OcHOBHI KpunTorpadun C’3 ’
Paznen 3 |IIporpammuas 3amura K TP
3.2 [IporpamMMHBIC YSI3BUMOCTH C’3 i

* - sanonmsercs Tobko 1o QUHOM dopme obyuenus: JIK — nexyuu; JIP — nabopamopuvie pabomol; C3 —

npakmuquKue/ceMuHapCKue SAHAMUAL.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUME JUCHUIIJINHBI

Tabnuya 6.1. MamepuaneHo-mexnuueckoe obecneuerue OUCYUNIUHbL

Tun ayauropum OcHamenue aynuropuu

Crnenunanu3upoBaHHoOe
yueOHOe/1adopaTopHoe
odopynoBanue, [10 u
MaTepuabl 1J1s1 0CBOEHHS
AUCIHUTLTAHBI
(mpyu He0OXOAUMOCTH)

Aynurtopus JUis IPOBEICHUS 3aHATUI
JIEKIIMOHHOTO TUTIA, OCHAIIIEHHAS
JleximonHast KOMIUIEKTOM CIEIUATU3UPOBAHHON MeOenu;
JIOCKOM (9KpaHOM) U TEXHHYECKUMU
CpeICTBaMU MYJIbTHUMEINA MTPE3CHTAIIHA.

Kommbrorep/HoyTOyK C
noctynoM cetu IHTepHeT u
AIIEKTPOHHO-
00pa3oBaTeNbHOM cpefe
YHusepcurera, opaysep,
I1O nns mpocmotpa PDF,
Anpexc Tenemocr.

KoMnberoTepHslii Ki1acc U1l MPOBEAECHUS
3aHSITUNA, TPYNIOBBIX U MHAWBUIYaJTbHBIX
KOHCYJIbTAIlUH, TEKYILET0 KOHTPOJIA U
KoMnbroTepHsblil | MPOMEKYTOUHON aTTECTALlNH, OCHAILICHHAS

KJ1ace MIEPCOHAIBHBIMU KOMIIBIOTEPAMH (B
KOJMYECTBE _ IIT.), JOCKOU (3KpaHOM) U
TEXHUUYECKUMU CPEICTBAMHU MYJIbTHUMEINA
MPE3EHTAI.

OC Linux/ Windows,
Python, Julia.
Hononaurensuoe I10:
oduchsii naker MS Office
i LibreOffice, OBS
Studio.

Aynuropus Ui CaMOCTOSITENILHON pabOThI
oOydJaronuxcs (MOXKET UCTIOIh30BaThCS TS

st o
A . | MpOBeIeHUs] CEMHUHAPCKUX 3aHSATHH U
CaMOCTOSITENILHOM 9
KOHCYJ'II)TaHI/II/I), OCHAIIICHHAas1 KOMIIJICKTOM
paboThI

CHEIHATM3UPOBAHHON MeOeH 1
KomnbroTepamu ¢ goctynom B DMOC.

OC Linux/ Windows,
Python, Julia.
HononaurtensHoe I10:
oducusiit maker MS Office
i LibreOffice, OBS
Studio.




* - ayIUTOPHS IJIsT CAMOCTOSATENIbHOM paboThl oOyuaromuxcs ykassiaercs OBA3ATEJIbHO!

7. YHEBHO-METOJUYECKOE U TH®OPMAIIMOHHOE OBECHHEYEHHUE JUCHUITJIMHBI

Ocnoenas numepamypa:

1. 3erxna . I1., UBamko A. M. OcHoBBI 6€30macHOCTH HHPOPMAITMOHHBIX CHCTEM. —
M.: I'opsuas nuausg — TenekowM, 2016. — 452 c.

2. Miisoag 3. be3omacHocTh cereit. koM, 2016 1., 528 ¢. —
http://www.intuit.ru/department/security/netsec/

Hononnumenvnas numepamypa:

1. llymckuit A. A. CucreMHBbIi aHanu3 B 3aniuTe nHGopManuu. — YdeOHoe mocooue
175t By30oB. — M.: I'ennoc APB, 2005. — 224 c.

2. Monsackas O.10., 'opbatos B.C. MadpacTpykTypbl OTKpbITHIX Kiatoueli. BMUHOM.
JlaGo-paTtopus 3HaHu#, ITHTEpHET-yHUBEpCUTET HH(DOPMAITMOHHBIX TexHOJoruid — MHTY-
UT.py, 2007. — http://www.intuit.ru/department/security/pki/

3. N'anatenxo B. A. OcHoBbl HHGOpPMAIIMOHHOM Oe30macHoCTU. IHTepHET-YHUBEPCUTET
uH-popmarmonusix Texnonoruit — UHTYUT .py, 2008 r., 208 ¢. —
http://www.intuit.ru/department/security/secbasics/

4. l'anarenko B.A. Crannaptel nHpOpMAIIMOHHOM Oe3onacHocTH. MIHTEepHET-
yHHUBEpCUTET HHpopMaoHHbix Texnonoruii — UHTYUT.py, 2005. —
http://www.intuit.ru/department/security/secst/

Pecypcuvl ungpopmayuonno-menekommynuxkayuouro cemu « nmepremy:

1. ObC PYIH u croponnue DbC, Kk KOTOPBIM CTYI€HThl YHUBEPCUTETA UMEIOT TOCTYII
HAa OCHOBaHUH 3aKJIIOYEHHBIX JOTOBOPOB

- DnekTpoHHo-6mbnuoTeunas cucrema PYJIH — 9bC PY JIH
https://mega.rudn.ru/MegaPro/Web

- OBC «YHuBepcuterckas 6ubianoreka onnan» http://www.biblioclub.ru

- OBC Opaiit http://www.biblio-online.ru

- ObC «KoHcynbpTaHT cTyneHTay www.studentlibrary.ru

- OBC «3Hanuym» https://znanium.ru/

2. ba3bl TaHHBIX U TIOUCKOBBIE CUCTEMBI

- Sage https://journals.sagepub.com/

- Springer Nature Link https://link.springer.com/

- Wiley Journal Database https://onlinelibrary.wiley.com/

- Haykometpuueckas 6a3za nannsix Lens.org https://www.lens.org
Yuebno-memoouueckue mamepuansi 015 camocmosamenvrol pabomol 00y4arOWUXcs npu
0CBOEHUU OUCYUNTUHBL/MOOYAA ™!

1. Kypc nekuuii no nucuunianae «OcHOBBI MH()OPMAIIMOHHON 6€3011aCHOCTH.

* - Bce y4eOHO-METOINYECKHE MaTepUaNbl A CAMOCTOSATEIBHONW paboThl 00yUYarOIIuXCst
pPa3MeIarTCs B COOTBETCTBUU C ICUCTBYIOIIMM MOPsAKOM Ha cTpanuile quciuruimasl B TYUC!
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