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1. EJIb OCBOEHMA JUCIIUITJIMHbI

Jucuumumza «OcHOBBI HH(GOPMAIIMOHHON 0€30MaCHOCTH M KHOEPYCTOWYMBOCTHY» BXOJHUT B
nporpamMmy  OakamaBpuara  «Data  Engineering,  MHTEJIEKTyaJbHble  CHUCTEMBl U
kubepbe3onacHocThy 1o HamparieHuo 27.03.04 «YnpapieHne B TEXHHYECKHX CUCTEMax» M
usyuaerca B 6 cemectpe 3 kypca. Jducuumiuny peamusyer Kadenpa mexaHuku v mporeccoB
ynpasieHus. JucuuniauHa coctouT u3 13 pasgenoB um 32 TeM W HampaBlieHA Ha HM3y4eHHUE

OCHOBHBIX

BHUI0B BO3MOKHBIX

MH(POPMALMOHHOM 6€30MaCHOCTH.
Llenpt0 OCBOCHUSI TUCLUIUIMHBI SIBJISICTCS TIOJyYeHHE 3HAHMI, YMEHHH, HaBHIKOB M OIIbITA
JEATEIILHOCTH B 00J1acTH o0ecrieueH s MHPOPMAIIMOHHOM 0€30IIaCHOCTH M 3alUThI HH()OpMAaLIUH.

TCXHOJIOTHYCCKHX

coco00B  oOecrieueHus

yrpo3 u

2. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHMUSA JUCHUIIVIMHbI

OcBoenue
KHOEPYCTOMYUBOCTH

IMUCHUTLIMHEI

KOMITETCHIINH (4aCTH KOMITETEHIIN ):

«OCHOBBI
HaIpaBjeHO Ha

WH(OPMAMOHHOU 0e30macHOCTH u
dbopmupoBaHHEe Yy  OOyYarOIIUXCS  CICIYHOIIUX

Tabnuya 2.1. Ilepeuenv komnemenyutl, Gopmupyemvix y 00yYAOWUXCL NPU OCBOCHUU
OUCYUNTIUHBL (Pe3VTbmambvl 0C80EHUS OUCYUNTUHDL)

Indp Kommerenmuust HNuauxaropsl JIOCTHKEHHSI KOMIIeTeHIMH
(B paMKax JaHHOUW NHUCUMUTUIMHBI)
OIIK-5.1 Onpenenser 1enu s pellieHus 3a7ayd pa3BUTHS HAyKH,
CriocoGen pemars sazaun TEXHUKH ¥ TEXHOJIOTHI B 00JIaCTH yIIPaBJICHHUS B TEXHUUECKHX
pa3BUTHUS HAYKH, TEXHUKU U cneTeMax,
TEXHOIOIMH B OGHACTH OIIK-5.2 3HaeT U UCTONB3yeT METOIBI JIS PEIICHUS 3a1au
Pa3BUTHSI HAYKH, TEXHUKU M TEXHOJIOTHI B 00JIaCTH yNpaBJICHHS B
OIIK-5 cngTrgif;)?2Hypf1ﬂe:0§);};il§::;sﬁo- TEXHHUYECKHUX CHCTEMaX C y4eTOM HOPMAaTHBHO-TIPABOBOTO
HPABOBOrO Pery;HpOBAHIs B perynmupoBaHus B cepe HHTEIUIEKTYyaIbHOH cOOCTBEHHOCTH;
cihepe HETEIIEXTYATbHOH OIIK-5.3 ObecnieunBaet penicHre 3a/1a4 Pa3BUTHS HAYKH, TEXHUKH
COBCTBOHHOCTH Y TEXHOJIOTUH B 00JIACTH YIIPABIICHUS B TEXHUYECKUX CHCTEMaXx C
Y4€TOM HOPMAaTHBHO-TIPAaBOBOTO PETYJIMPOBaHHUs B cepe
MHTEJUIEKTYaIbHOH COOCTBEHHOCTH;
ITK-10.1 3naeT oCHOBHBIEC TOXOABI U METOMIBI COOPA U aHAIH3A
MCXOHBIX JAHHBIX JJIsl pacueTa U MIPOCKTUPOBAHUS CUCTEM U
Crioco0OeH NpUMEHATh CPEJCTB aBTOMATH3AIMU U YIPABICHUS;
nHpopmanmonusie TexHosorun, |[1K-10.2 Ymeer npumeHaTh nHGpOpMALMOHHBIE TEXHOJIOTHH B
I1K-10 co0oaTh OCHOBHBIE npodeccnoHaTbEHOM AesTENbHOCTH, COOTI0aTh OCHOBHBIE
TpeOoBaHus HHYOPMAIIHOHHON | TpeOoBaHuUs HHGOPMAIIMOHHOM 0E30MaCHOCTH;
Oe3omacHOCTH I1K-10.3 Birageer coBpeMEeHHBIMU HH(POPMAITHOHHBIMH
TEXHOJIOTHSIMHU JUTSl pacueTa ¥ MPOEKTUPOBAHUS CHCTEM M CPEICTB
ABTOMATH3aLMK U YIIPaBJICHUS;
ITK-7.1 3HaeT OCHOBHBIE MOJXO/IBI K pa3paboTKe MPOEKTHBIX
CriocoGen paspaGaTsisath i pelieHui no obecredeHnio knbepoe3onacHoCTH HHHOPMAITMOHHBIX
cHCTeM;
aQHAJIM3MPOBATh IIPOCKTHBIE
K-7 PEIlICHUS 110 0BECTeUEHHIO ITK-7.2 YMmeeT aHanu3upoBaTh NPOEKTHbIE PEIICHHS HA IIPEIMET
KuBepOe3oNaCcHOCTH obecrieuennst kKnbepOe30MacHOCTH; 3
ABTOMATH3HPOBAHHBIX CHCTEM [1K-7.3 BrnameeT TeXHUKaMH peanu3aliiy IPOSKTHBIX PEIIeHN,
obecrnieunBaromux KnOepOe30MacHOCTh aBTOMaTH3HPOBAHHBIX
CHCTEM;

3. MECTO JUCIMIIJIMHBI B CTPYKTYPE OII BO

Jucrunnmna

«OCHOBBI

MIPOrpaMMBbI BBICIIETO 0OPa30BaHHUS.

nH(pOpMaAITMOHHOM
OTHOCUTCA K o00g3aTenpHOM uactu Oxoka 1

0e30MacHOCTH W KHUOEPYCTONYHMBOCTH »
«AucuumunHel  (MOAyNN)» 00pa3oBaTeIbHOMN




B pamkax o0pa3oBaTenbHOM MPOTpaMMBbl BBICIIETO OOpa30BaHUs OOyYaronIuecs TakkKe
OCBauBaKOT Apyruc JUCHUITIINHBI I/I/ 150)07%0 IMPAaKTHUKHU, CHOCO6CTBYIOH_II/Ie JOCTHUIKCHUIO
3aIUIAaHUPOBAaHHBIX ~ PE3YJIbTATOB  OCBOCHUS  AMCHUIUIMHBI  «OCHOBBI  MH(MOPMAIIMOHHOH
0€30MacCHOCTH U KHOEPYCTOUYNBOCTHY.

Tabnuya 3.1. Ilepeuenv komnonenmos OI1 BO, cnocobcmeyrowux O00CmMuiceHur
3aNIAHUPOBAHHBIX PE3VIbMAMO8 OC80EHUS OUCYUNTUHBL

IpenmecrByromue Hocaenyomue
HIngp Haumenosanue ancﬁlﬁmnHLJMonynu Ill/lCl.ll/lIlJ]l/lH)]:l/l\]ilOZ[yﬂPl
9 9
KoMuereniim NMPaKTHKH* NpPaKTHKH*

CrocobeH pemiaTh 3a1a4n
Pa3BUTHSI HAYKH, TEXHUKU U
TEXHOJIOTHHU B 00JIaCTH
YIPaBICHUS B TEXHUIECKUX

Hayuno-uccnenoarensckas paboTa
(moTy4eHue IepBUYHBIX HABBIKOB

Hay‘lHO-PICCJ'IeI[OBaTeJ'ILCKOﬁ
TexHomOrMUICCKas IIPpAKTHUKA,

a0O0ThI);
OIIK-5 CUCTEMaxX C YYETOM P ) IIpepnumioMHas MpaKkTHKA;
OCHOBBI HCKYCCTBEHHOTO
HOPMaTHBHO-TIPABOBOT'O
WHTEJIJICKTa,;

peryiupoBaHus B cdepe
WHTEJUIEKTyalbHOU
COOCTBEHHOCTH

Teoperuueckas MEXaHMKa,;

OcHOBBI pa3paboTKu
3alIUIIEHHOTO TPOrPAMMHOTO
obecrieueHus u

Cnoco0eH NpUMeHSTh
UH(pOPMALHOHHbIE
TEXHOJIOTUH, COOJIIONAT

[IK-10 KOMIBIOTEPHBIX CeTeH;
OCHOBHBIC TPeOOBaHHUS
. [poexTHas NpaKkTHKa;
HHOOPMALIMOHHOM
[penumioMHas NPaKkTHKA;
6e3omacHoCcTH
CmocobeH pa3zpabaThIBaTh U OCHOBHI pa3paboOTKH
aHaJIM3UPOBATh POEKTHBIC 3alIMIIEHHOTO IPOrPaMMHOIO
OCHOBBI TEXHOJIOTHYECKHUX YTPO3 U
peLIeHust o 00ecneYeHUI0 obecrieueHus 1
IIK-7 knbepOe30nacHoOCTH; N
KnbepOe30acHOCTH KOMITBIOTEPHBIX CETEH;
ABTOMATH3MPOBAHHBIX [IpoekTHas npakTHKa;
CHCTEM

* - 3aMONHACTCS B COOTBETCTBUH ¢ MaTpuueit komnerenuii u CYII OIl BO
** - 3JIeKTUBHBIC AUCIMIUINHBI /TIPAKTUKH




4. OFbEM JUCHUILIVNHBI U BUJIbI YYEBHOM PABOTHI

OO0111ast TPYA0EMKOCTb AUCIMILTHHBI «OCHOBBI HH()OPMAIUMOHHON 0€30MaCHOCTH U KHOEPYCTOHYUBOCTHY COCTABIISACT «5%» 3a4ETHBIX CIUHHII.
Tabnuya 4.1. Buowl yuebHOU pabomvl nO nepuooam O0cC8OeHUs 0OPA308amMeNbHOlU NPOSPAMMbL 8bICUE20 00pA308aHUst OJisi OYHOU (DOpMbl

0OyueHusl.

Buja yueOHoii padoThl BCETIO, ak.u. CeMeCGT pCED)
Koumaxmmnas paboma, ax.u. 12 12
Jlexrun (JIK) 36 36
Jlabopartopusie pabotsl (JIP) 36 36
IMpaktryeckue/cemunapckue 3ansatus (C3) 0 0
Camocmosmenvras paboma 00y4arOWuxcs, ax.u. 81 81
Koumponw (ax3amen/3auem c oyenkoil), ax.u. 27 27
OO01asi TPYI0E€MKOCTh THCHHILTHHBI aK.4. 180 180
3a4.e/1. 5 5

OO61as TpyA0eMKOCTh TUCUUTUTHHBI «OCHOBBI MH()OPMALIMOHHOW O€30MaCHOCTH U KUOEPYCTOMYMBOCTHY COCTABIISIET «5) 3a4ETHBIX €MHHUII.
Tabauya 4.2. Buowl yuebHOU pabomvi nO nepuooam 0c8oeHUs 0Opa308amenbHOU NPOSPAMMbL 8bICUIE20 00pA308aHUs Ol 3A0YHOU (opMbl

00yuenus.

Bupj y4eOHoii padoThI BCETO, ak.u. 7 Cemecrp(-ri) 8
Koumaxmmnas paboma, ax.u. 16 8 8
Jlexun (JIK) 8 4 4
Jlabopartopusie pabotsi (JIP) 8 4 4
IMpaktuyeckue/cemunapckue 3anstus (C3) 0 0 0
Camocmosmenvras paboma 00y4arOwuxcs, ax.u. 155 64 91
Konmpons (sx3amen/3auem c oyenkoul), ax.u. 9 0 9
Oo0mast TpyA0eMKOCTb 1M CHUIIIHHbI aK.4. 180 72 108
3a4.e/l. 5 2 3




5. COAEPKAHUE JUCIUITVINHBI

Tabauya 5. 1. Cooepoicanue oucyuniunsvt (MOOYis) no 8udam y4ebHou pabomol

HaumenoBanue
pasaeaa Copep:xanue pa3aesa (TeMbl) Buj ydyeOHoii paboThI®
JAUCHMILTHHBI

Homep
pa3nena

Bsenenue. Poib
nHdopmanuu B
KHU3HECATEIbHOCTH
COBPEMEHHOI'0 00LIECTBA.
PazBuTne nHpOpMaIMOHHOK
naaycTpun. OOBeKTHBHAS
HEOOXO0ANMOCTb
WHPOPMATNOHHON
0€30IMaCHOCTH U 3aIUThI
nHpOPMALNH.

11 JIK, JIP

Omnpenenenne nHGpOpMaINH.
JlokyMeHTHpOBaHHAs
uHbopMaLus. DIEKTPOHHOE
cooO1eHne. AKTHBBL
Pecypcel. §Paznuunbie

1.2 OTIpeIeNIeHUs JIK, JIP
UH(OPMALMOHHOH
6€e301acHOCTH, 3aIINTHI
“HpOpMAINH,
KHOepOe30MMacHOCTH,
KHOepyCcTOHYMBOCTHY|

CylHoCTb, 331344 U
Paznen |mpoGriembl

1 HHPOPMAMOHHON
Oe3omacHOCTH

CoBpeMeHHas IOCTaHOBKA
3a[1a4 3aIIUTHI
nHpopmanuu. fHaznaueHue
U CTPYKTYpa TUCHHUTUIAHBL
PexoMenyemast oCHOBHas U
JIOTIOJTHUTEIIbHAS
nutepatypa. UnTepHeT-
UcTOUYHUKHU. CTeIHaTUCThI
10 00ECTIEYECHHUIO
HHPOPMAINOHHON
0€30MacHOCTH.
JlnmeH3upoBaHUe
JeSITeTbHOCTH TI0
o0ecrie4eHrIo
UH(OPMALMOHHOH
6e30macHOCTH.g

1.3 JIK, JIP

Opransl, o6ecreunBaroye
HAllMOHAJIbHYIO
6e3omacHocTh PD, 11emm,
3a1a4u.

2.1 JIK, JIP

ITonsarue HanuonanbHble HHTEPECHI
HalMOHAJIbLHOU P® B nHbOpMATMOHHOH
Paznen |6e3omacHOCTH, BUABI 2.2 cdepe. [IpropurerHsie JIK, JIP
2 6e3omacHocTH. HarpasJIeHus B 00J1acTh
Wndopmannonnas 3amuThl HHPopManuu B PO.

Oe3omacHOCTh PO TenaeHunu pa3BUTHS
nH(pOpMaMOHHON
2.3 MOJIUTUKH TOCYAAPCTB U JIK, JIP
BEZIOMCTB.
T'ocynapcTBeHHas TaiiHa.

MexayHapoaHas, OObm1re MOJI0KEHHUS.
HaIlMOHAJIbHAA U KOHHGHTyaHBHBIe
Paznen
3 BEIOMCTBEHHAS 3.1 JIOKYMEHTHI B 00JIACTH JIK, JIP
HOpMAaTHBHAs WHPOPMATMOHHON
npaBoBas 0a3a B Oe3omacHOCTH. BakHewmme




Homep
pa3nena

HanmeHnoBanue
paznena
JUCIHUILTHHBI

Conep:xanue pasaesia (TeMbl)

Buj yueoHoii padoTnI*

obmactu
MHPOPMATMOHHON
0€e301macHOCTH

(benepanbHbIC
HOPMATHBHBIE NIPAaBOBBIE
aKThl. 3aKOHBI, KacalOIIHeECs
OXpaHbl UHTEJUIEKTYaIbHOU
COOCTBEHHOCTH.
ITonoxenus I'paxnanckoro
Kojekca PD no 3ammre
nHpopMmanuu.

3.2

MexaynaponHoe
cotpynuuiectBo. Komeke
00 aIMUHHUCTPATHUBHBIX
MIPAaBOHAPYIICHUAX.
VYT0JIOBHBIN KOJIEKC U
3amuTa HHGopMaIiH.
OCHOBHBIE TTO13aKOHHBIE
aKThI B 00J1aCTH
HHPOPMATMOHHON
0e30macHOCTH. YKa3bl
IIpe3unenta PO,
IIOCTAaHOBJICHUSA
IIpaBurensctBa PO,
BEZIOMCTBECHHAs
HOpMaTHBHas 0asza.

JIK, JIP

Pazgen

Yrpo3sl
UHPOPMAIMOHHON
6e30MacHOCTH.
Yupasnenue
PHCKaMH.

4.1

ITonstue yrpo3ssl. Bunel
yrpo3. Xapakrep
TIPOUCXOKACHHS YyIPO3:
YMBIIICHHBIE (DaKTOPBI,
€CTECTBEHHBIC (PAKTOPBHI.
Hcrounuku yrpos. {Moaens
yrpo3 u MOZENb
HapyIIUTEIS
UH(OPMALMOHHOH
6e3omacHocTH. §

JIK, JIP

4.2

O6m1ast xapaKTepUCTHKA
aHaJM3a, OILICHKH U
YIPaBJIEHUS PUCKAMH.
[Ixansl. O1ieHKa Ha OCHOBE
BBISBJICHUS CI1a00TO 3BEHA.
OueHka pUCKOB Ha OCHOBE
PacCMOTPEHHS 3TAIoB
Brop>keHus. [IporpammHusie
CPE/CTBA, HCHIOJIb3yEMBbIe
JUIS aHAJIN3a PUCKOB.

JIK, JIP

Pazgen

WNudopmanmonnsie n
ABTOMATH3MPOBAHHbIE
CUCTEMBI

51

OmnpeneneHus
napopmannonnoit (MC) n
ABTOMAaTU3UPOBAaHHOU
cucremsl (AC) o6paboTkn
unpopmanuu. 'OCTs1 HA
AC. TunoBsie BUIBI
cTpyktypsl AC. Bunst
BO3JEHCTBUS HA
nadopmanuio B UC u AC.
Yrpo3ssl 6e3omacHoct AC
1 MX Kjaccudukarms.

JIK, JIP

52

Mepbl IpOTUBOIEHCTBUS
yrpo3am 6e3omactoctu AC.
Vazsumoctu AC.
IIpuHLMIIBI TOCTPOEHUS
cuctemsl 3amuTsl AC.
ABTOMaTH3UPOBAHHBIE

JIK, JIP




Homep
pa3nena

HanmeHnoBanue
paznena
JUCIHUILTHHBI

Conep:xanue pasaesia (TeMbl)

Buj yueoHoii padoTnI*

CHCTEMbI yIIPaBJICHHS
TEXHOJIOTHYECKUMHU
mporeccamu (ACY TII).

Pazgen

TexHuyeckue KaHaybl
yTedkH MHPOpMAIIH

6.1

TexHU4YeCcKre KaHaJbI
YTeUKH HHPOpMAIHU
(TKYHN) u cioco0Ob! nx
nepexpeiTHst. [laccuBHas n
aKTHMBHAs 3aIlIUTA OT YTEUKH
nH}pOpMalnH 1o
TEXHHUYECKUM KaHaJlaM.
Omnpenenenue,
Kiaccudukarys u oomas
xapakrepuctiuka TKYU.

JIK, JIP

6.2

BusyanbHeie u
aKyCTUYECKUE KaHaIbI.
3amuTa HHGOPMALNH B
TeneOHHBIX KaHalax.
3amuTa OT MOOOYHBIX
3IEeKTPOMAarHUTHBIX
W3IIy4eHUI 1 HaBOJOK
(II9MUH). TexHuueckue
3aKJIAJKH.

JIK, JIP

6.3

Cnoco0bl 00HapyKeHUst
TKYU. CriocoObl ¥ METOIBI
nepekpsiTust TKYU.
TpeboBanmus K BEIOOPY U
000pyIOBaHUIO TIOMETIICHUN
st AC o0paboTKM TaHHBIX
10 YCIIOBHSIM 3aIIHUTHI OT
TKVYU. Ionsarue
KOHTPOJHPYEMO
TEPPUTOPUH U METO/IBI
OIIpE/ICIICHUS €€ Pa3MEepPOB.
Oco0eHHOCTH 3aIUTHI
MepCOHAIbHOM
BBIYHMCIINTEIIHOW TEXHUKU
OT yTe4YKH MH(pOopMaLnH 1o
TEXHUYECKUM KaHaJIaM.

JIK, JIP

Paznen

TexHuueckue
cpencTaa
oOecreueHus
0€e301IacHOCTH
o0beKTa.

7.1

OnpeneneHye 1 OCHOBHBIE
LIEJIH 3aIlUThl COBPEMEHHBIX
00bexToB. Texuuueckue
CpeIcTBa 00eCIIeYeHUS
3alUTEl 00BEKTA:
oTpejieNieHne, CUCTEMHAs
KyaccupuKanms, oonmi
a”Hayim3. TexHuueckue
CpelICTBa U CHCTEMBI
OXpPaHBl TEPPUTOPHH,
3JTaHUH U TIOMEIICHUMN.

JIK, JIP

7.2

TexHuueckue cpeacTBa
HAOIIOCHUS ¥ KOHTPOJIA 32
IepeMeIIeHUEM JTFOICH
peaMeToB. TeXHUYeCKue
CpEeICTBa M CUCTEMBI
OIIO3HABAHMS JIFOJICH.
TexHUUYECKUE CPENCTBA U
CHCTEMBI yIIPaBICHHS
JIOCTYIIOM Ha TEPPUTOPHIO,
B 3JIaHMA U TIOMETIEHHS, K
cpenctsaM oOpabOTKH U

JIK, JIP




Homep
pa3nena

HanmeHnoBanue
paznena
JUCIHUILTHHBI

Conep:xanue pasaesia (TeMbl)

Buj yueoHoii padoTnI*

XpaHeHHs HHPOPMAITHHL.
MerTons! BEIOOpa
TEXHHUYECKUX CPEJICTB,
o0rIre CBeICHNS O PHIHKE
TEXHHUYECKUX CPEJICTB
obecreueHus
0e30I1aCHOCTH.

Paznen

Mertozbl KOHTPOJIS
JlocTyna K
nHdopmanuu

8.1

MeToap! HACHTU(DUKAIIMHA U
ayTeHTH(OUKAITUU
nosap3oBareiieil. MeTos
naponeil. buomerpuyeckas
ayreHtudukaius. Crnocoobt
pa3TpaHWYCHUS TOCTYTIA,
METOJIBI ¥ CPEJICTBA X
pearm3aIum.

JIK, JIP

8.2

Kparkas xapakrepucTtuka
COBPEMEHHBIX CPEJICTB
pasrpaHuyeHus 10CTyIa.
MaremaTtuueckue MOJCIH
yIpaBlIeHUs JOCTYTIOM K
unpopmanun. CyobeKTHO-

00BeKTHAs MOJECJIb JOCTYIIA.

JIK, JIP

8.3

Tlonutuka 0€30macHOCTH U
MO/IEJTb JIOCTYIIA.
DNEKTPOHHBIE KIIIOYH.
WneHTnduKamoHHbIe
KapTOYKH, OpeToKu. THIbt
kapTouek. EnnHas
OmoMeTpHYecKas CHCTEMa
Poccun.

JIK, JIP

Pazgen
9

BpenonocHsie
IIPOrpaMMBbI

9.1

BpenoHocHbIe 3aKIaaKu
(B3): ompenenenwue,
Pa3HOBUIHOCTH.
Pazpymaromue necTBus
3aknagok. CUCTEMBI
pasrpaHMYeHus 10CTyMa U
3amuTel oT B3.
IIpenynpexnenue u
MUHUMH3ALUS TOCIEACTBHI
Bo3aelicteus B3.

JIK, JIP

9.2

Kparkas xapakrepucTtuka
Mep 3alIUThIL: IPABOBBIE,
aIMUHHUCTpATUBHbBIE U
OpraHu3alMOHHbIE,
arnmnapaTHO-TIPOrpaMMHbIE.
KomnbrotepHbie BUPYCHI.
Knaccudukanus

JIK, JIP

9.3

OCHOBHBIE KaHAJIBI
pacrpocTpaHeHNs] BUPYCOB
U IPYTUX BPEIOHOCHBIX
nporpamm. Cpeactaa
60pBOBI C BUpycaMu:
KpaTKasi XapaKTepUCTHKA
TIOITYJISIPHBIX
AHTHBUPYCHBIX
nporpamm.Cpenctsa
3aIIUTHI OT KOMPOBAHMUSL.
IIpumeps! cpencts u
TEXHOJIO0rHily

JIK, JIP




Homep
pa3iena

HanmeHnoBanue
paznena
JUCIHUILTHHBI

Conep:xanue pasaesia (TeMbl)

Buj yueoHoii padoTnI*

Pazgen
10

OCHOBBI
0€e30IacHOCTH
CETEBBIX TEXHOJIOTUH

10.1

Bsenenue B Internet u
Intranet. Crioco0b1
HamaJeHMs Ha CETH U
3aIATa OT MEKCETEBOTO
nocryma. OCOOCHHOCTH IS
Pa3JIMYHBIX YPOBHEH
moxenu ISO/OSI.

JIK, JIP

10.2

TexHOIOrUM MEKCETEBBIX
sKkpaHoB. OyHkUU MO.
DopMHUpOBaHHNE NOTUTUKU
MEKCETEBOTI0
B3auMozeiicteud. Kpurepuu
OLIEHKU MEKCETEBBIX
SKpaHOB

JIK, JIP

10.3

[ocTpoeHwne 3amUIEHABIX
BUPTYyaJbHBIX ceTeld VPN.
CpencTBa obecnieueHUS
6e3omacaoctr VPN.
YBammra Ha KaHATBHOM U
CCaHCOBOM YPOBHSIX.
IIporokonsr PPTP, L2TP,
SSL/TLS, SOCKS.
YBammra Ha ceTeBOM
yposse. IIporokon IPSEC.Y

JIK, JIP

10.4

be3onacHOCTh yAaleHHOro
JOCTYTIA K JIOKAIBHOH CeTH.
LenTpanu3zoBaHHbIN
KOHTpOJIb. YTIpaBICHUE
JIOCTYTIOM TIO CXEMe
OJTHOKPATHOTO BXOJia C
aBropuzauueil.JTexnonoruu
oOHapyXeHUs aTak.
Krnaccudukarus cuctem
oOHapy>KeHHs U
NpPEAOTBPAIICHUS aTaK
(IDS/IPS). Yrpo3sl u
YSI3BUMOCTH OECIIPOBOIHBIX
ceteil.q

JIK, JIP

Paznen

OpraHu3anuoHHO-
PaBOBOE
o0ecrieueHHe 3aIIUTHI
nHpopManuu

111

CyLIHOCTb U pOJib
OpTraHU3AIMOHHO-TIPABOBBIX
aCTeKTOB HH()OPMAIIHOHHOM
0€30MacHOCTH.
HopmaruBHas npaBoBas
6a3a MHPOPMAITMOHHOI
6e3omacHocTH. 3akoH PO
“O6 uadopmanum,
HHPOPMAIMOHHBIX
TEXHOJIOTHSIX M O 3allUTe
uHpopmarnuu”. IBuas 1
KaTeropuu uHMGOpMaIu
OTPaHUYEHHOTO JIOCTYTIA:
rOCyIapCTBCHHAS U IPYTUE
BUIBI TaliH. 3akoH PD “O
rocyJapcTBEHHOU TaiiHe”,
“O xoMMepUecKol TaitHe”,
“O mepcoHATBLHBIX
maHaex”, “O
HaIIMOHAJILHOM MIATEKHON
cucreme”, “O 6e30macHOCTH
KPUTHYECKOM

JIK, JIP




Homep
pa3nena

HanmeHnoBanue
paznena
JUCIHUILTHHBI

Conep:xanue pasaesia (TeMbl)

Buj yueoHoii padoTnI*

HHPOPMATNOHHON
HHPPACTPYKTYPHI
Poccutiickoit @eneparm’.
Tl'ocynapcTBenHas cucrema
JHLECH3UPOBAHUS U
CepTU(UKAIINU
JeATeNIbHOCTH B 001acTu
3amuTHl HHpOpMauu. YKa3
IIpesunenta PO “O mepax
10 COOJIFOJICHHIO
3aKOHHOCTH B 00J1aCTH
pa3paboTKH, IPOU3BOJICTBRA,
peanu3anyuy u
9KCILTyaTallH

¢ pPOBATBHBIX CPEACTB, a
TaKKe MPEJOCTABICHHS
yCIIyT B 00JIacTn
muppoBaHUs
unpopmaun”. 3akon PO
“O0 aneKTPOHHOI
udpoBoi moamucu”.
YronoBHO- IpaBoBOE
pETyIMpOBaHNE 3ALIUTHI
nHpOopManun. 9

Pazgen
12

CranpapTsl
HHPOPMAIMOHHON
6e3omacHoCTH

121

Hcropuyeckuit ouepk
Ppa3BUTHS 3apyOE)KHBIX
CTaH/IapTOB
HHPOPMATNOHHON
6e3zomacaoctu. OCT P
NCO/M3K 15408-2002,
KaK ayTeHTUYHbIH BapHaHT
O0IINX KPUTEPHEB
6e3omacHoctu MUT.
OyYHKIMOHAIbHBIE
TpeGoBaHUs 0€30MaCHOCTH.
TpeboBanus noBepus K
6e3omacHoctu. CTaHIapThI
ISO/IEC 17799: 2002 (BS
7799:2000).

JIK, JIP

12.2

Crangaptel 1o
MEHEPKMEHTY
UH(OPMALMOHHOH
6e3omacaoctu ISO/IEC
27001-27040. Hemenxue
craagaptsl BSI. Ctanmapter
SysTrust, SCORE,
GIAC.qCranmapts! 1
OECIIPOBOTHBIX CETEH.
OtevecTBEHHbBIE CTAHAAPTHI
nH(pOpMaMOHHOK
6e3omacHoctu. CTaHIapThI
obecrieueHne
nH(pOpMaMOHHON
6e30IacHOCTH OpraHu3aIHui
0aHKOBCKOW CHCTEMBI
Poccuiickoit denepannu.
I'OCT P 57580.1-2017 u
I'OCT P 57580.2 —
2018.9CranmgapTs!
nH(popMaMOHHON

JIK, JIP
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HanmeHnoBanue
paznena
JUCIHUILTHHBI

Homep
pa3nena

Conep:xanue pasaesia (TeMbl)

Buj yueoHoii padoTnI*

6e3omacHoctu B IHTEpHETE
(IETF, RFC)q

Ceptudukanus u
aTTecTalus B
obmacti
HHPOPMATMOHHON
Oe3omacHOCTH

Paznen
13

13.1

Hasuauenwne u o01as
XapaKTePUCTHKA.
Job6poBoibHas
CepTU(HUKAIIHS.
OO6s3aTensHOoe
MTOJITBEPIKICHUC
COOTBETCTBUS.
JexnapupoBaHue
COOTBETCTBUS.
OO6s3aTenbHas
CepTU(HUKAIIHS.

JIK, JIP

13.2

[IpoBenenue
cepTH(UKAINOHHBIX
WCTIBITAaHWUI: TPUHIIHIIBI
MIPOBEACHNUS HCTIBITAHHH,
JOKYMEHTBI
CePTUPUKAIIMOHHBIX
ucneitanuii. Ceprudukarys
IIPOAYKIIMH, BBO3UMOH U3-3a
rpaHulel PO.
Ceprudukarus Ha
pEervoHaNbHOM U
MEXIYHAPOJAHOM YPOBHSX.

JIK, JIP

* - sanonmsercs Toibko 1o QUHOM dopme obyuenus: JIK — nexyuu; JIP — nabopamopuvie pabomol; C3 —

npakmuquKue/ceMuHapCKue SAHAMUAL.

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCHUIIJIMHBI

Tabnuya 6.1. Mamepuanvho-mexnuueckoe obecneuenue OUCYUNIUHBL

Tun aynuropuu

OcHaleHue ayIuToOpuu

Crnenmnanu3npoBaHHoOe
yueOHOe/1adopaTopHoe

odopynoBanue, [10 u

MaTepuaJbl 1Js 0CBOCHUS

AMCUMILTUHBI
(mpu He0OXOAUMOCTH)

JlexunonHnas

Aynuropus JUis IPOBEICHUS 3aHATUN
JIEKIIMOHHOTO TUTIA, OCHAIIICHHAS
KOMIUIEKTOM CIEIUATU3UPOBAHHON MeOenu;
JIOCKOM (9KpaHOM) U TEXHHYECKUMU
CpeICTBAMU MYJIbTHMEINA MTPE3CHTAIIHIA.

KomnerorepHslit
KJ1acc

KomnbroTepHbIi Ki1acc i1 MpOBEACHUS
3aHSATUH, TPYNIOBBIX U UHANBUYAIbHBIX
KOHCYJbTAIUH, TEKYIIETO KOHTPOJIS U
MPOMEXKYTOUYHON aTTECTallU, OCHAIIIEHHAS
TePCOHAIBHBIMUA KOMIIBIOTEpaMu (B
KoJu4decTBe 14 1miT.), TocKoii (IKpaHOM) H
TEXHUYECKUMHU CPEACTBAMHU MYJIbTHMEINA
IIPE3CHTALMM.

Jns
CaMOCTOSITSIILHOU
paboTHI

Aynuropus Ui CaMOCTOSITENIbHON pabOThI
o0yyaromuxcs (MOXeT UCTIOIb30BATHCS IS
IIPOBEJICHUS] CEMMHAPCKUX 3aHATHI U
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KOHCYJIbTaIi1), OCHAILIIEHHAS! KOMIIEKTOM
CHEIHATM3UPOBAHHON MeOeH 1
KomnbroTepamu ¢ goctynom B DMOC.

* - ayauTOpHS I CAaMOCTOSATENFHON paboThl oO0yuatrontixcs ykaspiBaercss OBA3SATEJIBHO!

7. YHEBHO-METOJUYECKOE U TH®OPMAIIMOHHOE OBECHIEYEHHUE JUCHUITJIMHBI

Ocnoenas numepamypa:

1. Mamok A.A., ITazuzun C.B., [Toroxun H.C. Beenenue B 3amuty nHGOpMaIuy B
aBTOMATHU3UPOBAaHHBIX cucteMax — M.: ['opsiuas nunus-TenekoM, 2001r.,-148 c.

2. benos E.b., Jlock B.I1., MemepsikoB P.B., lllenynanoB A.A. OcHOBBI
UHPOPMALIMOHHOM Oe30macHoCTH. YueOHoe nmocodue st By30B, M.: ['opsiyast muaus — Tenekowm,
2006. - 544 c.

3. Tuxonos B.A., Paiix B.B. MudopmanronHas 6€301macHOCTh: KOHIICTITyaIbHbIC,
MIPABOBbIE, OPraHU3alMOHHbBIC U TEXHUUECKHUE aCIeKThI: yuel. mocodue. — M.: ['enrioc APB,
2006.- 528 ctp.

4, Illanerun B.®. MadopmarimornHas 6€30macHOCTh KOMIIBIOTEPHBIX CHUCTEM U CETEH:
yue6H. [Tocobue .- M.: ]| «POPYM»: UHOPA-M,2008.-416 c.

5. Moore T., Pym D., loannidis C., Economics of Information Security and Privacy,
Springer, 2010, - 320 c.

6. Obecneuenne nHpopMaMOHHOH Oe3omacHocTH OusHeca, [lox pex. Kypuno A 1.,
Aunprinaa [Ta6aumeps, 2011, - 392 c.

7. bonnapes B.B. Beenenue B nH(bOpMaImoHHYIO O€30MMaCHOCTh ABTOMATU3UPOBAHHBIX
cucteMm (2-e uznanue). — M.: MI'TY um. H.O. baymana. 2018. — 252¢

8. Opranu3anmoHHO-TIPaBOBOE oOecreueHrne HHPOPMAIIMOHHOW 0€30TTaCHOCTH. IO/
penakuueir A.A. Anexcannpona, M.IL. CeriueBa — M.: MI'TY um. H.O. baymana. 2018. — 292c.

9. Mamok A.A. OCHOBBI TOJIUTUKU O€30MaCHOCTH KPUTUYECKUX CUCTEM
UHPOPMALMOHHON HHPPACTPYKTYpBl. — M.: 'opsiuast muaus — Tenekom, 2018. — 314c
Jononnumenvnas numepamypa:

1. Topokun A.A. OCHOBBI HHKEHEPHO-TEXHUYECKOH 3amuThl HHGopmaruu. — M.: Ock-
89, 1998.-336 c.

2. Nessinun I1.H., Muxansckuit O.0., [Ipasukos J[.U., lllep6akos A.1O., TeopeTnueckue
OCHOBBI KOMITBIOTEPHOM Oe3omacHocTH, — M: Paano u cBs3b, 2000. -192 c.

3. Ilsapun B.A., Ky3smun A.C., CmupnoB C.H. bezonacHocTb 351eKTpoHHOTO OM3Heca. —
M.: I'emnoc APB, 2002. — 432 c.

4. CupiTHUKOB A.A. JIlunien3upoBanue u cepTuUKaIys B 00JacTH 3aIIUThI
uHpopmanuu. — M.: 'enmnoc APB, 2003.- 192 c.

5. Cobones A.H., Kupumios B.M. ®usudeckrie OCHOBBI TEXHUYECKUX CPENICTB
obecreuenust ”HGOPMAIMOHHOM Oe3omacHocTH: YuebHoe mocooue. — M.: 'ennoc APB, 2004.-
144 c.

6. CtpenbiioB A.A. [IpaBoBoe obecniedenue nHpopmarmonHoi 6e3omnacHoctu Poccuu:
TEOPETUYECKUE U METO10JIOTHYeCKUE OCHOBBL. — MuHck.: BEJIJIIT®OH/L, 2005.-304 c.

7. Wymckuit A.A., lenynano A.A. CucteMHBbIH aHanu3 B 3amuTe nHdopmanuu: Yueo.
nocobue. — M.: I'enmnoc APB, 2005.- 224 c.

8. Cemxun C.H., bensixo 2.B., I'pedener C.B., Kozadok B.. OcHoBBI
OpraHU3alMOHHOr0 o0ecTeyeHnss HHPOPMALMOHHON 6e30MacHOCTH 00BEKTOB HH(OPMATHU3ALIUY:
Vueb6. mocobue. — M.: I'emmoc APB, 2005.- 192 c.

9. AcraxoB A. HckyccTBo ynpaBieHuss HHPOPMALMOHHBIMU puckamu. — M.: JIMK
IIpecc, 2010. - 312 c.

Pecypcwr ungopmayuonno-menexommyHuKayuoHHou cemu « Anmepnemy»:

1. ObC PYIH u croponnue 9bC, Kk KOTOPBIM CTYA€HTHI YHUBEPCUTETA UMEIOT JOCTYII

Ha OCHOBaHUH 3aKJIIOYEHHBIX JOTOBOPOB
- DnekTpoHHO-0mbmmoTeunas cucrema PYJIH — ObC PYJIH
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http://lib.rudn.ru/MegaPro/Web
- ObC «YHuBepcurerckas 6ubimoreka onnaite» http:// www.biblioclub.ru
- OBC IOpaiit http://www.biblio-online.ru
- ObC «KoHcynpTaHT cTyeHTay www.studentlibrary.ru
- OBC «Tpounkuii mocT»
2. ba3bl JaHHBIX U TOMCKOBBIE CHCTEMBbI
- DIIEKTPOHHBIN (HOH/T TPABOBON ¥ HOPMATUBHO-TEXHUIECKOM JOKYMEHTAITUU
http://docs.cntd.ru/
- mouckoBas cucreMa SHaekc https://www.yandex.ru/
- mouckoBas cuctema Google https://www.google.ru/
- pedeparuBHas 6a3a ganubeix SCOPUS
http://www.elsevierscience.ru/products/scopus/
Yuebno-memoouueckue mamepuansi 015 camocmoamenbHol pabomsl 00Y4arOWUXcs npu
0CBOCHUU OUCYUNTUHBL/MOOYAS ™!
1. Kypc nexuuit no qucuuminze «OcHOBBI MH(OPMaLMOHHON O€30M1aCHOCTH U
KHOEPYCTOUYUBOCTUY.

* - Bce yueOHO-METOANYECKHE MaTepHallbl Uil CaMOCTOATENbHOM paboThl 00ydaromuxcs
pa3MenarTcsl B COOTBETCTBUHM € JEMCTBYIOUM NOPsAKOM Ha cTpanule aucuuiuinasl B TYHUC!
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